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SECTION A: BACKGROUND AND APPROACH
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1.0 Project Background

The Feasibility Study on ISP Level Filtering wagiated in August 2007. The study
was supported by funding from the Australian Goweent through the Department of
Broadband, Communications and the Digital Econofosn{erly the Department of

Communications, Information Technology and the Arts

2.0 Project Objectives

The objective of the project was to produce a fabisi study into implementation of
the ISP filtering component of the National Filg&rheme, where all ISPs will be
required to provide a filtered Internet servicefammilies who prefer this protection
option.

Without necessarily endorsing the policy of a maedaequirement for ISP level
filtering or any particular approach to its implamtegion, the study is to provide a
broad ranging and objective analysis presenteddyyafa Report (in accordance
with the Terms of Reference’) of at least three options for the implementatudrthe
Commonwealth’s commitment to the provision of |8ffed services. The analysis
includes an examination of technical and perforredassues, associated costs, legal
issues, barriers to industry compliance, policysiderations and international

precedents.

2.1 International Survey

This international survey is intended as a compbokthe broader joint
industry/government study that has examined optionkSP content filtering in

Australia.

The survey does not consider the merits of theseas systems that are identified or
reflect on their success in filtering Internet @nttgenerally. Instead, the survey has
been undertaken to better understand the naturexdedt of filtering as it occurs
elsewhere and to provide some insights into optibasmight be considered for

evaluation as part of the main study.
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The purpose of the international survey is prinyanl provide information on model
options for consideration as part of the broadau\stThe international survey does
not consider all factors within th&erms of Reference’ as they apply to each
international jurisdiction surveyed. The internatibsurvey is itself one element of
the Terms of Reference’ and is intended to stand on its own. However, ighe
information is available which pertains to tAerms of Reference, these have been
noted as observations; for example, in relatiothéd erm of Reference — ‘the degree

of compliance in jurisdictions surveyed'.

The survey does not recommend specific modelsdplition in Australia.

3.0 Approach

Between September 12 and October 5 2007, 32 oajams (see Appendix C of this
survey) were interviewed across 10 jurisdictionEumope and the USA with the
objective of acquiring information on the naturel @&xtent of Internet filtering in each
place. Europe, in particular, is the epicentreegfutatory activity in regard to ISP
level filtering. Developments in Europe are thestrapplicable to policy formulation
within western democratic contexts, i.e. Austradiagd the focus of the survey is very
much on Europe. At the time of writing this repttrtre was no ISP level content
filtering in the USA.

The jurisdictions were selected on the basis arpesearch that indicated those
places in which some form of server level filterisgn place. Organisations in the

USA with a presence in Europe were visited to \sbdhe European experiences.

As the main study is intended to consider potewjpilons for implementation in
Australia, it was agreed that an international synwould assist in the formulation of

potential models for Australia.

The jurisdictions to be surveyed were agreed iraadg with the Department of
Communications, Information Technology and the Antsw the Department of
Broadband, Communications and the Digital Economy).
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In conducting the interviews, each representatias asked to provide general
background on their respective scheme and to relqieriences on the success or

otherwise of the methods being employed.

Where information was not readily obtainable, ivitawees agreed to the follow up
provision of documentation to augment the contétaioed during the interview
process. In some cases, additional informationneasbtainable and information has
been provided from secondary sources, or onlineer/this material is included
here, its source is stated.

3.1 Factors for consideration during interviews

The following information was sought during theeirview process. Not all
information was provided by all jurisdictions.
Nature of the scheme: Is it voluntary or mandatory?
What law applies?
Who administers the law?
What subject matter is subject to filtering? Elglctcabuse images, gambling,
other.
Is there a regulatory authority with jurisdictianénforce compliance?
What is the level of compliance with the scheme® Gage players, industry
association members, whole industry?
What is the market size and structure? Roughly many ISPs in each
market? Is there one dominant ISP, market cond@nmramong a few
players, widely distributed market share?
If there is one dominant ISP, are they governmemteal, and to what share?
Are they required to take direction from the goveemt generally, e.g. a
license condition or by ‘persuasion’?
Who determines the content of relevant blacklists?
How is the blacklist distributed?
Is it subject to confidentiality and how is thishéeved and maintained?
How is the blacklist implemented at the ISP level§. What is the process,
frequency of updating list etc?
What technology is involved?
Do we know the architecture involved? If so, prevdetails.
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What costs are likely to be involved for the indysir each ISP? If a figure is
not available, is the cost likely to be burdensosudgstantial but manageable
relative to the size of the operation; minimal,tstitat ISPs of any size can
comply?

Any other considerations relevant to general qaastof implementation?
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SECTION B: FILTERING OBJECTIVES, LIST
MANAGEMENT AND STRATEGIES IN EUROPE
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1.0 Filtering Objectives in Europe

The focus of ISP filtering in Europe is primarily ¢he protection of children through

preventing the availability of child abuse imagedioe.

It is this context in which filtering is carried buternationally. It is recognised that
this is only part of a broader approach to addngsiie availability and access to
child abuse images online. The other componentarenforcement activity,
hotlines for the reporting of child abuse imaged aducation programs. Co-
regulation often involves a sharing of respondibsi, not always under legislation or
even as part of a coherent, integrated scheme.ritfeless, various elements are
pulled together to provide a complementary sebbiftens to tackle the problem of

the availability of child abuse images online.

2.0 List Management and Filtering Strategies in
Europe

2.1 Blocklists

The most common filtering technique in Europe imeslusing a ‘blocklist or
‘blacklist’ indicating which content should be bkad. For the purposes of this report
the terms blocklist and blacklist are used intengjfeably.

Some lists called ‘allow lists’ indicate age-appiate/work-appropriate content

which can be viewed and blocks anythimgg on this allow list.

In some circumstances the ‘blocklist’ is createithgishe self-determined or third
party-determined rating of Internet content. Theteat is catalogued (called ‘rated’)
using guidelines to determine how much nudity, emale, sex or foul language is
contained in the content and then the contentoiskield by configuring the system to

reject specific categories of content.

! Blocklist is the term more commonly used in Eurémethe URLSs of illegal sites. In Australia the
term used is Blacklist.
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2.1.1 The Role of Hotlines in Blocklist Creation

The INHOPE International Network of Internet Hotlines, estabéd in November
1999 and funded under the European Community $atkamnet Plan, combats illegal
content and activity on the Internet. This fightewgt illegal content invites Internet
users to report illegal content that they accidgntad whilst using the Internet. This
very effective process generated over 500,000 tep@iNHOPE hotlines during
2005 and 850,000 reports in 2006, with these nusnb@mnstantly increasing. Some
INHOPE members also deal nationally with other sypecontent. Over 9600 reports

about child pornography are sent to law enforceraeaty month.

When a hotline receives a report about illegal enfitthe hotline reviews that content
on the Internet and then traces the location ottreent. If this trace is outside the
hotline’s country the report is forwarded to theline in the country where the
material is located. If there is no hotline in thatintry the URL is forwarded to the
national police, who then add that URL to the blmstk

A side effect of the hotline approach is that Inegrusers must sometimes view these

images before they are reported to a hotline focgssing.

In addition, some users might deliberately tryitm fsuch material for personal
pleasure even though viewing such images causesrgnge-victimization of those
pictured or filmed.

2.2 Central Filtering Strategy

Central filtering has been used in businesses emab¢s for many years. These are
environments that are easier to control as the tetmpetwork is under the control of
the IT management team. In a public network thezenveany different technologies in

use that are not always directly under the comifdthe network operator.

Voluntary central filtering on a public network ftite purposes of anti-Spam, anti-
phishing and anti-virus protection has increasirmgggn adopted in recent years as of
benefit to customers. This protection option isalisgudeliberately chosen by the

2 ACMA is a member of the International Network ofdntet Hotlines since 1999.
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customer for specific areas of concern, i.e. défifeitypes of malware including virus

protection.

Mandatory server-based-filtering on a public netwloas only recently begun as an
offering to customers and society by enforcingaiartypes of filtering. The primary
filtering is performed on child abuse/child pornaginy images hosted on websites.
The types of content that can be filtered are itett only by the contents of the
blocking list, but large scale filtering has onkyem adopted in a narrow range of
democratic countries with limited success. Depemadin the system in use, as the size
of the blocklists grows, the quality of non-filterénternet traffic can be

compromised.

For detailed information on Filtering Techniquesgse see Part 2, Appendix K of

this report.
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SECTION C: COUNTRY PROFILES
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This section summarises the main features of IE#Rifig for each country surveyed

in Europe and provides details on the context ircwit occurs.

1.0 European Country Matrix

Belgium

Denmark

Finland

Germany

Ireland

Italy

Norway

Sweden

UK

Type of
Filtering

URL

DNS

DNS

URL

URL

DNS

DNS

URL

Who
determines
blocklist
content?

LEAS

LEA/
Hotline

LEA

Gowvt

NG

LEA

LEA

LEA/
Hot
line

NGO

Is there a
central list
server ?

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Yes

Is there a
central

server for
filtering?

No

No

No

No

No

No

No

No

No

Is the
message
‘Http:404’
given to
show a
blocked site?

No

No

No

No

No

Yes

Is a warning
message
provided
stating that a
site is
blocked and
any other
relevant
details (if
appropriate)?

Yes

Yes

Yes

Yes

Yes

No

Is ISP
Filtering
mandatory
or
voluntary?

Voluntary
(Only 1
ISP thus
far)

Voluntary

Voluntary

Voluntary

Voluntary

Mandator

y oluntary

Voluntary

Voluntary

What type of
material is
filtered?

CP = Child
Pornography

Gambling

CP

CP

CP

CP

CP

CP/G

CP

CP

CP

® LEA = Law Enforcement Agency

* NGO = Non Government Organisation
® A central list of servers is the single sourcedmviding blocklist URL details.
® The degree of enforcement was not ascertained.




2.0: Detailed Country Reports

Please refer to Appendix B of this survey for thé &Commerce Directive (Extract)

referred to in the country reports below.

2.1 Belgium

In Belgium, reports about illegal content are dieelcto a hotline. The hotline refers
reports to the police, because under Belgian l@awith Norway) it is illegal to view

child abuse images.

The hotline attempts to determine the locatiorhefrelevant sites. Where it is based
within Belgium a takedown notice is issued to thlevant content hosts. Where the

site is deemed to be hosted internationally, eferred to INHOPE.

There is a non-binding protocol between ISPs anidgthat was established
approximately two years ago. DNS poisoning is beixglored as an option here,
however there is neither a formalised blacklista@rocess by which one could be
created. Were one to emerge, it would probablyrbeiged by police, given that they
would have law enforcement justification to viewesiwhich could be subject to ISP

filtering.

Only one Belgian ISP (Scarlet) is currently filtegicontent, and this is done
voluntarily. They obtain information from the DutshPD (Korps Landelijke
Politiediensten) who provide them a list of IP ak$es and URLs to which access is
blocked. This list is confined to CP images, isretdanternationally, and is updated
by Law Enforcement Agencies (LEAs) from other coigston a regular basis. Scarlet
customers who try to access one of the sites ohsthare served with a page that tells

them the site is not available because of the abicEntained on it.

At the time of producing this report the Belgiumsaexperiencing an interregnum in
government. The result being that there was no aresm for the passage of new
laws. Therefore, even if a requirement to filteiswaandated, and there is no
suggestion that this is planned, no legislativegaiblons upon ISPs will take place

within the foreseeable future.
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2.2 Denmark

Denmark passed domestic legislation in 2002 tcstrabe the EU eCommerce
Directive 2000.

An ISP Forum was established in 2002, which igra group involving industry,
regulatory authorities and NGOs. The ISP Forumtsyds a practical means of

assisting with the implementation of the law gseittains to ISPs.

For example, Article 14 of the Directive gives nadance on how to implement, and
therefore the ISP Forum has been considering pveatteasures that ISPs can take

as a defence against further legislation.

The industry was initially opposed to ISP leveldilng but has conceded in relation
to child abuse images. Currently filtering is penfied at the ISP end, although
participation is voluntary and doesn’t span therenhdustry.

In terms of market share, the main players are TDlla and Cybercity, which

collectively cover approximately 90% of the market.

The rest of the industry comprises many smalleygsawho are not filtering. This is
consistent with the approach taken in the Danishtarrorist legislation introduced in
2004 and 2007. These laws require the loggingl dfadfic, but expressly exempt
ISPs with subscriber numbers under about 100-208s& smaller businesses are not

members of the ISP Forum either.

In summary, ISP level filtering of child abuse inrrggemains as a voluntary scheme,
though there is concern it could become mandasorg,could be expanded to include
other kinds of content. However the Danish constitucontains guaranteed rights to

free speech and serves as a check on legislatures.

The list that ISPs are using is developed combingpgrts to a local hotline with the
IWF list. These are consolidated by the Danishgeadind provided to participating
ISPs. There is no prescribed frequency for refregthe list (as there is in Italy). ISPs
are at liberty to implement internally as they Bed-iltering occurs at the DNS level,
not at the IP Level.
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In Denmark, possession of child abuse imagesagallbut there is no distinction
made in blocking sites that are commercial as oggh¢s non-commercial, as there is

in Sweden.

2.3 Finland
There is a very extensive debate in Finland on ebking under Finnish legislation

and especially concerning the ‘law of measuregéwgnt spreading of child
pornography’. Previously, there had been uncestaintthe legality regarding
whether police had a right to convey the list obvegies containing child pornography
to network and service operators. The purpose aéterg this law was to clarify the
situation, and to formally legalize the currentgii@e. The act allows the ISPs to

block sites and will allow the police to maintaitist of sites.

As a consequence, the Parliament of Finland apprax2006 Bill without
amendment and the law came into force on 1st afalgr2007 as the
Communications Market Act 2006.

Paragraph 2 of the Act defines the ‘Network opetatod ‘Service operator’, to

whom the law will be applied:

This particular paragraph refers to definitions in the Act and there are
the relevant definitions. According to the Act: a network operator
means an operator that provides a communications network in its
ownership or for other reasons in its possession for the purposes of
transmitting, distributing or providing messages, and service operator
means an operator that transmits messages over a communications
network in its possession or obtained for use from a network operator

or distributes or provides messages in a mass communications network.

The Ministry of Communication has indicated thad tiw merely serves to legitimise

an existing practice, the legality of which hadiegeestioned by ISPs.

A voluntary program that Finnish ISPs implementedurb access to foreign web
pages containing child pornography has been iredatwe September 2005. The
Finnish constitution makes it very difficult to [ga@ law sanctioningx ante
censorship of web pages. As a consequence, the oftthe Communication Ministry

has always been framed in terms of a voluntaryreehaf industry self-regulation,
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instead of mandatory regulation. The law therefmemks new ground and it is likely

it will be challenged in court.

In practice, ISPs prevent access to a list of regkes supplied by the Finnish police.
The list is maintained by the police based on wadpes suspected to contain child

pornography. The list is not publicly available.

The Ministry agrees that the system cannot preakiritentional access to child
pornography. Most child pornography is not disttdauthrough web pages with static
IP addresses, but rather through alternative mésimsrsuch as newsgroups. IP-based
censorship is also easily circumvented using arti@humerous free proxy services
available on the web. The Minister of Communicagiascepts that the system will

not stop most persons who intentionally attemgatdoess child pornography pages.

The point is, however, that the systemhl prevent Internet users from accidentally

accessing pages that containing child pornography.

Currently there is no official list supplied. ISBs, however, receive notifications
from an organisation called ‘Radda Barnen’ (‘Sawe Children’) in Sweden that are

then transferred to the police for confirmation.

The Ministry of Communications states that the @dficial list (of sites containing

child pornographic material) created by police vabioé ready by the end of 2007

An MoU between the National Bureau of Investigai@om FiCom (the Finnish
communications industry association) is also predo3his will enable police to
provide a list by email to all operators who widlluntarily filter. ISPs would prefer to

be able to poll the list remotely via a secure. site

ISPs are looking at nominating a role rather thaeraon as the contact point, to give
flexibility for leave arrangements and other auaiiity issues.

In summary, the current scheme in Finland remaahsniary. There is no legal
obligation for ISPs to block sites, nor is therg agreed method of implementation.
Nevertheless, at the time the interviews were hekinland, the target was that by
the end of 2007 every main operator would be bluglhild abuse imag&sAs to the

" An update on the status of this official list waguested form Ficom but was not available atithe t
of writing this report.
?IBID
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smaller providers, it will be up to the police taceurage compliance. FiCom is

encouraging its own members to comply.

This is being done in the hope of reducing the rfeetkgislation. Industry also
wishes to demonstrate a responsible approachdasthe.

Due to the newness of the proposals, the law iyetofully implemented, as ISPs and
government work out some technical aspects in tefrpsovision of a list. They are
considering using ICAP — ‘Internet content accessqgeol’. Blocking is being done
using BGP — ‘Border Gateway Protocol’ — at thedfel.

In relation to DNS blocking, the ISPs are providéth a list of URLS. The user is
redirected to an information page, stating to fifieceé ‘your browser has attempted to
contact a page which includes illegal materiaydfi have reason to believe you have
been wrongly directed, please send an email tpahiee’.

Currently the list is encrypted using PGP. An ISEstprovide two contact names,
one technical and one administrative. The PGP &sygrovided to these two

nominees.

The Finns are concerned about scope creep. Wiite th a constitutionally
guaranteed right to free speech, the degree obtngdaupport for extended measures

remains problematic - as it does in the rest obper

2.4 Germany

There is currently no mandatory requirement tefilbternet traffic in Germany.
However, on a case-by-case basis ISPs may be eddoitimit access to sites at the
direction of a court or other public authority. Téés significant pressure particularly

in relation to hate speech and Nazi sites.

Most German ISPs implement filtering using DNS paisg. This is in response, in

part, to research pointing to vulnerabilities iGlaanfeed style approach.
A comment provided by one industry representatvasi follows:

The German eCommer ce Association is critical of British BT
Cleanfeed filtering system due to its lack of transparency (IP

® For example: ‘Failures in a Hybrid Content Blockiigstem’ by Dr Richard Clayton,

http://www.cl.cam.ac.uk/~rncl/cleanfeed.pdf.
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filtering, 404 error) and publicly accountable procedures. They
refer to examples such asin Denmark where an innocent site was
blocked and the owner challenged the ISP. The ISP argued he was
given the list by the police. The police said they only

recommended the sites.

In Germany, the industry and government seek tindisish between illegal sites and
those that would be restricted (e.g. mere adws}kitvhich could be limited by age

verification.

In implementing the EC eCommerce Directive, Germiaay applied the following

principles:

. The _content providas primarily liable for content

. The _content hoshust respond to a take down notice

. A mere conduits immunised against liability, however is stiligect to the

General Law.

The courts have applied this to require ISPs teetale selective blocking in cases
where there is no disproportionate damage to theimess, either technically or on a
cost basis, where the ISP is a willing participarthe breaking of the law and where
they have the ability to stop their participatiemen if stopping it will not stop the
conduct.

These general principles have been outlined ireodigcisions (of German courts) to
potentially apply to copyright, trademarks and otimatters. The qualifier seems to be
that the number of sites in question is small -ceemanual blocking is feasible; large

numbers of sites would fail the proportionalityttes

However, these days it is arguable that, with aatoon, the number of sites that
could be ordered down could be increased withdending the proportionality

principle.

The Germans observe that in Norway a constantrieafuHTTP requests is that they
have remained fairly static in number, e.g. arod@@®00 per month. There are three
possible reasons for this. Firstly, there couldigesame number of people attempting
to access the sites every month, to see if thegtdréhere. Secondly, they are

different people, however, it is questionable #ctly same number of people
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looks at the content. Thirdly, and more probalitg, tonstancy of traffic is suggestive
of automatic polling by bots and search engines.ibted that in Norway, mere

viewing of child abuse images is illegal.

As in Sweden, industry here has concerns aboubhtégpretation of the high volume
of HTTP requests to blacklisted sites. This impadsgh number of offenders in the
jurisdiction, whereas the general view is that ¢higgures exaggerate the demand for
access to illegal sites. This has tempered thetié@par greater industry pro-activity

in restricting access as have other countries.

It should be noted that the German system of sddteting is in place, and is seen to
have advantages in being more transparent to UBeedist emanates from KJM,
which is accountable as a public authority (as spddo IWF, which, as has been
observed elsewhere in this document, has hadgitsneacy questioned in other EU
jurisdictions). The German industry is pursuingrueagonomous solutions (i.e. end
user options) as they give more granular controé flegulator KIM has chosen not to

tackle ISPs on filtering, so the current schemmotsenforced at large.

2.5 lIreland

Under theeCommerce Act 2000 which transcribed the EU eCommerce Directive into
Irish law, Irish ISPs must act in reasonable timesmove illegal content of which
they have been given knowledge from public accassystems under their control.
ISPs are only expected to act in a reactive modecan only act to suspend accounts

or remove content hosted on systems directly utiek@r control in this jurisdiction.

The industry has largely been given the right teregulate in the area of child
protection generally. See for example the 2005gadntary debate on child sex
offences:’

The Irish industry is not averse, in principlethe protection of customers through

filtering but believes it needs a proper framewiorkvhich to operate.

Presently theChild Trafficking and Pornography Act 1998 to 2005 imposes no
obligations on ISPs to filter content. It does hwerecriminalise the possession of and

dealing in child abuse images.

10 http://historical-debates.oireachtas.ie/D/0601/DDR00505050156.html
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The official position of the Association (ISPAI) ielation to blocking child abuse

images is as follows:

In principle the ISPAI supports exclusion of such web content from customer
access, subject to legally binding assurances from government or legislation
to approve actions necessary for its achievement, member organisations are
unable to propose a single policy or solution that is appropriate across all

sections of the ISP industry.

There is little support for BT-style Cleanfeed gyst due to issues of legal liability

for ISPs. The issue remains controversial and rif@um view has yet emerged.

2.6 ltaly

Pursuant to Italian Law Number 38, which came @ftect on 6 February 2006,
Internet Service Providers must have processelaae po deal with access to child

pornography.

Specifically, ISPs are required to have in plattering mechanisms to prevent access
to proscribed sites as advised by a special cdetkng with such activities — the
CNCPO (Centro Nazionale per il Contrasto della Pedwografia sulla rete Internet).

By way of Decree issued on 8 January 2007 by thedtty of Telecommunications,
ISPs are responsible for reporting to CNCPO wigipecific implementation plan in

line with the guidelines listed below.

Each ISP will be required to submit a filteringmplaithin 15 days upon advice from

the Ministry.
Additional requirements for ISP’s are as follows:

1. Required filtering will be mandatory at leasE&DN level (Fully Qualified
Domain Name) for all sites which will be declareddidden by CNCPO, or

also at ‘IP address’ level where specifically regdi

2.  Websites to be made forbidden will need to bevdoded to a specific web page
each ISP must build (contents/shapes to be recey&NCPO).
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10.

Websites to be made forbidden will come fronsa(lvith related URL)
contained in a specific ‘Ministry web page’ (hoanhation available yet) from

which downloads will be made possible

The list composition may be different (sitesdtsper URL, per IP address, per
domain), but in any case, there will be a coddipeitem (dd/mm/yyyy format)

at the beginning of the file.

New lists to be downloaded may contain eithev artries to be blocked, or

those to be restored (where, for example a URLchaaged).

The list must be downloaded at least once gHap0am), weekends possibly
included, but only if specifically asked.
The list must be implemented into each ISP’sdRvork:
* By 16:00hrs in case of site inhibition task
* By 22:00hrs in case of site reinstatement task
Secure HTTP protocol is specified to accesdtimestry web page, and
download processes will be done via SSL certife@t@vided by the Ministry.
e Lists will be acquired via GET commands appliedd®L, such as:
» https://<host>:<port>/<Denied_FQDN_list>
» https://<host>:<port>/<Denied_IP>

« As aresult of above operations, a ‘csv’ file vaél obtained, with a
progressive number allowing ISPs to determinegivan list is the one

with the latest instructions to be implemented.

Each ISP is required to provide CNCPO with femttbon instances of
inhibition/reinstatement via encrypted mail (digtartificates to be provided
by them). This message body should include listiiDe, date, and type of
intervention made. Communication via fax is alloveedly in cases of mail

service unavailability.

The Ministry should be made aware of a fixe@didress for a specified PC
designated within each ISP for the purpose of doadlihg the blacklist.
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11. The Ministry is required to be advised of acijpefax number, a specific
SMTP address to send/receive malils, a specifiofishtitled names to manage

all above communications.

2.7 Norway

In Norway, police provide a blocklist to ISPs whaishthen remove content or block
access depending on whether they are hosting dastemmply providing network

access.

There are about 50 ISPs in Norway. Telenor, thgelstroperator, which is 90%
government owned, has offered to assist policéterihg child abuse images, similar
to BT in the UK, and has decided to make it crosksstry.

There is a standardised agreement between Teladdha police. The model is
different from Cleanfeed, where a ‘404’ error mggse presented. In the Telenor
case, users are redirected to an actual messagetfeopolice, which is considered to

be more transparent.
Sweden and Denmark have both implemented simikiesys.

There is no compliance monitoring in relation 1gefing in Norway. Consistent with
other European jurisdictions, it is up to each {&Betermine how they wish to block
access, i.e. ISPs can implement as they see fiedan interviews conducted it is

understood that DNS filtering is the preferred optamongst ISPs.

In Norway, filtering remains a voluntary system dhere is no sanction for non-

compliance. However in Norway, it is unlawful teew child abuse images.

By agreement with police there is also no loggihgaffic. Instead, the police are
using international payment systems to investigatees relating to the depiction of

child abuse.

2.8 Sweden

In Sweden, the system of blocking is presently mtaty and is implemented by self-

regulation within the industry.
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The content blocked is expressly confineddmmercial child pornography sites, i.e.

sites which offer child abuse images for sale.

Under a written agreement between the police aold participating ISP, the police
define and list which sites that fall within therpaeters of commercial child

pornography according to Swedish law.

ISPs, for the purpose of the agreement, are Irntancess providers (as opposed to

search or online content providers), who are ppdtmng in the scheme.

In Sweden, all major ISPs are participating in éhesluntary arrangements. This
includes Com Hem, TDC Song, Tele2, TeliaSoneraerial and 3. Collectively they

cover over 80% of consumer access customers.

The ISPs provide feedback on the scheme by prayi@nonymous statistical
information on server requests to the police. Guityghese number about 30,000 per

day.

Themethod by which notified sites are blocked is lgftto each ISP to determine.
Typically, this is done at the DNS-level, wherelaglsing-servers are configured to
catch all queries to sites listed by the police.

When a user requests access via their browseblaxcklisted site, their browser
request is replied to with a fixed IP address, fgriie police ‘STOP’ site. This
presents a page that explains why access to tleehzagbeen blocked and refers
guestions to the police.
There are four main underlying purposes to thersehe

To stop accidental access (protect customers)

To restrain recruitment of new consumers of illegeges

To assist in preventing the sexual exploitatiochofdren.

To remove the financial incentive for commercialgchild abuse images.

The parties acknowledge that the scheme is not li@8étive. It is dependent on the

extent of the list; sites that are identified aoe taken down, as they are usually
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outside of jurisdiction; and it does not renderesmscvia proxy or other ISPs

impossible.

For these reasons, effectiveness at large is dliffio judge. The number of the pages
blocked and searches per day are known, but fadiseoactual results, that is to say,

the proportion of child pornography sites caughti®/scheme, is not known.

2.9 United Kingdom

It is now well known that British Telecom (BT) iottuced Cleanfeed in June 2004.
The reasons for its introduction and the manne&vhicth it was done remain the

subject of some controversy in Europe.

Under pre-existing arrangements in place since 19®&net users who believe they
have found a site containing child abuse imagegmaceuraged to report the site to

the Internet Watch Foundation (IWF), via its websit by a telephone hotline.

IWF analysts trained by the National Crime Squadkse the reported sites for
evidence of illegal material. Locally hosted siées addressed via a notice and a

takedown regime administered by the IWF.

Sites that are not subject to takedown, due targsffshore, are added to the IWF

blacklist, which is then provided on a confidenbakis to participating ISPs.

A description by IWF on the manner in which URLe determined is provided

below:

ISPs are at liberty to choose the method by whiely temove the content — some are
using the BT Cleanfeed technology, while othersraserting to simple DNS
blocking

BT Cleanfeed at present filters approx 1800 URListhe maximum number of
URL's it is though to be able to filter is thoughtbe into the 100s of 1000s BT
has disclosed that its servers block 35,000 d#igngpts to view child pornography.
However this figure has been queried on the bhatsthe metric referred to was

! This information was provided by Nick Truman — ex Internet Security at BT Retail, in Feb
2008.
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‘hits’, which can exaggerate the demand for cont8ag, for example, these

comments from the Internet Service Providers Asgimai:

[The] ISPA feels caution is needed with the information and statistics so far
available on Cleanfeed. It is very difficult to comment on the statistics reported
by BT regarding Cleanfeed as BT has not passed the data to | SPA. At present
there seems to be a significant disparity in the statistics that are being reported.

BT has provided an estimate cost for implementivegIEP level filtering of child
pornography at a retail level (not wholesale lewsi}hin the BT network

environment, of £500K.

3.0 General Observations about Filtering in Europe

3.1 Industry Compliance

The focus in Europe is very much on the proteatibchildren through the blocking

of child abuse images.

In none of the 10 jurisdictions surveyed is thelegal obligation on ISPs to block or

filter child abuse images (CAl).

In Scandinavian jurisdictions, the extent of voargtcompliance appears to be very
much tied to the dual factors of market structure extent of government ownership
of ISPs.

For example in Norway, Telenor has the major maskatre and is almost fully
government owned and controlled. To the extentithes voluntarily adopted DNS
filtering of child abuse images, it follows thattmajority of Internet users will

receive a filtered service.

21BID
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In Denmark, the majority market provision is spkttween three major players: TDC,
Telia and Cybercity, which collectively account 8% of the market. These players

are voluntarily blocking CAL.

The residual are not thought to be adopting suclisores. This is consistent with
exemptions provided to them under legislation ne¢ato the logging of usage

pursuant to anti-terrorist legislation (introduée®004 and emended in 2007).

The situation is substantially different in Sweder Finland however, where the
industry is highly disaggregated and where, asaltievoluntary compliance is

thought to be somewhat less.

4.0 Key Findings

« Approach

Respondents generally agreed that the ideal methpieventing child pornography
on the Internet is to have them removed by theilnggirovider and by prosecuting
the producer of the images so that the child caprbected from further abuse.

+ Roleof Legidation in Prevention

Most Internet child pornography is hosted in cowstand by Internet access/hosting
providers where national legislation is not comp&do best international practice

and standards, and where notice-and-takedown puoegdo not work correctly.

«  What is Achievable

Filtering does not prevent the production of clp@@dnography but it does make it
more difficult to access this content so that antyre determined and technically
skilled Internet users will be able to accesd itah also disrupt the revenue stream

for commercial illegal websites.

« Protection of Free Speech

Many jurisdictions surveyed have constitutionaligtected free speech that creates

limitations on the extent of content filtered, sfieally on the range of content which
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can be filtered. In some cases, such as in thddus,that originally sought to impose
obligations on ISPs to filter content have beerrtoweed. In jurisdictions where
industry has agreed to filter voluntarily, it haseb done either as a commitment to
good corporate citizenship, or under threat of latn.

+ EU Directive

The Directive 2000/31/EC of the European Parlianagewt of the council of 8 June
2000 on certain legal aspects of information sga@etvices, in particular electronic
commerce, in the Internal Market (Directive on &lecic commerce) is the key EC
legislation moulding the response of European gowents to Internet filtering in

European countries.

This directive is responsible for defining the legtliability of Internet Service
Providers in relation to illegal content on theelmtet and is the underlying legal
cornerstone for the effectiveness for the EU-funidettine network — INHOPE.
According to this instrument, Internet Service Rdevs are not liable for content on
their servers or network infrastructure put theyetird parties unless they fail to

remove content once they have been informed abilieigality (e.g. via a hotline).

5.0 Key Issues

+ Legal Constraints of Filtering

Within the jurisdictions interviewed filtering hé®en criticised for being in
contradiction to the principles of freedom of exggien and/or for being technically
inaccurate (e.g. over-blocking of sites where IWbole domain addresses are
blocked) but this depends on the range of conteimiglfiltered and how large this

range is.

« Scope Creep
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In all jurisdictions surveyed, industry respondanised the issue of scope creep or
the ‘slippery slope’ as a real barrier to embragimye proactive measures to limit

access to child abuse images.

The concern is that the introduction of mandataotgrnet filtering at the ISP level for
the purposes of limiting access to child abuse asagll pave the way for a host of
other sites to be blocked, ranging from other anethareas through to civil actions

relating to defamation and copyright.

It was repeatedly expressed in interviews thatiiengness to engage in responsible
cooperation with law enforcement agencies in retato child abuse images would be

tested should the extent of what is being blockedd®en to gradually expand.

« Compliance with Legislation

In the EU, compliance with blocking remains volugtavith the exception of Italy in

relation to child pornography and gambling sites.

Compliance by industry, which is at best patchy@sertheless predicated on the

assumption that it is only child abuse images whkibe blocked.

Levels of compliance are largely tied to organaai size. This is usually a
corporate decision based on the perception of s@sponsibility, and the fact that,
as larger ‘targets’, market leaders believe theyoaafford to be seen to be resisting
conformity with social norms in relation to childwese images — for which there is
general community abhorrence consistent acrossdjations. This is reflected in
laws that make the dealing of and in most casessqssion of child abuse images a

criminal offence.

However, progression down the ‘food chain’ of IS#dds a lower level of
compliance. A number of factors are likely to b@laty here. On the one hand, small
ISPs were established during a time when compuiéetin boards ‘morphed’ into

commercial ISP operations. Telecommunications dgatign in most jurisdictions
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has resulted in the ability of just about anybaalgémmerce in ISP operations

without license. The same is true in Australia.

Many smaller ISPs may feel they are less of a tdogeublicity should they fail to
block content. With smaller customer bases, thégisdity of exposure is notably

lower.

In the case of the UK and Cleanfeed, compliancke#t with by upstream providers.

There is presently no legal obligation on ISPsdpthan in relation to gambling sites
in Italy) to filter or block child abuse imagesetkfore ISPs are acting within the law
by not blocking. There is no question that relagibetween ISPs and LEAs would be
put under pressure should ISPs perceive that abilde images filtering was the ‘thin
end of the wedge’ for an expansion of materialsadlocked. This will form a
material consideration in any Australian impleméotaof a mandated filtering

requirement.

It should be added however that in the Scandinguiasdictions free speech is
constitutionally protected, and those interviewetidve that pressures on industry to
filter broader categories of content will be coasted by these limitations on
legislatures. See the below extracts from the EbheGerce Directive, Article 14 and

Article 15, which also serve to delimit ISP respbiigies.

« List formation

There is no consistent view on which entity is gated to develop
blocklists/blacklists. Largely, the view is a fuioet of culture and historical

precedent.

In the US, for example, there is a strong view ¢dasn First Amendment principles)
that it is not the role of government to determafeat content citizens may view.

There, companies — where they believe they haveaeayo play in limiting access to
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CAI — believe that privately developed lists (drgm the National Centre for Missing

and Exploited Children) are the preferred sourcésbmaterial.

In the UK, the Internet Watch Foundation (IWF) igravately run organisation that
has legal recognition for its role in ascertain@Wl and sites to be blocked. While
this has the general support of industry in the WKannot be said that the IWF list is
supported throughout the rest of Europe. Generadligcerns were raised about the

IWF process on two counts.

Firstly, the lack of transparency in list prepavatiand secondly, the right of a private
organisation that is member-funded to provide listly to those who fund it. In
combination, these two factors give rise to a gangew outside the UK that
guestions the legitimacy of the IWA list processhil&' there are moves to have the
IWF list recognised as a standard throughout Eynojpenot likely that this will

emerge in the foreseeable future.

In other jurisdictions where there is a greatetural trust of government (notably the
Scandinavian countries), ISPs had no difficultyhwtite concept of police being the
appropriate bodies to consolidate lists and prothéen to ISPs. This is in fact the

case in all Scandinavian jurisdictions as welltakyl

Interestingly, Australia’s process of an independatutory authority (ACMA) as

the list originator met with a range of responéesn support, on the one hand, for
the fact that ISPs did not have to make the catherlegality of content, to
consternation on the other, in jurisdictions whibeeright of government to determine

what people should see is considered anti-demaocrati

+  Security of blocklists

During interviews in some jurisdictions, concerresrevexpressed as to the security of
blocklists and the liability for ISPs should blosks fall into criminal hands.
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Solutions under consideration include legal indeiesifor ISPs who are acting in
compliance with lawful requests to exercise reablmefforts to block content. In
places such as Norway and Italy, the industryésging for secure web access that
will permit the automatic polling of an online resoe to reduce human intervention.
A hash file system will flag whether the list hdmnoged and will assist in the
automation of the process. This option is beingped from a cost standpoint and
also a security one, where ISPs fear for liabgitpuld a list within their possession,
custody or control be misused.
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APPENDIX A: IWF STATEMENT ON URL LISTS
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Child Sexual Abuse Content URL List

www.iwf.org.uk

The diversity and quality of the services we previd our members continues to
increase. Our child sexual abuse content serviceloged as an industry-led
initiative has gathered pace since 2004.

As a result of work by our analysts, potentiallgglal URLs are regularly added to
our unique list of online child abuse content. Tilgsis dynamic and comprehensive:
updated twice a day. TH&rotection of Children Act 1978 as amended in tiexual
Offences Act 2003, makes it an offence to take, make, pernbettaken, distribute,
show, possess with intent to distribute, and adseemdecent photographs or pseudo-
photographs of children under the age of 18. Theking’ of such images includes
downloading, that is, making a copy of a child abimage on a computer, so, in the
UK, accessing such content online is a seriousicahoffence.

Despite success in almost eradicating this corfitent UK networks, sexually
abusive images of children are still available ambthe world, so the commitment by
our members to voluntarily prevent the accidentavimload of such content by
working to deploy our list on their services hasigelcomed in many quarters.
Since 2004, many more of our members have chosarake use of this service,
namely, Internet service providers, mobile opesateearch providers and filtering
companies. Law Enforcement Agencies and assodi#aéthes who are members of
INHOPE can also choose to have access to th¢Aisthors Note: This would also
permit ACMA access to the IWF list.]

This list typically contains between 800 and 186 child abuse URLs at any one
time. As the URLs are precise websites or web ptgessk of over blocking or

collateral damage is minimised.
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As a result of this initiative it is possible to:

* Reduce the occasions when innocent Internesusigght be exposed to

traumatic and unlawful images.

* Diminish the re-victimisation of children by tasting opportunities to view

their sexual abuse.

» Disrupt the accessibility and supply of suchteahto those who may seek out

such images.

Unfortunately, the blocking mechanism cannot puéiad to offenders abusing
children or distributing images of child sexual abwn the Internet but at least this

initiative contributes to an overall solution.

Our systems and processes in compiling this ligé Heeen inspected and validated by
two eminent professionals and found to be condistéh best practice. There is a
procedure whereby the website owner of any blotked has the right of appeal.

The URLs are assessed according to UK law, an eppacess reinforced by
reciprocal police training with each image beingegarised in line with criteria set

out by the UK Sentencing Advisory Council. Detaifssvery URL with child sexual
abuse content are passed with accompanying irdeliiggto our partners at the Child
Exploitation and Online Protection Centre as welbar Hotline associates around the

world.

Blocking facilitated by the use of our list appl@sly to website content. We have no
role or remit for tackling the distribution of ctlisexual abuse content through other

channels such as peer-to-peer or instant messaging.
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APPENDIX B: EXTRACT FROM EU ECOMMERCE
DIRECTIVE
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The following is an extract from the EU eCommercéeeBtive. Specifically;

Section 4 of that Directive - Liability of intermiedly service providers

Article 12

"Mere conduit"

1.  Where an information society service is provitleat consists of the
transmission in a communication network of inforimatprovided by a
recipient of the service, or the provision of ascesa communication
network, Member States shall ensure thatservice provider isnot liable

for the information transmitted, on condition that the provider:

(a) does not initiate the transmission;

(b) does not select the receiver of the transmmssiod

(c) does not select or modify the information comgd in the transmission.

2.  The acts of transmission and of provision okasaeferred to in paragraph 1
include the automatic, intermediate and transient storage of the
information transmitted in so far as this takes place for the sole purpdse
carrying out the transmission in the communicatietwork, and provided
that the information is not stored for any periodder than is reasonably

necessary for the transmission.

3. This Article shall not affect the possibilityrfa court or administrative
authority, in accordance with Member States' lsgatems, of requiring the

service provider to terminate or prevent an infeimgnt.
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Article 13

"Caching"

1.

Where an information society service is provitieat consists of the
transmission in a communication network of inforimatprovided by a
recipient of the service, Member States shall enthatthe service provider
isnot liable for the automatic, intermediate and temporary storage of that
information, performed for the sole purpose of making moreiefft the
information's onward transmission to other recifgesf the service upon their

request, on condition that:

(a) the provider does not modify the information;

(b) the provider complies with conditions on acdesthe information;

(c) the provider complies with rules regarding tipelating of the
information, specified in a manner widely recogdis@d used by

industry;

(d) the provider does not interfere with the lawdgk of technology, widely
recognised and used by industry, to obtain dathemise of the

information; and

(e) the provider acts expeditiously to remove adisable access to the
information it has stored upon obtaining actualwlealge of the fact
that the information at the initial source of th@nsmission has been
removed from the network, or access to it has loésabled, or that a
court or an administrative authority has orderechsemoval or

disablement.
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2. This Article shall not affect the possibilityrfa court or administrative
authority, in accordance with Member States' lsgatems, of requiring the

service provider to terminate or prevent an infeimgnt.
Article 14

“Hosting”

1.  Where an information society service is provitlet consists of the storage
of information provided by a recipient of the serjiMember States shall
ensure that the service provider is not liablettierinformation stored at the

request of a recipient of the service, on conditlaat:

(a) the provider does not have actual knowledge of illegal activity or
information and, as regards claims for damagasti@ware of facts or
circumstances from which the illegal activity ofarmation is apparent;

or

(b) the provider, upon obtaining such knowledge or awareness, acts

expeditioudly to remove or to disable accessto the information.

2.  Paragraph 1 shall not apply when the recipiétti@service is acting under

the authority or the control of the provider.

3.  This Article shall not affect the possibilityrfa court or administrative
authority, in accordance with Member States' lsgatems, of requiring the
service provider to terminate or prevent an infeimgnt, nor does it affect the
possibility for Member States of establishing pawes governing the

removal or disabling of access to information.
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Article 15

“No general obligation to monitor”

1. Member States shall not impose a general omigain providers, when
providing the services covered by Articles 12, hd &4, to monitor the
information which they transmit or storegr a general obligation actively to

seek facts or circumstancesindicating illegal activity.

2. Member States may establish obligations farimftion society service
providers promptly to inform the competent publitheorities of alleged
illegal activities undertaken or information progalby recipients of their
service or obligations to communicate to the compieauthorities, at their
request, information enabling the identificatiorretipients of their service

with whom they have storage agreements.




26/02/2008 Page 41 of 43

APPENDIX C: - ORGANISATIONS CONTACTED
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International Organisations
(Yellow = Regulatory Organisation, Light Green ISSP national representative body )

Organisation Country
1 UK ISPA UK
2 Yahoo! UK & Ireland
3 British Telecom UK
4 Internet Watch Foundation UK
5 INHOPE (International Association of Internet Ireland
Hotlines)
6 ISPAI Ireland
7 Associazione lItaliana Internet Providers (AlIP) Iyta
8 Vodafone Europe
9 Verizon ltalia Italy

10 Freiwillige Selbstkontrolle Multimedia-Diensteantde| Germany

11 ECO Verband der deutschen Internetwirtschaft Geyman

12 FiCom (Finnish Federation for Communications andFinland
Teleinformatics)

13 Rognlien Djonne Galtung Gardarsson Norway

14 IKT Norge Norway

15 Medietilsyent (Norwegian Media Authority Norway

16 Medieradet (Swedish Media Council) Sweden

17 TeliaSonera Sweden

18 Verizon Business Scandinavia Norway/Sweden
Denmark/Finland

19 Save the Children Denmark

20 TDC Denmark

21 EurolSPA Belgium

22 Liberty Global Netherlands

23 Internet Service Provider Association Belgium

24 Facebook USA (in London)

25 Facebook USA (in New York)

26 Yahoo! USA (in
Washington)

27 USIIA USA

28 AT&T USA

29 Verizon USA
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Organisation Country

30 Universal Service Access Corporation USA

31 Business for Social Responsibility USA

32 Google USA




