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EXECUTIVE SUMMARY 
Background
The Department of Broadband, Communications and the Digital Economy (DBCDE) commissioned IRIS Research to conduct research to identify the nature and prevalence of the risks facing children using the internet at school and in the home. This report provides the findings of the teacher survey.  
The teacher survey was conducted primarily on-line however some teachers completed the survey instrument on paper. Fieldwork was conducted over the period April–November 2010 and in total 2,088 surveys were completed by primary and Secondary school teachers in all states and territories and, in each state/territory across Government, Catholic and Independent school sectors.
The survey results are based on a weighted sample of schools which allow reliable and representative statements to be made relating to cyber-safety issues in schools as perceived by teachers at a national and state/territory level and which provide breakdowns by the experience of Government/non Government schools and schools in metropolitan, inner regional, outer regional and remote/very remote areas.   
 
Internet Usage in Schools 
· The overwhelming majority of teachers nationally (91.7%) indicated that in the last 12 months it had been a requirement for their students to access the internet at school. Three quarters of all teachers (75.3%) mentioned that their students use a school computer or school personal laptop in the classroom to gain internet access. Computer laboratories (68.7%) were also important sites for internet access, as were school or personal computers used in libraries (51.0%). 
Internet Skills of Teachers 
· Overall, 96.7% of all teachers indicated that they were either very competent (35.2%) or reasonably competent (61.5%) internet users.  Only a small proportion of teachers (3.3%) described themselves as not competent in using the internet. Nine out of ten teachers (90.1%) apply cyber-safety practices in their personal use of the internet. The most popular measures employed by teachers were: avoiding opening attachments from an unknown source, avoiding posting personal information on the internet, and the use of up to date security software. 
[bookmark: _Toc279156345]Level of Teacher Concern about Risks to Students 
· 1 in 4 teachers (24.1%) stated that they were very concerned about the risks to students when using the internet within the school environment.
· 45.9% of teachers described themselves as fairly concerned (45.9%), however, 30% of teachers indicated that they were either not very concerned, or not at all concerned. . 
· Teachers from Victoria (27.1%) and Western Australia (27.3%) were more likely to be very concerned about the risks to students when using the internet in the school environment.  ACT teachers (36.5%) were most likely to be not very concerned about the risks. 
· In terms of remoteness, teachers from remote areas (15%) were comparatively less likely to be very concerned than teachers from other areas. No significant variations were found in the results for school level and school sector.
Level of Teacher Knowledge about Children’s Cyber-Safety Issues  
· Just over one third of all teachers (36.1%) considered themselves to be well informed about children’s cyber-safety issues. An additional 51.9% considered themselves to be somewhat informed, while the remaining 12.0% of teachers considered themselves to be either only slightly informed or uninformed.  
· In terms of locality, ACT teachers (52.4%) were markedly more likely to describe themselves as well informed about children’s cyber safety issues while teachers from Western Australia (13.6%) had a higher tendency to identify themselves as slightly informed or uninformed.  
[bookmark: _Toc279156346]School Systems for Handling Cyber-Safety Incidents
· More than three quarters of all teachers (76.6%) reported that their school currently has a system or process for handling reports of cyber-safety incidents. School level was associated with propensity to have a system, with primary schools (70.1%) much less likely to have a process or system in place than secondary schools (80.1%).
Reported Cyber-Safety Incidents in Schools 
· More than half of all teachers (53.7%) indicated that they had experienced at least one cyber-safety incident directly reported to them in the past 12 months. 
· Reports of cyber-safety incidents were more frequent in secondary schools (62.5%) than primary schools (45.9%). 
· The most commonly mentioned types of incidents in schools in the past 12 months were: students receiving threatening or bullying emails, telephone calls or SMS/instant messages (39.6%) students accessing inappropriate websites or material (25.0%) and personal and private or personal information posted on blogs or social networking websites (24.6%). 
Most Recent Reported Cyber-Safety Incident 
· The most commonly mentioned types of most recent incidents were: students receiving threatening or bullying emails, calls, or SMS messages (52.1%), private or personal information posted on blog or social networking sites (15.6%), students accessing inappropriate websites or material (14.8%), and students sending or receiving inappropriate messages (8.8%). 
The age profile of students most likely to be the `target’ of most recently reported  incidences was as follows; 
· Students receiving threatening or bullying emails, calls or SMS messages - 12 and 14 year olds.
· Private or personal information posted on blogs or websites – 14, 15 and 16 year olds. 
· Students accessing inappropriate websites or material - 5 to 10 year olds[footnoteRef:1].  [1:  It is important to note that the sample category of 5-10 year olds was primarily composed of 9 and 10 years. ] 

· Students sending or receiving inappropriate messages – 15 year olds, with a strong presence of 5 to 10 year olds. 
Preventative Measures in Schools 
· A number of cyber-safety and e-security preventative measures were reported to have a strong presence in Australian schools; for example:  the use of filters to block content considered inappropriate (96.0%), encouraging students not to share passwords (89.3%), blocking of social network sites (86.1%) educating students about cyber-safety issues including cyber-bullying (85.1%), and installing updating and using security software (83.2%).  
· Teachers currently believe that strategies related to technical measures/controls are the most effective preventative measures in the school environment. Measures most commonly identified as very effective were: blocking social network sites (50.2%), installing, updating and using security software (43.1%), using filters to block inappropriate content (33.2%) and blocking personal information from being posted or emailed (32.5%). 
School Policy 
· More than half (51.9%) of all surveyed teachers indicated that their school had a policy about cyber-safety or keeping students safe online. School level and sector were not associated factors in whether schools were likely to have a cyber-safety policy. 
· A high percentage of teachers (35.9%) responded that they did not know if their school had a cyber-safety policy.  The remaining 12.2% indicated definitively that their school did not currently have policy about cyber-safety.
· The most commonly mentioned mechanisms for supporting or promoting existing cyber-safety policies were; the provision of cyber-safety education for students, promoting the policy and related issues through the school newsletter/assemblies/website and ensuring that students are made aware of the policy details. 
[bookmark: _Toc279156347][bookmark: _Toc265651391]
Sources of Information on Cyber-safety and e-security 
· In the past 12 months six out of ten teachers (59.3%) had accessed some type of information about how to make students safer when they are using the internet. Teachers from New South Wales (51.8%) were less likely to have accessed cyber-safety information than teachers from other states and territories. There was no significant variation between remoteness, school level, and school sector and propensity to have accessed cyber-safety information. 
·  The majority of teachers (71.9%) who had accessed information in the past 12 months described themselves as satisfied with the information they had found. An additional one in five teachers (21.5%) stated that they were highly satisfied with the information.  
· When provided with a list of the most commonly available sources of cyber-safety information, more than three quarters of teachers (78.4%) indicated that they were aware of at least one cyber-safety information source. The most highly recognised information sources were the Cybersmart Website, the Bullying No Way website and their(or a neighbouring) state/territory Government Department of Education and Training information Portal (DET Portal)[footnoteRef:2].  [2:  Caution should be applied in interpretation of results for the DET portal, as the term DET portal is not used consistently across all states and territories impacting on results for areas. Refer to Section 4.7 of this report for a detailed definition and explanation.      
] 

· Almost two thirds of all teachers (63.3%) indicated that they had accessed one or more of the cyber-safety information sources. In line with results for awareness, the sources most commonly accessed by teachers were the Cybersmart website, the DET Portal and the Bullying No Way website. 
· Overall, the Cybersmart website (41.3%) was considered to be the most helpful information source followed by the DET Portal (23.0%), and then the Bullying No Way website (17.0%). 
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[bookmark: _Toc286386651]Introduction
The Australian Children’s Cyber-safety and E-Security research project was commissioned by the Department of Broadband, Communications and the Digital Economy (DBCDE) to identify the nature and prevalence of the risks facing children using the internet at school and in the home. The project aims to provide a foundation for informed policy responses and the ongoing delivery of effective communication strategies by the DBCDE.
This report details the results of a teachers’ survey relating to cyber-safety and e-security issues in the school environment. 
The objectives of the teachers’ survey were:
· To ascertain the existence of policies and practices in Australian schools designed to prevent cyber-safety and e-security risks 
· To determine the level of self-described technological expertise of Australian teachers, their confidence in understanding cyber-safety risks, and their propensity to educate their students about those risks.  
· To measure the prevalence of reported cyber-safety and e-security incidents in Australian schools. In particular, to identify:
· the types of reported cyber-safety and e-security incidents that are most prevalent in Australian schools  
·  the profile of students involved in different types of reported incidents 
· To identify how, and by whom, reported cyber-safety and e-security incidents are managed in Australian Schools. In addition, the level of confidence that Australian teachers demonstrate in managing these types of incidents.    
· To assess the level of awareness and usage of existing cyber-safety resources and to identify the existing resources that are considered to be the most helpful. 

	
The data was collected through a voluntary survey of teachers which was conducted during the period April to November 2010. Survey data was primarily collected via a 10-12 minute online questionnaire.  A small proportion of teachers in participating schools nominated to complete the survey instrument on paper. 
Teachers were able to complete the survey at any convenient time from either home or school over the survey period.  
A draft questionnaire was developed by IRIS Research, with input and approval from DBCDE and the Consultative Working Group on Cyber-Safety. The questionnaire design was guided by the findings of the literature review undertaken by Edith Cowan University in 2009; Review of Existing Australian and International Cyber-Safety Research.   
The draft questionnaire was pre-tested via four focus groups with NSW primary and secondary school teachers. These focus groups tested the integrity and relevance of the question content, and clarity of questions. In response to findings from these focus groups, the questionnaire was further refined and finalised in collaboration with DBCDE. 
Pre-testing of the questionnaire also ascertained an average completion time of 11 minutes. 
The teacher survey covered the following topics:
· Teacher demographics (including age and sex) 
· Teacher characteristics (qualifications, number of years teaching, type of teaching    role) 
· School characteristics (level of school, educational sector) 
· Internet skills of teachers 
· Cyber-safety practices of teachers
· Level of teacher concern with cyber-safety risks to students 
· Teacher knowledge of cyber-safety issues 
· Reporting and nature of cyber-safety incidents in schools 
· School and teacher handling of incidents 
· Policies and strategies used to address cyber-safety in schools (school policies, preventative measures) 
· Awareness and usage of available cyber-safety information 
· Location information of school (state, postcode, nearest town)
A copy of the survey instrument is attached in Appendix 2. 
The 2088 teachers who responded to this voluntary survey came from a survey sample  of Australian schools, allowing the stratification by variables such as school level (primary/secondary), school sector (Government/non Government schools), geographic location (State/Territory/Metropolitan/Inner Regional, Outer Regional/ (combined) Remote and Very Remote). 
Details of the sampling, school and teacher recruitment and other methodological details of the survey are provided in Appendix 1.  
The school sample was designed by the Australian Council for Educational Research (ACER). ACER maintains an up-to-date data set of all Australian schools by state and territory and sector, with enrolment numbers by gender and year level, as well as location and contact details. It is developed annually by ACER by coordinating information from multiple sources, including the ABS and Commonwealth, State and Territory education department databases.
Overall, 2,088 valid responses were achieved by the survey. Table 1.4.1 shows the distribution of response by state and territory and remoteness classification. The Australian Bureau of Statistics remoteness classification classifies areas sharing common characteristics of population concentration and distance from population centres into five broad groups. The remoteness classifications are major cities, inner regional, outer regional Australia, remote and very remote areas (Australian Bureau of Statistics cat. no. 1216.0).
The survey sampled teachers from both remote and very remote localities, however, for reporting and analysis purposes results for these two categories are combined and are reported as “remote” in this report. 
Table 1.1.1	Sample size -State & Territories by Index of Remoteness Classification (No)
	
	Major Cities
	Inner Regional
	Outer Regional
	Remote
	Total

	Total
	
	1478
	353
	220
	38
	2088

	State
	New South Wales
	448
	80
	33
	11
	572

	
	Victoria
	274
	83
	20
	0
	377

	
	Queensland
	187
	40
	47
	0
	274

	
	South Australia
	259
	48
	15
	9
	331

	
	Western Australia
	95
	29
	22
	10
	156

	
	Tasmania
	-
	73
	33
	0
	106

	
	Northern Territory
	-
	-
	50
	8
	58

	
	ACT
	214
	-
	-
	-
	214





[bookmark: _GoBack][bookmark: _Toc286386652]Target Population 
The target population for the survey were full-time and part-time teachers in Australian schools who were currently employed in either primary or secondary schools, or schools that offered both primary and secondary levels of schooling. 
The definition of teaching staff used in the Ministerial Council on Education, Early Childhood Development and Youth Affairs National Report on Schooling in Australia, and the annual Australian Bureau of Statistics Schools Australia publication were used a guide for the purpose of defining the teacher sample for this project:
“Teaching Staff are staff who spend the majority of their time with students. They support students either by direct class contact or on an individual basis, and have teaching duties, that are engaged to impart school curriculum. Teaching staff includes principal, deputy principals, and senior teachers mainly involved in administration. Teacher aides and assistants, and specialist support staff are excluded”. ABS Schools Australia 2005, CAT No 4221.0, p.45.        
Teachers who participated in the survey were asked a specific question to define their teaching role to assess compliance with the teaching definition for the purposes of this project. 

[bookmark: _Toc286386653]School and Teacher Recruitment  
The first step in recruitment was to seek approval to conduct research in schools from State education authorities and Catholic diocese offices via research assessment and approval processes.  There is no requirement for a formal research approval process to occur for Independent schools in Australia, eliminating this step for the Independent sector. 
When permission to proceed was obtained, principals of schools in the sample frame were sent a comprehensive information package about the study either via email or post. Some Catholic School Diocese granted research approvals on the condition that the reporting of results did not the isolate the Catholic school sector for comparison with other school sectors. For this reason Catholic and Independent schools have been merged to form a  category named ‘non government’ schools used for comparative purposes with  ‘government schools’. 
The information package contained a principal letter/information sheet, principal consent form, teacher information sheet, letter of approval from DBCDE and research approval letter from the relevant educational authority where required  i.e Catholic Diocese or State Education Department.     
Principals who consented to participation, were asked to distribute information about the survey to all teachers at their school, and indicate their support and consent for teachers to participate. Principals were also asked to disseminate a number of reminders to teachers at their school encouraging them to complete the survey. 
Recruitment of schools involved a process of follow up calls and reminder messages to schools to both stimulate initial interest in participating in the survey, and encourage greater number of responses from schools. 
A more detailed account of specific school participation challenges encountered in this project are included in Appendix 1 of this report. 
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[bookmark: _Toc286386654]Cyber- Safety and E-Security Issues in Schools
[bookmark: _Toc286386655]Internet Usage in Schools
An overwhelming majority of teachers (91.7%) indicated that in the last 12 months it had been a requirement for their students to access the internet at school for course work. 
Teachers from Western Australia (79.6%) reported a significantly lower incidence of required internet access for their students in the past 12 months. At this stage there appears no clear explanation for this finding, apart from the possibility of variation in the characteristics of the Western Australian sample to the overall sample in terms of type of teacher or class level.  
There were no overall differences identified by remoteness, school level or school sector regarding the requirement for students to access the internet at school for course work. It is interesting to note that there was no statistically significant difference between primary and secondary schools regarding required school related internet access.
Table 2.1.1:	 Internet Usage in Schools
	Did any of the courses you taught in over the past 12 months
include a component where the students access the internet at school? 
	% of students who access internet at school

	Total 
	
	91.7%

	State
	
	

	
	New South Wales 
	92.5%

	
	Victoria
	93.4%

	
	Queensland 
	94.1%

	
	South Australia
	92.3%

	
	Western Australia
	79.6%

	
	Tasmania
	94.2%

	
	Northern Territory 
	90.1%

	
	ACT
	93.6%

	Remoteness
	
	

	
	Major Cities
	91.1%

	
	Inner Regional
	94.6%

	
	Outer Regional
	90.3%

	
	Remote
	92.8%

	School Level
	
	

	
	Primary
	89.2%

	
	Secondary
	94.4%

	
	Both 
	91.8%

	School sector
	
	

	
	Government
	91.8%

	
	Non Government (Catholic and Independent ) 
	91.6%




Teachers who indicated that over the last 12 months they had taught a course requiring their students to access the internet were further asked to identify the locations where access typically occurred. 
Overall, the most commonly cited locations for students to access the internet for coursework were; in classrooms (75.3%) and in computer laboratories (68.7%) using either a school computer or school personal/laptop. 
The school library (51.2%) was also evidently an important site for student internet access involving the use of either a school computer or personal laptop.  A smaller, but still significant proportion of students (24.3%) accessed the internet for their school work using their own laptop `wherever they may be’, encompassing locations inside and outside the school environment. 
On a state and territory basis, there was a strong tendency for Northern Territory students to access the internet for school work within the classroom (88.8%) or computer laboratory (88.4%). South Australian students (82.4%) were also more likely to use the computer laboratory for internet access.  ACT students (72.5%) were significantly more likely than students from other states and territories to utilise the school library for internet access.  
Northern Territory (11.6%) and Western Australian (14.3%) students were least likely to access the internet for course work from places other than a classroom, computer laboratory or school library. Schools in remote areas also tended to have higher levels of internet access in designated areas such as classrooms, computer laboratories or school libraries. 
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Table 2.1.2:	 Internet Usage in Schools by State and Remoteness  
	Where have the students you have taught been accessing the internet when they have been required to do so for their work? 
	Total
 n=1,932
	State 
	Remoteness

	
	
	NSW
	VIC
	QLD
	SA
	WA
	TAS
	NT
	ACT
	Major Cities
	Inner Region
	Outer Region
	Remote

	School computer or school/personal laptop in classroom
	75.3%
	77.9%
	77.0%
	72.9%
	68.9%
	69.5%
	82.5%
	88.8%
	66.0%
	73.9%
	78.7%
	75.7%
	83.6%

	School computer or school/personal laptop in computer laboratory
	68.7%
	65.5%
	64.8%
	71.0%
	82.4%
	70.7%
	69.2%
	88.4%
	75.2%
	70.3%
	64.3%
	65.1%
	75.4%

	School computer or school/personal laptop in school library
	51.2%
	52.1%
	47.2%
	47.5%
	61.0%
	56.7 %
	45.8%
	58.1%
	72.5%
	49.6%
	57.4%
	47.8%
	59.5% 

	On their own laptop wherever they may be, including in school classes, in the playground, outside school, home
	24.3%
	29.3%
	23.6%
	23.0%
	24.4%
	14.3%
	17.8%
	11.6%
	28.1%
	24.1%
	27.9%
	21.9%
	6.8%





Table 2.1.2:	 Internet Usage in Schools by School Level and Sector (Continued)   
	Where have the students you have taught been accessing the internet when they have been required to do so for their work?
	Total
n=1,932
	School Level 
	School Sector 

	
	-
	Primary 
	Secondary 
	Both 
	Government
	Non Government 
(Catholic and Independent )

	School computer or school/personal laptop in classroom
	75.3%
	83.1%
	67.7%
	74.5%
	71.9%
	81.5%

	School computer or school/personal laptop in computer laboratory
	68.7%
	63.6%
	70.9%
	76.0%
	69.5%
	67.1%

	School computer or school/personal laptop in school library
	51.2%
	38.0%
	60.1%
	60.1%
	48.4%
	56.5%

	On their own laptop wherever they may be, including in school classes, in the playground, outside school, home
	24.3%
	14.6%
	32.3%
	28.0%
	23.0%
	26.7%



. 
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Some differences between types of locations used to access the internet for coursework purposes by school level and school sector were measured, evidently related to access to IT facilities/infrastructure. Secondary school students demonstrated a markedly higher tendency to use the school library environment (60.1%) than primary school students (38.0%). This is likely related to a higher presence of IT infrastructure in secondary school libraries.  Secondary school students were also more likely to use their own laptop `wherever they may be’ (32.3%) in comparison to primary school students (14.6%), possibly reflecting higher laptop ownership amongst older students.   
Non government schools (81.5%) were more likely than government schools (71.9%) to access the internet for coursework within the classroom using a school or personal computer/ laptop. This result may be influenced by the increasing trend for students in non government secondary schools to have a personal laptop for classroom usage as a school requirement.
[bookmark: _Toc286386656]
Internet Skills of Teachers
The overwhelming majority of teachers across Australia described their skills in using the internet within the range of very competent to reasonably competent (96.7%). Of these, six out of ten teachers (61.5%) categorised themselves as reasonably competent, while a further one in three (35.2%) described themselves as very competent. Only a very small proportion of the teaching population (3.3%) described themselves as not competent in using the internet. 
Table 2.2.1 demonstrates that a significantly larger proportion of teachers from the Northern Territory (48.5%) suggested they were very competent in using the internet compared to the other states. While teachers from inner regional areas were least likely to describe themselves as very competent (29.5%) but most likely to consider themselves reasonably competent (68.4%) in using the internet.   
The self assessed level of competence in using the internet was statistically similar across, school level and sector.


Table 2.2.1:   Level of Internet Competence 
	How would you rate your 
own skills on the internet? 
	Level of Internet Competence 

	
	Very Competent
	Reasonably Competent  
	Not    Competent 

	Total 
	
	35.2%
	61.5%
	3.3%

	State
	
	
	
	

	
	New South Wales 
	35.5%
	62.1%
	2.4%

	
	Victoria 
	33.8%
	63.7%
	3.1%

	
	Queensland 
	37.0%
	58.6%
	4.4%

	
	South Australia
	33.1%
	61.9%
	5.0%

	
	Western Australia
	35.1%
	61.4%
	3.5%

	
	Tasmania
	33.8%
	65.8%
	0.4%

	
	Northern Territory 
	48.5%
	49.2%
	2.3%

	
	ACT 
	40.6%
	52.7%
	6.7%

	
	
	
	
	

	Remoteness
	
	
	
	

	
	Major Cities
	36.1%
	60.4%
	3.5%

	
	Inner Regional
	29.5%
	68.4%
	2.2%

	
	Outer Regional
	40.8%
	54.5%
	4.7%

	
	Remote
	37.5% 
	62.5% 
	0.0% 

	School Level
	
	
	
	

	
	Primary
	36.0%
	60.4%
	3.6%

	
	Secondary
	35.6%
	61.6%
	2.8%

	
	Both 
	33.0%
	63.3%
	3.7% 

	School sector
	
	
	
	

	
	Government
	37.1%
	59.9%
	3.0%

	
	Non Government(Catholic and Independent )
	31.8%
	64.4%
	3.8% 




Internet Skills of Teachers by Profile Characteristics 
Also evident were some notable differences in the level of internet competence by some key teacher profiling characteristics as demonstrated in Table 2.2.2. 
Overall, teachers who are younger and who have been teaching for the lowest number of years are most likely to describe themselves as very competent in their internet usage. In terms of age, more than half of all teachers aged under 25 years (53.8%) and aged 25-29   years (52.6%) described themselves as very competent in using the internet. In comparison, a much lower proportion of teachers aged 55-59 years (25.9%) and teachers aged 60 or older (21.1%) describe themselves as very competent. 
However, teachers belonging to older age groups still expressed a moderate level of confidence in their internet skills, with approximately seven in ten describing themselves as reasonably competent in this area as follows; 50 to 54 years (67.9%) 55 to 59 years (70.8%) and 60 years and older (71%).      
Table 2.2.2:  Level of Internet Competence by Teacher Profile 
	How would you rate your 
own skills on the internet? 
	Level of Internet Competence 

	
	Very Competent
	Reasonably Competent  
	Not    Competent 

	Total 
	
	35.2%
	61.5%
	3.3%

	Number of Years Teaching 
	
	
	
	

	
	0 to 4 years
	50.7%
	46.7%
	2.6%

	
	5 to 10 years
	41.3%
	55.6%
	3.1%

	
	11 to 20 years
	28.8%
	68.3%
	2.9%

	
	21 to 30 years
	30.3%
	65.9%
	3.8%

	
	31 years or more
	25.0%
	70.6%
	4.4%

	Age 
	
	
	
	

	
	Under 25 years
	53.8%
	46.2%
	0.0%

	
	25 to 29 years
	52.6%
	46.5%
	0.9%

	
	30 to 34 years
	46.8%
	50.2%
	2.9%

	
	35 to 39 years
	36.1%
	62.3%
	1.5%

	
	40 to 44 years
	29.9%
	66.1%
	4.0%

	
	45 to 49 years
	33.1%
	63.0%
	3.9%

	
	50 to 54 years
	26.8%
	67.9%
	5.3%

	
	55 to 59 years
	25.9%
	70.8%
	3.3%

	
	60 years and older
	21.1%
	71.0%
	7.9%

	Sex
	
	
	
	

	
	Male 
	43.7%
	55.5%
	0.9%

	
	Female 
	31.5%
	64.1%
	4.4%



[bookmark: _Toc286386657]Personal Application of Cyber-safety Practices
Teachers were asked to indicate if they apply any cyber-safety practices in their personal use of the internet, with results demonstrating that nine out of ten teachers (90.1%) do actively employ cyber-safety initiatives.  Table 3.3.1 demonstrates that a consistently high level of application of cyber-safety practices was evident across the vast majority of states and territories, school teaching levels and school sectors. The only noted exception was a significantly lower tendency to apply cyber-safety practices amongst teachers from remote locations (78.7%).  
Table 2.3.1:   Teacher Application of Cyber-safety Practices 
	Do you apply any cyber safety practices 
in your own use of the internet? 
	% apply cyber safety practices

	Total 
	
	90.1%

	State
	
	

	
	New South Wales 
	88.9%

	
	Victoria 
	92.1%

	
	Queensland
	91.5%

	
	South Australia 
	88.0%

	
	Western Australia
	85.8%

	
	Tasmania
	92.9%

	
	Northern Territory 
	92.4%

	
	ACT
	95.1% 

	
	
	

	Remoteness
	
	

	
	Major Cities
	89.8%

	
	Inner Regional
	91.8%

	
	Outer Regional
	91.4%

	
	Remote
	78.7%

	School Level
	
	

	
	Primary
	93.0%

	
	Secondary
	85.8%

	
	Both 
	92.3%

	School sector
	
	

	
	Government
	90.0%

	
	Non Government (Catholic and Independent )
	90.3% 





Types of Cyber-Safety Practices Applied 
Teachers were further asked to indicate the types of cyber safety practices employed in their personal use of the internet. As demonstrated in Table 2.3.2 the most popular measures reportedly engaged by teachers were to avoid opening attachments from an unknown source (96.2%), avoid posting personal information on the internet (91.1%) and using up to date security software (90.1%). 
The only significant variation within geographic location was a higher tendency for teachers from Queensland (82.9%) and Tasmania (84.0%) to have a strong password and change it regularly in comparison to low results from South Australian (59.4%) and Northern Territory teachers (55.9%). No significant difference by remoteness was evident.  
No significant difference was evident in the personal application of cyber-safety practices by teacher’s school level and sector.  
`Other’ practices described by teachers (4.0%) outlined a diverse range of specific approaches to cyber-safety. However, a notable proportion related to either avoiding social networking sites completely or applying the strictest privacy settings to social network sites. The full record of responses received within this other category is listed in Appendix 3 to this report.
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Table 2.3.2 :	Teacher Application of Cyber-Safety Practices by State and Remoteness 
	Which of the following do you apply in your own use of the internet? 
	Total
	State 
	Remoteness

	
	n=1,864 
	NSW
	VIC
	QLD
	SA
	WA
	TAS
	NT
	ACT
	Major Cities
	Inner Region
	Outer Region
	Remote

	Avoid opening emails or attachments that come from an unknown source
	96.2% 
	95.9%
	95.9%
	96.2%
	95.7%
	98.2%
	98.9%
	91.1%
	98.8%
	95.8%
	98.0%
	96.6%
	91.4%

	Avoid providing personal information over the internet
	91.1%
	88.7%
	91.7%
	93.7%
	92.6%
	89.7%
	96.2%
	98.4%
	85.1%
	91.7%
	89.5%
	91.2%
	85.4%

	Ensure that security software is installed, updated and used on computers you are using
	90.1% 
	89.9%
	88.1%
	90.4%
	89.6%
	93.5%
	92.4%
	94.3%
	95.3%
	89.4%
	92.0%
	90.5%
	93.4%

	Block, ignore or report unwanted, annoying or threatening messages
	82.0%
	79.5%
	82.5%
	83.6%
	77.0%
	84.3%
	89.6%
	86.6%
	86.5% 
	82.4%
	81.8%
	81.2%
	74.1%

	Have a strong password and change your password regularly
	69.8%
	69.4%
	63.5%
	82.9%
	59.4%
	67.4%
	84.0%
	55.9%
	66.4%
	70.1%
	67.7%
	72.4%
	70.8%

	Other
	4.0%
	3.8%
	2.6%
	7.1%
	4.6%
	3.1%
	2.9%
	2.8%
	1.5%
	3.4%
	4.9%
	7.6%
	.6%



Table 2.3.2 (continued):	 Teacher Application of Cyber-safety Practices by School Level and Sector  

	Which of the following do you apply in your own use of the internet? 
	Total
	School Level 
	School Sector 

	
	
	Primary 
	Secondary 
	Both 
	Government 
	Non Government 
(Catholic and Independent )

	Avoid opening emails or attachments that come from an unknown source
	96.2% 
	95.3%
	96.7%
	97.4%
	95.6%
	97.4%

	Avoid providing personal information over the internet
	91.1%
	91.7%
	89.8%
	92.2%
	91.3%
	90.8%

	Ensure that security software is installed, updated and used on 
computers you are using
	90.1% 
	88.5%
	91.2%
	91.3%
	90.0%
	90.3%

	Block, ignore or report unwanted, annoying or threatening messages
	82.0%
	80.9%
	81.0%
	85.7%
	81.9%
	92.2% 

	Have a strong password and change your password regularly
	69.8%
	70.3%
	71.4%
	66.2%
	76.2%
	57.8%

	Other
	4.0% 
	2.8%
	5.7%
	3.8%
	4.1%
	3.9%
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[bookmark: _Toc286386658] Level of Teacher Concern with Cyber-Safety Risks 
Australian teachers were most likely to describe themselves as fairly concerned (45.9%) about the risks to students when using the internet within the school environment.  A reasonably strong proportion of teachers (30%) expressed minimal concern about the risks indicating that they were either not very concerned, or not at all concerned. 
An additional 1 in 4 teachers (24.1%) indicated that they were very concerned about the related risks to students.   
 Teachers from Victoria (27.1%) and Western Australia (27.3%) were most likely to describe themselves as very concerned about the risks to students when using the internet at school.  
ACT teachers appeared to be the least concerned about cyber-safety risks to their students, with a comparatively high 36.5% stating that they were not very concerned. Some factors that may contribute to this outcome are discussed later in the report.   
Teachers from the Northern Territory were the least likely to be very concerned (13.0%) but most likely to be fairly concerned (65.3%). Teachers from remote schools demonstrated a similar pattern, with only 15% very concerned but 62.8% fairly concerned about the risks to students. 
No significant variations were found in the results for school level and school sector.


Table 2.4.1: 	Level of Teacher Concern with Cyber-safety risks 
	 Which of the following best describes your level of concern about the risks to students when using the internet at school? 
	Level of concern

	
	Very concerned
	Fairly concerned
	Not very concerned
	Not  at all concerned 

	Total 
	
	24.1%
	45.9%
	28.1%
	1.9% 

	State
	
	
	
	
	

	
	New South Wales 
	23.0%
	47.3%
	28.0%
	1.8%

	
	Victoria
	27.1%
	44.9%
	25.9%
	2.1%

	
	Queensland 
	20.8%
	43.6%
	33.6%
	2.1%

	
	South Australia
	25.6%
	44.6%
	26.9%
	2.9%

	
	Western Australia
	27.3%
	46.4%
	24.8%
	1.5%

	
	Tasmania
	24.2%
	54.8%
	21.0%
	0.0%

	
	Northern Territory 
	13.0%
	65.3%
	21.8%
	0.0%

	
	ACT
	21.6%
	40.9%
	36.5%
	1.0% 

	Remoteness
	
	
	
	
	

	
	Major Cities
	25.4%
	45.8%
	27.1%
	1.8%

	
	Inner Regional
	23.4%
	42.4%
	31.7%
	2.5%

	
	Outer Regional
	18.0%
	50.2%
	29.3%
	2.4%

	
	Remote
	15.0%
	62.8%
	20.7%
	1.5% 

	School Level
	
	
	
	
	

	
	Primary
	25.6%
	46.6%
	26.7%
	1.1% 

	
	Secondary
	23.1%
	43.8%
	30.2%
	2.9%

	
	Both 
	22.7%
	48.4%
	27.1%
	1.7%

	School sector
	
	
	
	
	

	
	Government
	23.8%
	45.8%
	28.2%
	2.3%

	
	Non Government
(Catholic and Independent )
	24.6%
	46.2%
	28.0%
	1.2% 
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Teacher Knowledge of Children’s Cyber-Safety Issues 
More than half of all teachers (51.9%) considered themselves to be somewhat informed about children’s cyber-safety issues.  An additional 36.1% considered themselves to be well informed about children’s cyber-safety issues. 
More than 1 in 10 teachers (12%) teachers considered themselves to be only slightly informed, or completely uninformed children’s cyber-safety issues.  
ACT teachers (52.4%) were markedly more likely to describe themselves as well informed in comparison to teachers from New South Wales (33.0%) and Western Australia (30.8%). This supports the previous results where teachers in the ACT were identified to be the least concerned about the risks to students when using the internet at school. While Queensland teachers (56.7%) were most likely to consider themselves to be somewhat informed about children’s cyber-safety issues. 
In terms of school remoteness, school level and school sector there were no significant variations identified.   
Table 2.5.1: Teacher Knowledge about Cyber safety Issues	
	How would you rate your knowledge about children’s cyber-safety issues?
	Level of knowledge

	
	Well informed
	Somewhat informed
	Slightly informed
	Uniformed

	Total 
	
	36.1%
	51.9%
	11.3%
	0.7%

	State
	
	
	
	
	

	
	New South Wales 
	33.0%
	54.1%
	12.0%
	0.9%

	
	Victoria
	43.0%
	46.5%
	10.1%
	0.4%

	
	Queensland
	29.8%
	56.7%
	13.2%
	0.3%

	
	South Australia
	41.8%
	48.1%
	8.8%
	1.3%

	
	Western Australia
	30.8%
	55.5%
	12.6%
	1.0%

	
	Tasmania
	42.3%
	47.3%
	9.8%
	0.6%

	
	Northern Territory 
	47.3%
	40.8%
	9.2%
	2.7%

	
	ACT
	52.4%
	42.7%
	3.6%
	1.3%

	Remoteness
	Major Cities
	35.6%
	51.8%
	11.8%
	0.8%

	
	Inner Regional
	37.4%
	53.0%
	9.3%
	0.3%

	
	Outer Regional
	36.4%
	48.7%
	13.4%
	1.5%

	
	Remote
	36.4%
	56.4%
	7.2%
	0.0%

	School Level
	Primary
	34.2%
	53.1%
	11.9%
	0.8%

	
	Secondary
	35.8%
	51.6%
	11.9%
	0.8%

	
	Both 
	40.3%
	50.0%
	9.2%
	0.6%

	School sector
	Government
	34.4%
	53.2%
	11.5%
	0.9%

	
	Non Government (Catholic and Independent)
	39.1%
	49.4%
	11.0%
	0.4%
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Incidence of Cyber-Safety Speakers for Students 
More than half of all teachers (56.3%) had arranged for someone to speak to their students about cyber-safety risks. Open ended comments received from teachers[footnoteRef:3] indicated that a range of speakers were typically engaged by schools for this purpose, from local police officers, representatives from ACMA or other organisations, to specialist  school staff such as IT managers/teachers and pastoral care/welfare teachers. [3:  Refers to comments received relating to cyber-safety speakers in Q28 of the survey, section 5.2 of this report. Q28 How does the school administration support or promote the cyber-safety policy?  ] 

ACT students (69.2%) were markedly more likely to have been provided with cyber-safety information in this manner than other states and territories, with the lowest incidence occurring in Western Australian schools (43.8%). Again, this supports the notion that ACT teachers were the least concerned about cyber-safety risks to their students. 
Teachers from Secondary schools (50.4%) were comparatively less likely to have organised a cyber-safety speaker for their students than teachers in Primary schools (59.7%) and schools that offer both levels of schooling (60.2%). This suggests there is an element of education on cyber-safety being provided to Australian students when they are being introduced to the internet in their formative years. 

















Table 2.6.1:	Incidence of Cyber safety speakers for Students  
	Have you spoken with or arranged for someone to speak with students in your classes about cyber safety risks? 
	% Yes

	Total 
	
	56.3%

	State
	
	

	
	New South Wales 
	52.7%

	
	Victoria
	61.3%

	
	Queensland 
	57.4%

	
	South Australia
	63.2%

	
	Western Australia
	43.5%

	
	Tasmania
	65.3%

	
	Northern Territory 
	59.2%

	
	ACT
	69.2%

	Remoteness
	
	

	
	Major Cities
	56.3%

	
	Inner Regional
	58.0%

	
	Outer Regional
	54.7%

	
	Remote
	46.5%

	School Level
	
	

	
	Primary
	59.7%

	
	Secondary
	50.4%

	
	Both 
	60.2%

	School sector
	
	

	
	Government
	54.7%

	
	Non Government (Catholic and Independent )
	59.2%





[bookmark: _Toc286386661]School Systems for Handling Reports 
More than three quarters of all teachers (76.6%) reported that their school currently had a system or process for handling reports of cyber-safety incidents. 
Northern Territory schools (92.7%) were markedly more likely to have a process or system in place compared to New South Wales (76.8%) and Victorian schools (72.6%). Ninety percent of teachers surveyed from schools in remote areas indicated they also had a system in place to handle reports. 
At a school level, primary schools (70.1%) were less likely to have a process or system in place than secondary schools (80.1%) or schools catering to both levels (83.3%). The lower comparative volume of reported incidents in primary schools[footnoteRef:4] possibly impacts on the propensity of primary schools to have a specific cyber-safety system in place. [4:  See Section 4.2 of this report Number of Reported Incidents in Schools ] 

Table 2.7.1:	 Presence of system or process for handling reports 
	Does your school have a system or process for handling reports of cyber safety incidents? 
	% Yes

	Total 
	
	76.6%

	State
	New South Wales 
	76.8%

	
	Victoria
	72.6%

	
	Queensland 
	75.8%

	
	South Australia 
	81.1%

	
	Western Australia
	81.0%

	
	Tasmania 
	84.6%

	
	Northern Territory 
	92.7%

	
	ACT
	75.8%

	Remoteness
	Major Cities
	76.4%

	
	Inner Regional
	78.7%

	
	Outer Regional
	70.8%

	
	Remote
	90.0%

	School Level
	Primary
	70.1%

	
	Secondary
	80.1%

	
	Both 
	83.3%

	School sector
	Government
	75.6%

	
	Non Government (Catholic and Independent )
	78.6%




Description of System Process in Place 
Teachers who indicated that their school had a specific system or process for handling cyber-safety reports were asked to outline the system or process in place. Responses indicate that varying levels of rigour are currently in place.  The most common system, as described by one third of all teachers (33.2%) was to escalate reports to a senior staff member for management, most likely to be Principals, Deputy Principals or Head of Year teachers. 
It was evident that a reasonable proportion of schools (16.2%) have not implemented a specific process for handling cyber-safety incidents but apply normal disciplinary processes, typically involving detentions, suspensions and loss of privileges. 
14.4% of teachers indicated that their school maintains a focus on cyber-safety preventative measures. A similar proportion (14.3%) mentioned that classroom teachers (including IT teachers and librarians) are responsible for handling reports. 
Other responses describe a range of systems and processes to handle cyber-safety reports including informing parents, adapting IT preventative measures, constraining/blocking students IT access and contacting police. It is likely that the employment of some described processes or systems, for example contacting police would be highly dependent on the level of severity of individual reported incidents.   
Table 2.7.2:  Description of system or process for handling reports 
	System or Process in Place 
	%

n= 1,237 

	
	

	Senior Staff handle complaints  - Principal/Deputy Principal or Head of Year 
	33.2%

	Normal Disciplinary process followed (suspension/detention/loss of privileges etc) 
	16.2%

	A focus on preventative  measures  - education and discussion with students
	14.4%

	Teachers handle reports – class teacher, librarian, IT Coordinator, Administration   
	14.3%

	Inform Parents 
	10.7%

	Site Blocked /Improved filtering by IT 
	9.2%

	Student’s IT usage and websites monitored 
	7.2%

	Student’s have IT access/accounts immediately suspended
	6.3%

	External Organisations are notified and involved – police, child welfare, Dept of Education 
	5.4%

	Student Counselling/education on cyber-safety 
	4.5%

	No Formal Procedure in place/not aware of any procedure 
	3.3%

	Online Confidential reporting system 
	1.1%

	Other 
	2.6% 


[bookmark: _Toc286386662]
Cyber- Safety and E-Security Incidents in Schools 
[bookmark: _Toc286386663]Reported Incidents in Schools
Teachers were asked about cyber-safety related incidents that had been directly reported to them in the school environment over the past 12 months. More than half of all teachers (53.7%) stated that in the past 12 months they had experienced at least one cyber-safety incident directly reported to them. Teachers from the ACT (73.8%) and Tasmania (71.9%) were markedly more likely to have experienced at least one incident reported to them than teachers from other states and territories. In contrast Queensland teachers (44.4%) were least likely to have had at least one incident reported to them over the past 12 months. 
Interestingly reports of incidents varied by level of remoteness. Teachers in inner regional areas (62.4%) were far more likely to have received a report of an incident while teachers in remote areas were the least likely (34.7%).   
School level was determined to be an associated factor, with secondary school teachers (62.5%) significantly more likely to have experienced the direct reporting of at least one cyber-safety incident than primary school teachers (45.9%). 
Table 3.1.1:    At least one incident reported in the last 12 months 
	At least one incident reported in the last 12 months
	% Yes

	Total 
	
	53.7%

	State
	New South Wales
	53.8%

	
	Victoria 
	57.7%

	
	Queensland 
	44.4%

	
	South Australia
	58.4%

	
	Western Australian 
	49.8%

	
	Tasmanian 
	71.9%

	
	Northern Territory 
	61.1%

	
	ACT
	73.8%

	Remoteness
	Major Cities
	52.6%

	
	Inner Regional
	61.9%

	
	Outer Regional
	49.3%

	
	Remote
	34.7%

	School Level
	Primary
	45.9%

	
	Secondary
	62.5%

	
	Both 
	53.2%

	School sector
	Government
	52.8%

	
	Non Government (Catholic and Independent )
	55.3%


Nature of Reported Incidents 
Teachers were further asked to identify the nature of cyber-safety incidents that had been personally reported to them over the past 12 months. Overall, the most commonly reported types of incidents were: students receiving threatening or bullying emails, telephone calls or SMS/instant messages (39.6%); students accessing inappropriate websites or material (25.0%); and private or personal information posted on blogs or social networking websites (24.6%). Also notable were reports of students sending or receiving inappropriate messages (19.7%). 
8.2% of all reported incidents related to strangers making contact and asking students for  personal information. While reporting of this type of incident is comparatively lower than the majority of other types of cyber-safety incidents measured, the potentially serious consequences of this type of incident marks this as a significant result in terms of risks to students.       
The types of cyber-safety incidents that appear to currently have a very low presence amongst those reported to teachers are: incurring financial loss via unsolicited emails or phone messages or providing information on websites (1.5%) and students engaging in online gambling (0.7%).     
In terms of state and territories some significant variations were found in the types of incidents reported. Teachers from the ACT (53.5%) and Tasmania (57.5%) were most likely  to mention students receiving threatening or bullying emails, telephone calls or SMS/instant messages. ACT (31.9%) and South Australian (33.7%) teachers had a higher tendency to mention private or personal information being posted. Teachers from Tasmania (42.3%) and the ACT (37.3%) were more likely to mention students accessing inappropriate websites or material. These were also the two locations with the highest tendency to mention students sending or receiving inappropriate messages.
At a school level, secondary schools had a higher presence than primary schools or schools offering both levels in the following types of incidents; students receiving threatening or bullying emails, telephone calls or SMS/instant messages (49.7%), private or personal information being posted (33.9%) and students sending or receiving inappropriate messages (29.5%). Schools that offer both levels of schooling were comparatively more likely to mention incidents of students accessing inappropriate websites or material (31.1%). 
In line with their higher level of overall cyber-safety incidences reported, teachers from schools in inner regional areas indicated the highest level of cases of students receiving threatening or bullying emails telephone calls or SMS/instant messages (46.9%). 
Almost 5% of teachers mentioned that some `other’ type of issue had been reported to them in the past 12 months. While many of these responses were general comments regarding the process of incident reporting, it was apparent that a number of other types of cyber-safety incidents had some presence in schools. In particular a number of comments related to Facebook, for example underage usage of Facebook, students personally uploading inappropriate images of themselves on Facebook, students creating fake Facebook pages for other students, and bullying via Facebook. In addition, a number of comments related to students appropriating other students passwords and using login information to destroy schoolwork or send offensive messages to other people. The full list of ‘other’ types of incidents reported to teachers in the past 12 months can be found in Appendix 4 to this report.  
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Table 3.1.2 :	Types of Reported Situations  by State and Remoteness 
	In the last 12 months were any of the following types of situations formally reported to you by your class students about personal safety or security in the use of the internet at school or in the use of mobile phones?
	Total
	State 
	Remoteness

	
	-
	NSW
	VIC
	QLD
	SA
	WA
	TAS
	NT
	ACT
	Major Cities
	Inner Region
	Outer Region
	Remote

	Students receiving threatening or bullying emails, telephone calls or SMS/instant messages
	39.6% 
	39.8%
	43.3%
	33.1%
	44.4%
	33.7%
	57.5%
	31.3%
	53.5%
	38.1%
	46.9%
	39.3%
	23.3% 

	Students accessing inappropriate websites or material
	25.0%
	20.8%
	27.9%
	18.7%
	29.1%
	32.6%
	42.3%
	32.7%
	37.3%
	23.6%
	28.3%
	30.0%
	17.0%

	Private or personal information posted on blogs or social networking websites
	24.6%
	24.4%
	26.9%
	19.7%
	33.7%
	21.2%
	29.7%
	20.2%
	31.9%
	25.2%
	23.9%
	26.4%
	7.2%

	Students sending or receiving inappropriate messages 
	19.7%
	19.4%
	21.5%
	12.3%
	26.7%
	17.8%
	42.7%
	29.0%
	28.5%
	17.4%
	26.3%
	24.6%
	13.4%

	Strangers making contact and asking students for his/her personal information
	8.2%
	8.3%
	6.8%
	7.5%
	11.0%
	7.8%
	13.3%
	13.4%
	13.9%
	7.3%
	11.3%
	9.3%
	4.8%

	Incurring financial loss via responding to unsolicited emails or messages on mobile phones or providing information on a website
	1.5%
	1.7%
	0.5%
	0.3%
	1.2%
	3.6%
	4.2%
	9.2%
	5.9%
	1.6%
	1.4%
	0.4%
	5.2%

	Student engaging in online gambling
	.7%
	1.0%
	0.5%
	0.3%
	1.0%
	0.4%
	0.8%
	1.1%
	0.3%
	0.7%
	0.5%
	1.2%
	0.0%

	Other
	4.8%
	5.4%
	4.2%
	3.6%
	5.6%
	7.2%
	2.3%
	1.1%
	5.9%
	4.8%
	5.6%
	4.25%
	0.0%

	Not aware of any incidents
	46.3%
	46.2%
	42.3%
	55.6%
	41.6%
	50.2%
	28.1%
	38.9%
	26.2%
	47.4%
	38.1%
	50.7%
	65.3%



Table 3.1.2 (Continued):	 Types of Reported Situations by School Level and Sector  
	In the last 12 months were any of the following types of situations formally reported to you by your class students about personal safety or security in the use of the internet at school or in the use of mobile phones?
	Total
	School level
	School sector

	
	
	Primary
	Secondary
	Both
	Government
	
Non Government 
(Catholic and Independent )

	Students receiving threatening or bullying emails, telephone calls or SMS/instant messages
	39.6% 
	30.8%
	49.7%
	38.6%
	39.7%
	39.4%

	Students accessing inappropriate websites or material
	25.0%
	17.3%
	29.9%
	31.1%
	24.7%
	25.5%

	Private or personal information posted on blogs or social networking websites
	24.6%
	14.7%
	33.9%
	27.3%
	24.0%
	25.7%

	Students sending or receiving inappropriate messages
	19.7%
	9.9%
	29.5%
	21.4%
	19.6%
	19.9%

	Strangers making contact and asking students for his/her personal information
	8.2%
	5.6%
	10.8%
	8.7%
	8.1%
	8.4%

	Incurring financial loss via responding to unsolicited emails or messages on mobile phones or providing information on a website
	1.5%
	0.8%
	2.2%
	1.7%
	1.7%
	1.3%

	Student engaging in online gambling
	.7%
	0.2%
	0.8%
	1.5%
	0.6%
	0.7%

	Other
	4.8%
	5.6%
	4.5%
	3.9%
	4.3%
	5.8%

	Not aware of any incidents
	46.3%
	54.1%
	37.5%
	46.8%
	47.2%
	44.7%
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[bookmark: _Toc286386664]Number of Reported Incidents in Schools   
Teachers were asked to estimate the number of each type of cyber-safety incident they had directly received reports about in the past 12 months.  Mean scores were calculated to reflect the average number of cyber-safety incidents reported to each teacher. The sample base of teachers for this analysis are those teachers who indicated that they had received at least one cyber-safety report in the past 12 months.[footnoteRef:5]    [5:  This sample base of n=1,137 represents an unweighted sample size while overall percentage results reflect data that incorporates weighting calculations. ] 

Two types of cyber-safety incidents evidently generate the highest volume of reports to teachers: students accessing inappropriate websites or material (mean of 6.51) and students receiving threatening or bullying emails, telephone calls or SMS messages (mean of 6.43).  This was closely followed by private or personal information posted on blogs or social networking websites (5.6).   
In terms of location, New South Wales (6.95), South Australian (7.01) and Victorian (6.81) teachers tended to receive the highest number of reports about students receiving threatening or bullying emails, telephone calls or SMS messages. The lowest average number of reports of this type of incident was received by ACT teachers (4.78). 
A comparatively high volume of reports about students accessing inappropriate websites or material was evident amongst teachers from the Northern Territory (8.64) and Western Australia (8.05). Teachers from Northern Territory (9.32) and South Australia (6.88) received the highest relative number of reports for information being posted on blogs or social networking sites. ACT teachers received the lowest number of reports about students sending or receiving inappropriate messages (2.60). 
Overall, it was evident that ACT teachers had experienced a lower number of reports than all other states and territories across the majority of the types of cyber-safety incidents measured. 
In terms of significant variations by remoteness, teachers from remote areas (3.41) experienced the lowest volume of reports of students receiving threatening or bullying emails, telephone calls, or SMS messages compared to teachers in other areas. Remote school teachers also demonstrated the lowest volume of reports about students sending or receiving inappropriate messages (1.42). The low relative mobile phone ownership in remote areas is likely to influence these patterns of reporting. Meanwhile teachers from outer regional areas (6.94) received the highest number of reports about strangers making contact with students and asking for personal information.   
In terms of school level, it was evident that the number of reports received by primary school teachers across all types of measured incidents was significantly lower than those received by teachers from secondary schools and schools that offer both levels of schooling.  
Teachers from non government schools also received a lower number of reports across all types of measured incidents than teachers from government schools.   
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Table 3.2.1:    Mean Score of Reported Incidents by State and Remoteness 
	Mean number of instances reported in the last 12 months
	Students accessing inappropriate websites or material
	Students receiving threatening or bullying emails, telephone calls or SMS/instant messages
	Private or personal information posted on blogs or social networking websites
	Students sending or receiving inappropriate messages
	Strangers making contact and asking students for his/her personal information
	Student engaging in online gambling
	Incurring financial loss via responding to unsolicited emails or messages on mobile phones or providing information on a website

	Total (Mean times) 
	
	6.51
	6.43
	5.6
	4.40 
	3.7
	2.37 
	1.82

	State
	
	
	
	
	
	
	
	

	
	New South Wales 

	6.57
	6.95
	5.68
	4.33
	3.73
	NA*
	NA*

	
	Victoria
	5.71
	6.81
	6.10
	4.56
	5.45
	NA*
	NA*

	
	Queensland 
	5.79 
	5.30
	4.92
	4.01
	3.15
	NA*
	NA*

	
	Western Australia
	8.05 
	5.54
	3.97
	4.82
	1.87
	NA*
	NA*

	
	South Australia
	6.80
	7.01
	6.88
	4.61
	3.51
	NA*
	NA*

	
	Tasmania
	8.37
	6.14
	4.70
	5.08
	2.9
	NA*
	NA*

	
	Northern Territory 
	8.64
	6.52
	9.32
	3.02
	3.39
	NA*
	NA*

	
	ACT
	5.86
	4.78
	3.21
	2.60
	1.86
	NA*
	NA*

	Remoteness
	
	
	
	
	
	
	
	

	
	Major Cities
	5.97
	6.62
	5.92
	4.25
	3.19
	NA*
	NA*

	
	Inner Regional
	7.57 
	5.92
	4.59
	4.91
	3.58
	NA*
	NA*

	
	Outer Regional
	7.89
	6..75
	5.41
	4.43
	6.94
	NA*
	NA*

	
	Remote
	3.83
	3.41
	2.87
	1.42 
	4.00
	NA*
	NA*


* Unable to calculate a mean score given the small sample size
Table 3.2.2(Continued):    Mean Score of Reported Incidents by School Level and School Sector  
	Mean number of instances reported in the last 12 months
	Students accessing inappropriate websites or material
	Students receiving threatening or bullying emails, telephone calls or SMS/instant messages
	Private or personal information posted on blogs or social networking websites
	Students sending or receiving inappropriate messages
	Strangers making contact and asking students for his/her personal information
	Incurring financial loss via responding to unsolicited emails or messages on mobile phones or providing information on a website
	Student engaging in online gambling

	Total (Mean times) 
	
	6.51
	6.43 
	5.6
	4.40 
	3.7
	1.82
	2.37 

	School Level
	
	
	
	
	
	
	
	

	
	Primary
	3.40
	3.42
	4.02
	2.41
	2.77
	NA*
	NA*

	
	Secondary
	8.93
	8.58
	6.52
	5.38
	3.85
	NA*
	NA*

	
	Both 
	5.72
	6.11
	5.17
	3.71
	4.56
	NA*
	NA*

	School sector
	
	
	
	
	
	
	
	

	
	Government
	7.23
	7.01
	6.21
	4.56
	4.22
	NA*
	NA*

	
	Non Government
(Catholic and Independent )
	5.22
	5.32
	4.52
	4.10
	2.76
	NA*
	NA*
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[bookmark: _Toc286386665] Most Recent Reported Incident  
Teachers who had experienced one or more cyber-safety incidents reported directly to them were subsequently asked to describe the nature of the most recent incident reported to them.  The most recent incident was isolated as a means to understand the characteristics of the targeted student. 
In line with results for total reported incidents (section 4.1), the most commonly reported most recent incidents were: Students receiving threatening or bullying emails, calls, or SMS messages (52.1%), private or personal information posted on blog or social networking sites (15.6%), students accessing inappropriate websites or material (14.8%), and students sending or receiving inappropriate messages (8.8%).       
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Table 3.3.1:	 Most Recent Incident by State and Remoteness 
	Which of the following situations best describes the nature of the most recent incident that was reported to you, within the last 12 months regarding a student’s personal safety or security on mobile phones or in the use of the internet?[footnoteRef:6] [6: Sample bases in this table represent unweighted sample bases while percentage results have weighting calculations applied to the results. ] 

	Total
	State 
	Remoteness

	
	 n=1,137
	NSW
n=289
	VIC
n=217
	QLD
n=116
	SA
n=187
	WA
n=74
	TAS
n=78
	NT
n=40*
	ACT
n=136
	Major Cities
n=779
	Inner Region
n=219
	Outer Region
n=122
	Remote
n=17*

	Students receiving threatening or bullying emails, telephone calls or sms/instant messages
	52.1%
	54.1%
	53.8%
	51.7%
	47.5%
	50.0%
	52.0%
	25.0%
	51.9%
	51.7%
	52.9%
	56.0%
	35.4%

	Private or personal information posted on blog or social networking websites
	15.6%
	14.6%
	16.0%
	16.1%
	24.9%
	12.0%
	14.8%
	17.7%
	6.1%
	18.4%
	9.1%
	13.0%
	6.1%

	Students accessing inappropriate websites or material
	14.8%
	15.2%
	14.1%
	11.6%
	12.1%
	20.7%
	11.3%
	34.1%
	18.4%
	14.2%
	16.4%
	12.1%
	37.8%

	Students sending or receiving inappropriate messages such as sexting
	8.8%
	7.8%
	9.6%
	8.2%
	10.1%
	7.4%
	14.5%
	6.1%
	11.9%
	7.9%
	10.4%
	12.2%
	7.3%

	Strangers making contact and asking students for his/her personal information
	3.9%
	3.8%
	3.2%
	6.8%
	2.0%
	3.3%
	2.0%
	1.8%
	6.1%
	3.4%
	5.9%
	3.4%
	0.0%

	Incurring financial loss via responding to unsolicited emails or messages on mobile phones or providing information on a website
	0.5%
	0.3%
	0.0%
	0.0%
	0.0%
	0.8%
	3.5%
	13.4%
	0.0%
	0.3%
	0.5%
	0.0%
	13.4%

	Student engaging in online gambling
	0.1%
	0.0%
	0.5%
	0.0%
	0.0%
	0.0%
	0.0%
	0.0%
	0.0%
	0.0%
	0.0%
	1.7%
	0.0%

	Other type of incident
	4.0%
	4.2% 
	2.8%
	5.6%
	3.3%
	5.8%
	1.7%
	1.8%
	5.5%
	4.2%
	4.9%
	1.6%
	0.0%


* Small Sub Sample Bases 

Table 3.3.1 (continued):  Most Recent Incident by School Level and Sector 
	Which of the following situations best describes the nature of the most recent incident that was reported to you, within the last 12 months regarding a student’s personal safety or security on mobile phones or in the use of the internet?[footnoteRef:7] [7:  Sample bases in this table represent unweighted sample bases while percentage results have weighting calculations applied to the results.] 

	Total
	School level
	School sector

	
	n=1,137
	Primary
n=299
	Secondary
n=533
	Both
n=305
	Government
n=675
	

Non 
Government
(Catholic and Independent) 
n= 462

	Students receiving threatening or bullying emails, telephone calls or sms/instant messages
	52.1%
	51.6%
	52.8%
	51.6%
	53.8%
	49.1%

	Private or personal information posted on blog or social networking websites
	15.6%
	14.5%
	16.7%
	15.1%
	16.2%
	14.5%

	Students accessing inappropriate websites or material
	14.8%
	16.2%
	12.8%
	17.0%
	14.5%
	15.4%

	Students sending or receiving inappropriate messages such as sexting
	8.8%
	6.8%
	10.3%
	9.1%
	8.0%
	10.3%

	Strangers making contact and asking students for his/her personal information
	3.9%
	4.3%
	4.0%
	3.2%
	3.0%
	5.7%

	Incurring financial loss via responding to unsolicited emails or messages on mobile phones or providing information on a website
	0.5%
	0.95
	0.2%
	0.5%
	0.5%
	0.5%

	Student engaging in online gambling
	0.1%
	0.0%
	0.0%
	0.7%
	0.2%
	0.0%

	Other type of incident
	4.0%
	5.8%
	3.2%
	2.8%
	3.8%
	4.5%
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[bookmark: _Toc286386666]Age of Targeted Child in Most Recent Incident  
Teachers who had received cyber-safety reports in the past 12 months were asked to indicate the approximate age of the main child targeted in the latest reported incident. 
In terms of the most commonly reported types of cyber-safety incidents, the following age groups had a higher presence as the `targets’ in these incidents:
· Students receiving threatening or bullying emails, calls or SMS messages - 12 and 14 year olds.
· Private or personal information posted on blogs or websites - 14, 15 and 16 year olds.
	Students accessing inappropriate websites or material - 5 to 10 year olds[footnoteRef:8] . [8:  This category of 5-10 year olds is composed primarily of 9-10 year olds ] 

· Students sending or receiving inappropriate messages – 15 year olds, with a notable presence of 5 to 10 year olds.  
The age profile of students typically involved in incidents associated with receiving threatening or bullying emails, calls or SMS messages peaks amongst students in the late primary/early high school years. It is interesting to note that while twelve year olds (17.2%) and fourteen year olds (19.3%) feature heavily in this type of incident, thirteen year olds (12.4%) are evidently far less likely to be involved.    
Reported incidents relating to private or personal information posted on blogs or websites are more likely to involve students in their middle years of high school, those aged fourteen  (17.5%), fifteen (16.3%) and sixteen (18.3%).  However, there also exists a reasonably strong level of involvement in this type of incident from younger students, those aged eleven years (14.8%) and twelve years (13.9%).       
There is a strong presence of five to 10 year olds in two of the most commonly reported types of incidents. It is important to note that this category of five to ten year olds is primarily composed of those aged nine and ten years, with only a very small representation of students aged under nine years of age.  It is also possible that the notable presence of five to ten year olds accessing inappropriate websites or material could partially reflect a lack of internet experience amongst this age group and may not fully represent intentional behaviours.       
Other types of incidents such as; strangers making contact asking students for details, incurring financial loss, and engaging in online gambling had overall small numbers of reported cases which presented statistically unreliable results to report by age of student. 




[image: ]		[image: IRIS Logo - High Resolution CROPPED]

Australian Children Cyber-safety and E-Security Study – Teachers Survey	43

Table 3.4.1:   Age of Targeted Child in Most Recent Incident 
	 What was the approximate age of the main child targeted in the most recent incident that was reported to you? 
	Age of main child targeted


	
	5 to 10 years
	11 years
	12 years
	13 years
	14 years
	15 years
	16 years

	Students receiving threatening or bullying emails, telephone calls or sms/instant messages  
n= 589
	11.9%
	14.7%
	17.2%
	12.4%
	19.3%
	13.7%
	10.8%

	Private or personal information posted on blog or social networking websites n=206
	7.6%
	14.8%
	13.9%
	11.6%
	17.5%
	16.3%
	18.3%

	Strangers making contact and asking students for his/her personal information
n=38
	23.6%
	16.9%
	10.7%
	13.1%
	15.0%
	4.5%
	16.2%

	Students accessing inappropriate websites or material 
n=161
	20.4%
	14.4%
	13.2%
	5.8%
	15.4%
	15.5%
	15.2%

	Students sending or receiving inappropriate messages such as sexting 
n= 96 
	18.4%
	8.9%
	4.7%
	15.4%
	16.2%
	21.4%
	14.9%

	Incurring financial loss via responding to unsolicited emails or messages on mobile phones or providing information on a website 
n= 5
	n/a
	n/a
	n/a
	n/a
	n/a
	n/a
	n/a

	Student engaging in online gambling n=2
	n/a
	n/a
	n/a
	n/a
	n/a
	n/a
	n/a
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[bookmark: _Toc286386667]Teacher Involvement in Handling Most Recent Incident 
It was evident that a significant proportion of the teacher population directly manage cyber-safety incidents reported to them. Almost half of all teachers (47.2%) who had experienced a cyber-safety incident reported to them, had subsequently been directly involved in handling the incident.  
Teachers from the Northern Territory (52.8%), ACT (52.4%) and Western Australia (55.1%) were comparatively more likely to have directly handled the incident than teachers from other states.
In terms of significant variations at a school level, it was evident that primary school teachers (59.7%) were markedly more likely to directly handle reported instances than secondary school teachers (37.9%).  
Table 3.5.1:	Teacher Involvement in Handling Most Recent Incident 
	Were you directly involved in handling this cyber-safety incident at school? 
	% Yes

	Total 
	n=1,159 
	47.2%

	State
	
	

	
	New South Wales 
	48.0%

	
	Victoria
	43.4%

	
	Queensland 
	46.2%

	
	South Australia
	46.8%

	
	Western Australia
	55.1%

	
	Tasmania
	46.4%

	
	Northern Territory 
	52.8%

	
	ACT 
	52.4% 

	Remoteness
	
	

	
	Major Cities
	47.3%

	
	Inner Regional
	47.2%

	
	Outer Regional
	45.9%

	
	Remote
	52.1% 

	School Level
	
	

	
	Primary
	59.7%

	
	Secondary
	37.9%

	
	Both 
	45.6% 

	School sector
	
	

	
	Government
	49.0%

	
	Non Government (Catholic and Independent )
	44.0% 





[bookmark: _Toc286386668]Description of Incident Management - Most Recent Incident 
Teacher Involvement in Incident Management 
Teachers who had personally handled the most recent cyber-safety incident reported to them offered a brief outline of the management process.  
When teachers are responsible for managing the incident, the most commonly identified approaches were: to involve or at least inform parents (20%) to organise a discussion or counselling for all involved students (18.3%) or to engage less formal punishment approaches such as warnings or class discussions about the incident (14.1%).    
The distribution of cyber-safety information to the class of involved students or to the whole school community (12.4%) was also an important approach engaged by teachers to manage issues.    
Table 3.6.1:	Teacher Management of Incident 
	If you were directly involved in handling this incident at your school 
can you describe how it was addressed?  


	Total

%

n=514 

	
	

	Parents involved/ informed 
	20.0%

	Discussion/counselling with all parties 
	18.3%

	No formal punishment  - warnings/class discussion 
	14.1%

	Distribution of cyber-safety information to class/school/parents 
	12.4%

	Students Internet access/IT account suspended  
	9.1%

	Police Involvement 
	7.0%

	Formal punishment according to school policy 
	6.6% 

	Sites blocked/offending material removed 
	5.0%

	Principal/deputy principal informed and dealt with issue 
	4.2%

	Staff at other schools informed where incidents also involved students from other schools 
	1.0%


Awareness of Incident Management 
A large proportion of teachers were also aware of how the incident was handled despite not being directly involved in the resolution of the episode. The course of action was similar to those that occurred when teachers were responsible for management of issues but with a strong response, as would be expected, that the incident was reported to the principal or senior staff for handling (21.9%).    
Other most commonly mentioned approaches were to contact parents (22.5%) facilitate discussion/counselling for involved students (15.8%), engage formal punishment according to school policy (8.7%) and to implement IT responses such as blocking offensives sites/blocking student internet access (8.3%).     
Table 3.6.2:	Awareness of Management of Incident - Teachers Not Directly Involved 
	If you were not directly involved in handling this incident, are you aware of how the incident was handled? 

	Total
%
n= 442

	
	

	Parents contacted 
	22.5%

	Reported to principal/senior staff for management 
	21.9%

	Discussion/counselling for students involved 
	15.8%

	Formal Punishment occurred – according to school policy 
	8.7%

	Sites blocked/students internet access suspended 
	8.3% 

	Police Informed/Involved 
	6.6%

	Not aware /not well handled 
	5.3%

	Speaker Invited/cyber-safety education provided to students/parents 
	4.8%

	Students dealt with issue themselves 
	.5%

	Discussion of potential legal issues with involved students 
	.6%

	Other 
	4.9% 



[bookmark: _Toc286386669]Teacher Skills/Access to Information to Handle Incident 
Half (49.7%) of the teachers who had directly handled the most recent incident reported to them stated a high level of confidence in their skills and/or ability to access the right information to manage the situation. A further, 45.2% felt that they could access some information/ had moderate skills to personally manage the incident. 
In sum, 94.9% of all teachers who had personally handled the most recent incident expressed a high to moderate level of confidence in their skills or ability to access information to manage the incident. 
Some significant differences by teacher location were evident. South Australian teachers (60.5%) had a markedly higher propensity to feel that they could well access information/ or already had the skills to handle the situation compared to teachers from other states and territories. 
In comparison, ACT teachers (42.5%) were significantly less likely to feel that they could well access information/already had the skills. However, ACT teachers (54.9%), like Western Australian teachers (54.9%) were more likely to demonstrate a moderate level of confidence in their own skills/feel that they could access some information. 
No significant variations were evident by remoteness, school sector or school level. 
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Table 3.7.1:	Teacher Ability to access information/have skills to manage incident by State and Remoteness  
	To what extent did you feel you were able to access information to handle the situation and/or already had the skills to deal with the situation?
	Feel could well access information / already had the skills
	Could access some information / had moderate skills
	Could access very little information / had little skills
	Could not find any information / feel had no skills
	Don’t know

	Total
	(n=532)
	49.7%
	45.2%
	3.2%
	.3%
	1.6%

	State
	
	
	
	
	
	

	
	New South Wales (n=143)
	51.9%
	41.3%
	5.5%
	0.0%
	1.3%

	
	Victoria (n=91)
	50.0%
	47.3%
	1.6%
	0.0%
	1.1%

	
	Queensland (n=59)
	40.9% 
	48.6%
	3.3%
	2.1%
	5.0%

	
	South Australia (n=82)
	60.5%
	35.0%
	4.5%
	0.0%
	0.0%

	
	Western Australia(n=40)
	45.1%
	54.9%
	0.0%
	0.0%
	0.0%

	
	Tasmania (n=34)
	58.1%
	40.6%
	1.35
	0.0%
	0.0%

	
	Northern Territory  (n=16)
	66.3%
	31.4%
	2.3%
	0.0%
	0.0% 

	
	ACT (n=67)
	42.5% 
	54.9%
	1.3%
	0.0%
	1.3% 

	Remoteness
	
	
	
	
	
	

	
	Major Cities (n=364)
	48.8%
	45.5%
	3.7%
	0.5%
	1.4%

	
	Inner Regional (n=107)
	52.9%
	42.7%
	2.9%
	0.0%
	1.4%

	
	Outer Regional (n=54)
	45.2%
	51.4%
	0.5%
	0.0%
	3.0%

	
	Remote (n=7)
	62.4% 
	37.6%
	0.0%
	0.0% 
	0.0% 





Table 3.7.1 (Continued):  Teacher Ability to access information/have skills to manage incident by School Level and Sector  
	To what extent did you feel you were able to access information to handle the situation and/or already had the skills to deal with the situation?
	Feel could well access information / already had the skills
	Could access some information / had moderate skills
	Could access very little information / had little skills
	Could not find any information / feel had no skills
	Don’t know

	Total
	(n=532)
	49.7%
	45.2%
	3.2%
	0.3%
	1.6%

	School Level
	
	
	
	
	
	

	
	Primary (n=185)
	46.8%
	47.4%
	4.3%
	0.0%
	1.5%

	
	Secondary (n=215)
	51.6%
	42.2%
	2.7%
	1.0%
	2.5%

	
	Both (n= 132)
	52.6%
	45.6%
	1.8%
	0.0%
	0.0%

	School sector
	
	
	
	
	
	

	
	Government (n=329)
	49.6%
	46.2%
	1.9%
	0.5%
	1.8%

	
	Non Government (n=203)
(Catholic and Independent ) 
	49.9%
	43.4%
	5.7%
	0.0%
	1.0%
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[bookmark: _Toc286386670]Preventative Measures 
A number of cyber-safety and e-security preventative measures were reported by teachers to have a strong presence in Australian schools. Overall, teachers were most likely to identify the following measures as currently in place in their schools: the use of filters to block content considered inappropriate (96.0%), encouraging students not to share passwords (89.3%), blocking of social network sites (86.1%) educating students about cyber-safety issues including cyber-bullying (85%), and installing updating and using security software (83.2%).  
Only 1.1% of teachers indicated that they were not aware of any cyber-safety and e-security measures currently used in their school. 
Some significant variations in the types of measures implemented across the different states and territories were evident. ACT schools (73.8%) were most likely to block social networking access, while Tasmanian schools (63.8%) demonstrated a much lower tendency to implement this measure.  ACT Schools (97.2%) were also most likely to educate students about cyber-safety issues, as compared to a low propensity for this strategy amongst Western Australian schools (76.4%).     
Queensland schools (70.4%) were significantly more likely to make sure students use a strong password and change it regularly and to limit student web searches to only directed education purposes (78.9%).
Schools in the Northern Territory (89.7%) were more likely than all other states to adopt the strategy of supervising web pages that students can have open.  Northern Territory schools also appeared to be the most proactive in terms of providing information to their school community, demonstrating the highest tendency to provide information, weblinks and resources to students (83.7%) and in providing information, weblinks and resources to parents (72.5%). In comparison Western Australian schools had the lowest incidence of providing information to students (39.3%) and Tasmanian schools were least likely to provide information, weblinks and resources to parents (41%).    
Tasmanian schools (56.5%) demonstrated a significantly lower propensity than all other states and territories to limit student web searches to directed education purposes
Schools in the Northern Territory (17.2%) and ACT (16.5%) were comparatively much less likely to block personal information from being posted or emailed. 
In terms of remoteness, the only variations were a lower than average tendency for remote schools to implement the following measures: blocking the use of social networking sites (75.7%), blocking personal information from being posted or emailed (12%) and making sure that students use a strong password and change it regularly (16.1%).  
There was no significant variation amongst school sectors and school level in implementing types of safety measures in schools. 
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Table 3.8.1:	Internet safety measures used by State and Remoteness 
	Measure
	Total
	State 
	Remoteness

	
	-
	NSW
	VIC
	QLD
	SA
	WA
	TAS
	NT
	ACT
	Major Cities 
	Inner Region
	Outer Region
	Remote

	Use of filters to block content considered inappropriate for students to access on the internet?  
	96.0%
	96.9%
	97.0%
	96.4%
	98.5%
	91.2%
	95.6%
	97.3%
	81.2%
	96.1%
	96.8%
	93.5%
	95.9%

	Encouraging students not to share their passwords with anyone 
	89.3%
	88.1%
	91.3%
	90.2%
	94.6%
	82.6%
	88.8%
	93.9%
	89.5%
	89.0%
	92.3%
	85.6%
	89.3%

	Blocking of use of social network sites (e.g facebook, )
	86.1%
	85.4%
	90.2%
	87.6%
	92.7%
	79.2%
	63.8%
	77.5%
	73.8%
	86.9%
	85.6%
	83.6%
	75.7%

	Educating students about cyber-safety issues, including cyber-bullying? 
	85.0%
	84.9%
	89.9%
	79.1%
	90.5%
	76.4%
	90.0%
	92.7%
	97.2%
	84.4%
	89.2%
	81.0%
	84.8%

	Installing, updating and using security software 
	83.2%
	78.9%
	85.1%
	87.2%
	84.9%
	81.7%
	80.7%
	83.7%
	83.0%
	82.9%
	83.9%
	83.6%
	80.0%

	Supervising web pages that students can have open 
	77.7%
	77.7%
	76.5%
	82.4%
	75.3%
	72.0%
	76.5%
	89.7%
	76.6%
	78.1%
	75.3%
	79.3%
	79.1%

	Limiting student web searches to only directed education purposes 
	70.2%
	70.1%
	68.0%
	78.9%
	68.2%
	62.8%
	56.5%
	68.3%
	74.6%
	72.4%
	66.3%
	63.7%
	64.4%

	Providing Information, weblinks and resources to students
	54.2%
	48.3%
	60.8%
	56.2%
	63.4%
	39.3%
	57.6%
	83.7%
	66.1%
	54.5%
	56.3%
	47.6%
	56.0%

	Providing Information, weblinks and resources to parents 
	50.0%
	43.9%
	55.0%
	50.8%
	57.2%
	48.2%
	41.0%
	72.5%
	53.2%
	49.3%
	54.3%
	45.0%
	52.3%

	Making sure students use a strong password and change it regularly 
	44.0%
	37.0%
	40.3%
	70.4%
	35.9%
	30.9%
	49.1%
	30.2%
	37.5%
	44.9%
	41.9%
	48.6%
	16.1%

	Blocking personal information from being posted or emailed
	30.6%
	31.8%
	35.7%
	30.7%
	27.7%
	22.2%
	24.6%
	17.2%
	16.5%
	32.5%
	28.9%
	25.6%
	12.0%

	Other
	3.1%
	2.9%
	4.7%
	2.3%
	3.1%
	1.4%
	5.8%
	0.8%
	2.1%
	2.4%
	5.9%
	3.6%
	0.0%

	None
	1.1%
	0.7%
	1.1%
	0.7%
	1.0%
	3.7%
	1.3%
	0.0%
	0.3%
	0.9%
	1.5%
	2.3%
	0.0% 



Table 3.8.1 (Continued):	Internet safety measures used by School Level and Sector 
	Measure
	Total
	School Level
	School Sector

	
	
	Primary
	Secondary
	Both
	Government
	
Non Government
Catholic and Independent 

	Use of filters to block content considered inappropriate for students to access on the internet? 
	96.0%
	94.8%
	97.2%
	96.2%
	95.9%
	96.1%

	Encouraging students not to share their passwords with anyone 
	89.3%
	85.3%
	92.2%
	92.2%
	89.1%
	89.7%

	Blocking of use of social network sites (e.g facebook, my space) 
	86.1%
	83.2%
	88.6%
	87.3%
	87.4%
	83.7%

	Educating students about cyber-safety issues, including cyber-bullying? 
	85.0%
	82.7%
	85.3%
	89.0%
	82.4%
	89.9%

	Installing, updating and using security software 
	83.2%
	83.0%
	81.0%
	86.9%
	82.0%
	84.9%

	Supervising web pages that students can have open 
	77.7%
	82.5%
	74.0%
	74.7%
	79.0%
	75.3%

	Limiting student web searches to only directed education purposes 
	70.2%
	76.2%
	67.4%
	63.3%
	72.6%
	65.6%

	Providing Information, weblinks and resources to students
	54.2%
	55.6%
	51.3%
	56.8%
	53.3%
	56.0%

	Providing Information, weblinks and resources to parents 
	50.0%
	52.9%
	44.4%
	54.4%
	47.8%
	54.1%

	Making sure students use a strong password and change it regularly 
	44.0%
	39.6%
	49.0%
	43.7%
	46.3%
	39.9%

	Blocking personal information from being posted or emailed
	30.6%
	37.8%
	26.8%
	23.5%
	33.3%
	25.7%

	Other
	3.1%
	3.2%
	2.9%
	3.5%
	3.3%
	2.8%

	None
	1.1%
	1.5%
	0.9%
	0.9%
	1.6%
	0.4%




[image: ]		[image: IRIS Logo - High Resolution CROPPED]

Australian Children Cyber-safety and E-Security Study – Parents Survey	52

[bookmark: _Toc286386671]Effectiveness of Preventative Strategies 
The types of cyber-safety preventative measures most commonly described as very effective in schools were those related to the implementation of direct controls by school administrators/education authorities to minimise risks. Blocking strategies had a dominant presence amongst measures most likely to be described as very effective as follows: blocking social network sites (50.2%), installing, updating and using security software (43.2%), using filters to block inappropriate content (33.2%), and blocking personal information from being posted or emailed (32.5%). 
In terms of the measures that teachers considered to be effective in schools, the highest mentions were: blocking personal information from being posted or emailed (42.7%), making sure students have a strong password and change it regularly (41.2%), installing, updating and using security software (40.8%), and providing information, web links and resources to students (40.6%).  
It was evident that measures associated with education/provision of information were most likely to be described as somewhat effective. Providing information, web links and resources to parents (45.8%), educating students about cyber-safety issues (45.2%), and providing information, web links and resources to students (37.5%), were amongst the measures most likely to be identified as somewhat effective in schools.  Also commonly described as somewhat effective was encouraging students not to share their passwords with anyone (42.3%).   
In sum, teachers currently tend to hold a perception that technical measures/controls are the most effective cyber-safety preventative measures in schools. 
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Table 3.9.1: 	Effectiveness of Internet Safety Measures Used 
	Effectiveness of Measure Used 
	Total Usage 
	How Effective 

	
	
	Not Effective
	Somewhat
Effective
	Effective
	Very Effective
	Unsure

	Use of filters to block content considered inappropriate for students to access on the internet?  
	96.0%
	2.2%
	26.7%
	35.1%
	33.2% 
	2.8%

	Encouraging students not to share their passwords with anyone 
	89.3%
	11.2%
	42.3%
	31.0%
	12.1%
	3.4%

	Blocking of use of social network sites (e.g facebook, my space) 
	86.1%
	3.7%
	16.8%
	27.1%
	50.2%
	2.2%

	Educating students about cyber-safety issues, including cyber-bullying? 
	85.0%
	2.0%
	45.4%
	33.0%
	12.8%
	6.8%

	Installing, updating and using security software 
	83.2%
	0.5%
	11.1%
	40.8%
	43.2%
	4.5%

	Supervising web pages that students can have open 
	77.7%
	1.7%
	34.9%
	41.8%
	19.5%
	2.1%

	Limiting student web searches to only directed education purposes 
	70.2%
	2.4%
	28.6%
	41.2%
	25.6%
	2.3% 

	Providing Information,weblinks and resources to students
	54.2%
	1.8%
	37.4%
	40.7%
	15.7%
	4.5%

	Providing Information, weblinks and resources to parents 
	50.0%
	3.1%
	45.8%
	29.5%
	9.6%
	12.0% 

	Making sure students use a strong password and change it regularly 
	44.0%
	2.1%
	29.9%
	41.2%
	24.3%
	2.6%

	Blocking personal information from being posted or emailed
	30.6%
	1.3% 
	19.0%
	42.6%
	32.5%
	4.6%

	Other
	3.1%
	0%
	27.2%
	25.2%
	30.6%
	17.0% 
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[bookmark: _Toc286386672]Policies and Strategies used to address Cyber-safety Risks  
[bookmark: _Toc286386673]School Policy 
More than half of all surveyed teachers (51.9%) indicated that their school had a policy about cyber-safety or keeping students safe online. A high percentage of teachers (35.9%) responded that they did not know if their school had a cyber-safety policy.  The remaining 12.2% indicated definitively that their school did not currently have policy about cyber-safety. 
There was some variation across the states and territories, with teachers from the Northern Territory (66.0%), the ACT (59.4%) and Victoria (59.4%) more likely to indicate that their school currently has a cyber-safety policy in place. While teachers from Queensland (46.5%) were comparatively less likely to mention that their school has a cyber-safety policy. There was no significant variation across school sectors, school level or remoteness. 
 Table 4.1.1:	School has a Policy about Cyber-Safety 
	Does your school have a policy about Cyber Safety or keeping students safe online? 
	Have school policy 

	
	Yes
	No
	Don’t Know

	Total
	
	51.9%
	12.2%
	35.9%

	State
	
	
	
	

	
	New South Wales
	47.4%
	12.6%
	40.0%

	
	Victoria
	59.4%
	13.5%
	27.1%

	
	Queensland 
	46.5%
	10.8%
	42.7%

	
	South Australia
	53.4%
	13.5%
	33.2%

	
	Western Australia
	52.9%
	10.6%
	36.5%

	
	Tasmania
	55.6%
	17.5%
	26.9%

	
	Northern Territory
	66.0% 
	2.3%
	31.7%

	
	ACT
	59.4%
	6.2%
	34.4%

	Remoteness
	Major Cities
	52.6%
	11.4%
	36.0%

	
	Inner Regional
	51.7%
	12.9%
	35.4%

	
	Outer Regional
	46.0%
	16.7%
	37.3%

	
	Remote
	58.6%
	9.3%
	32.1%

	School Level
	
	
	
	

	
	Primary 
	52.2%
	12.5%
	35.3%

	
	Secondary 
	50.3%
	11.6%
	38.1%

	
	Both 
	54.4%
	12.5%
	33.1%

	School Sector
	Government 
	50.5%
	12.8%
	36.7%

	
	Non Government (Catholic and Independent )
	54.7%
	11.0%
	34.3%


[bookmark: _Toc286386674] How School Policy is Promoted / Supported   
Teachers who indicated that their school had a cyber-safety policy in place were asked to outline how that policy was supported or promoted within the school.
The most commonly mentioned support mechanism for policies was the provision of cyber-safety education for students (29.5%). For some schools this involved inviting external speakers to hold sessions (e.g ACMA, local police), but for other schools this involved dedicated class lessons, often embedded into the existing curriculum for subjects such as PDHPE or welfare/pastoral care. 
It was also apparent that policies were also often promoted via school newsletters, assemblies and school websites (15.0%). It was commonly noted that these were avenues not just for the promotion of policies but to also discuss both recent incidents and consequences of policy breaches.
Other important ways to support existing policies were making students aware of the school policy (13.5%) - of which school diaries were a frequently mentioned medium for this purpose, students and parents signing IT agreements annually (10.6%), and the provision of cyber-safety education / information for teachers (10.4%) and parents (10.1%).
Overall, it appears that the provision of cyber-safety education and school policy information to students is often a focal approach to promoting and supporting existing school cyber-safety policies. It is also evident that the dissemination of school policy details and provision of cyber-safety education to the broader school community i.e parents and teachers is also an important support mechanism. 


Table 4.2.1: 	How School Supports Policy  
	Mentioned Mechanisms for Support/ Promotion of Policy 
(multiple mentions)
	Total
%
n=1,083

	 Cyber-Safety Education/Speakers /Information for Students 
	29.5%

	Promoted via newsletters/assemblies/school website
	15.0%

	Students made aware of/reminded of Policy 
	13.5%

	Students/ Parents sign IT agreement 
	10.6%

	Cyber-safety Information/Training provided for Teachers 
	10.4%

	Cyber-safety Education/Speakers /Information for Parents 
	10.1%

	Teaching staff made aware  of/reminded of Policy 
	8.8%

	Action taken to address/follow up  incidents
	6.7%

	Blocking sites/monitoring sites accessed by students 
	5.9%

	Parents made aware of Policy 
	5.8%

	Policy is supported/promoted well unspecified 
	4.3%

	School Policy reviewed and Updated Regularly 
	3.9%

	Cyber-Safety Education/speakers  provided for whole school community, parents, teachers and students 
	2.8%

	Staff discuss issues e.g staff meetings 
	2.7%

	Posters in Computer Labs/Classrooms 
	1.8%

	IT dept manages/promotes policy 
	1.6%

	Other 
	10.8%

	Unsure how policy is supported/promoted
	3.1%










[bookmark: _Toc286386675]
Sources of Cyber-Safety and E-Security Information Accessed  
Teachers were asked to indicate if they had accessed any information (unspecified) on how to make students safer when they are using the internet or mobile phones in the past 12 months. 
Overall almost 6 in 10 teachers (59.3%) stated that they had accessed information in the past 12 months. 
There was no significant variation between remoteness, school level, and school sector for propensity to access cyber-safety resources. The only significant difference between states and territories was a lower tendency for teachers from New South Wales (51.8%) to have accessed cyber-safety information than those from other states and territories. 
Table 4.3.1:	 Accessed Cyber- Safety Information   
	Accessed Cyber-Safety Information (Unspecified) 
	Accessed Information

	
	Yes
	No

	Total
	
	59.3% 
	40.7% 

	State
	New South Wales 
	51.8%
	48.2%

	
	Victoria 
	67.5%
	32.5%

	
	Queensland 
	56.4%
	43.6%

	
	South Australia
	63.8%
	36.2%

	
	Western Australia
	60.9%
	39.1%

	
	Tasmania
	65.9%
	34.1%

	
	Northern Territory 
	69.4%
	30.6%

	
	ACT 
	67.6%
	32.4% 

	Remoteness
	Major Cities
	59.4%
	40.6%

	
	Inner Regional
	60.8%
	39.2%

	
	Outer Regional
	57.3%
	42.7%

	
	Remote
	54.1%
	45.9% 

	School Level 
	Primary 
	61.4%
	38.6%

	
	Secondary 
	56.3%
	43.7%

	
	Both 
	60.9%
	39.1% 

	School Sector 
	Government 
	60.3%
	39.7%

	
	Non Government  
(Catholic and Independent )
	57.6%
	42.4% 



[bookmark: _Toc286386676]Satisfaction with Information 
The majority of teachers (71.9%) who had accessed cyber-safety and e-security information in the past 12 months described themselves as satisfied with the information they had found. One in five teachers (21.5%) stated that they were very highly satisfied with the information and only 3.9% indicated that they were dissatisfied with the information.
Teachers from the ACT (49.4%) demonstrated a stronger propensity to be highly satisfied   with cyber-safety information they had accessed.  In contrast, teachers from Western Australia (13.9%) and the Northern Territory (16.7%) were least likely to have a high level of satisfaction with accessed information.  
In terms of remoteness, teachers from outer regional areas (27.7%) were those most likely to be highly satisfied with accessed information, while teachers from remote areas (11.6%)   were least likely to be highly satisfied.  
Table 4.4.1: 	Teacher satisfaction with information found 
	Satisfaction with Information 
	Satisfied with Information

	
	Highly Satisfied
	Satisfied
	Dissatisfied
	Highly Dissatisfied
	Don’t Know

	Total 
	
	21.5%
	71.9%
	3.9%
	.0%
	2.6%

	State
	New South Wales
	19.4%
	73.4%
	4.4%
	0%
	2.9%

	
	Victoria
	21.3%
	71.8%
	3.0%
	0%
	3.9%

	
	Queensland  
	25.6%
	69.8%
	3.5%
	0%
	1.1%

	
	South Australia
	19.5%
	72.9%
	5.9%
	0%
	1.7%

	
	Western Australia
	13.9%
	78.7%
	4.8%
	0%
	2.6%

	
	Tasmania
	33.9%
	59.9%
	6.3%
	0%
	0.0%

	
	Northern Territory
	16.7%
	80.9%
	2.5%
	0%
	0.0%

	
	ACT 
	49.4%
	42.9%
	2.4%
	0% 
	5.3% 

	Remoteness
	Major Cities
	20.8%
	72.4%
	3.5%
	0%
	3.3%

	
	Inner Regional
	22.1%
	71.2%
	5.3%
	0%
	1.4%

	
	Outer Regional
	27.7%
	67.4%
	4.1%
	0%
	0.8%

	
	Remote
	11.6%
	84.3%
	4.0%
	0%
	0% 

	School Level 
	Primary 
	24.7%
	70.0%
	2.8%
	0%
	2.5%

	
	Secondary 
	16.8%
	75.1%
	5.6%
	0%
	2.5%

	
	Both 
	23.1%
	70.5%
	3.3%
	0%
	3.0% 

	School Sector 
	Government 
	22.3%
	71.5%
	3.6%
	0%
	2.7%

	
	Non Government 
(Catholic and Independent )
	20.0%
	72.9%
	4.7%
	0%
	2.5% 


[bookmark: _Toc286386677]Dissatisfaction with Accessed Resources 
3.9% of teachers who had accessed information in the past 12 months indicated that they were dissatisfied with the information they had found. 
Many comments received indicated that some teachers considered the information to be inappropriate for the age group of their students, too simplistic, or lacking in practical directions or guidelines for action.   The full range of comments regarding dissatisfaction with accessed resources can be found in Appendix 5 to this report. 
[bookmark: _Toc286386678]Awareness of Available Information 
Teachers were provided with a list of the most commonly available cyber-safety information sources and asked to identify those that they were aware of.  More than three quarters of all teachers (78.4%) indicated that they were aware of at least one of the cyber-safety information sources presented. 
Schools in the Northern Territory (89.5%) and in remote locations (87.9%) demonstrated a higher than average tendency to be aware of at least one cyber-safety source.
The information sources that achieved highest awareness overall were the Cybersmart website (52.7%), Bullying No Way website (39.9%), and the DET Portal (37.0%). Some caution in the interpretation of the results for reported awareness and use of the DET portal should be applied. The DET portal is a term used only by New South Wales and Western Australian  education departments for the ITC gateway that provides access to the internet, intranet, email and appropriate applications, services and information for teachers and students in government schools and TAFES. Northern Territory education utilises a similar term for this service, ‘schools portal’. However, other states and territories use different terms for similar services e.g eduNet for ACT teachers. Therefore, it would be expected that this impacts on the awareness and usage results for teachers from states and territories who may not identify with the term ‘DET portal’.
A number of significant differences were noted in terms of levels of awareness of the different information sources by school characteristics and location.
Teachers from the Northern Territory demonstrated the highest awareness of a number of key resources compared to all other states; the Cybersmart website (60.3%), the Bullying No Way Website (60.3%) the Stay Smart Online: Budd-e Modules (38.6%), and the Smart online safe Offline website (19.0%).  
Evidently related to relevance, awareness of the DET portal was higher than average amongst teachers from New South Wales (57.1%), Western Australia (53.1%) and the Northern Territory (56.2%). The highest level of awareness of the WISE UP TO IT DVD was evident amongst ACT teachers (23%).   
Some significant variations were also evident in terms of the remoteness of schools.  Remote schools demonstrated higher than average awareness of the DET portal (67.4%), the Stay Smart Online; Budd-e modules (28.7%). Low awareness for the Think U Know (4.1%) website was recorded amongst remote schools.    
In terms of school sector results, Government schools (51.3%) were far more likely to be aware of the DET portal than non government schools (10.3%), primarily a reflection of the relevance of this resource to school sectors.  No significant variations were evident between school levels  for awareness of information sources. 
5.8% of all teachers mentioned other websites that they were aware of. Some of the most commonly mentioned other websites were; the ACMA site, Alannah and Madeline Foundation , BBC Safety Site, Brett Lee site, CyberQuoll, Cybercafe, Childnet, federal and local police sites, Net Alert, Netsmartz, Net Safe and Superclubs plus. 
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Table 4.6.1:	Teacher Awareness of Cyber-Safety Information Sources 
	
	Aware of at least one
	‘Cyber smart’ website
	‘Bullying  no way’ website
	DET
portal
	Stay smart online: Budd e modules
	‘ThinkU Know’ website
	‘WISE UP TO IT’ DVD
	‘Lets fight it together’ DVD 
	‘Smart online safe Offline’ website

	Total
	
	78.4%
	52.7%
	39.9%
	37.0%
	14.9%
	13.7%
	12.2%
	11.3%
	10.4%

	
	New South Wales
	80.6%
	44.7%
	40.0%
	57.1%
	11.7%
	10.2%
	8.1%
	7.6%
	9.4%

	State
	Victoria
	76.5%
	61.0%
	31.2%
	19.5%
	17.1%
	17.2%
	14.7%
	13.3%
	9.8%

	
	Queensland
	76.7%
	50.4%
	46.8%
	32.8%
	14.8%
	12.6%
	13.1%
	14.3%
	12.9%

	
	South Australia
	73.6%
	58.4%
	51.6%
	5.9%
	13.8%
	13.4%
	20.7%
	12.8%
	10.5%

	
	Western Australia
	82.3%
	54.4%
	34.3%
	53.7%
	16.1%
	15.4%
	5.9%
	9.3%
	8.0%

	
	Tasmania
	75.2%
	56.7%
	43.4%
	7.2%
	22.4%
	18.4%
	18.0%
	14.3%
	12.8%

	
	Northern Territory
	89.5%
	60.3%
	60.3%
	56.2%
	38.6%
	4.1%
	23.6%
	12.0%
	19.0%

	
	ACT 
	78.4%
	56.5% 
	51.7% 
	30.5% 
	15.0%
	33.8% 
	23.0% 
	15.5%
	13.6%

	Remoteness
	Major Cities
	77.5%
	52.3%
	39.2%
	36.5% 
	14.1%
	15.0%
	11.0% 
	10.0%
	9.9%

	
	Inner Regional
	77.9%
	53.1%
	40.2%
	32.8%
	17.9%
	13.2%
	15.5%
	16.5%
	13.1%

	
	Outer Regional
	83.5% 
	53.3%
	44.0%
	42.1%
	11.6%
	8.2% 
	13.1%
	10.7%
	8.8%

	
	Remote
	87.9% 
	57.0% 
	43.0% 
	67.4%
	28.7%
	4.1% 
	17.0% 
	7.8%
	9.8%





Table 4.6.1 (Continued):	Teacher Awareness of Cyber-Safety Information Sources 
	
	
	Aware of at least one
	‘Cyber smart’ website
	‘Bullying  no way’ website
	DET
portal
	Stay smart online: Budd e modules
	‘ThinkU Know’ website
	‘WISE UP TO IT’ DVD
	‘Lets fight it together’ website
	‘Smart online safe Offline’ website

	Total
	
	78.4%
	52.7%
	39.9%
	37.0%
	14.9%
	13.7%
	12.2%
	11.3%
	10.4%

	School Level 
	Primary 
	81.2%
	54.8%
	41.1%
	44.6%
	18.2%
	13.0%
	8.8%
	10.0%
	9.9%

	
	Secondary 
	75.3%
	47.4%
	37.3%
	37.8%
	12.5%
	12.9%
	13.5%
	12.5%
	11.1%

	
	Both 
	78.5%
	57.9%
	42.4%
	20.4%
	12.9%
	16.7%
	16.5%
	11.7% 
	10.1%

	School Sector 
	Government 
	81.4%
	50.8%
	41.5%
	51.3%
	15.7%
	11.9% 
	11.6%
	10.7% 
	10.2% 

	
	Non- Government 
(Catholic and Independent )
	72.8% 
	56.2%
	37.0%
	10.3% 
	13.5% 
	17.2% 
	13.3%
	12.4% 
	10.9% 
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[bookmark: _Toc286386679]Available Information Accessed  
Teachers were subsequently asked whether they had accessed any of the more commonly available cyber-safety information sources. 
Overall 63.3% of surveyed teachers had accessed one or more cyber-safety information sources.  The only significant variations were evident in location and type of school, with remote schools (84.2%) significantly more likely to have accessed at least one cyber-safety source than schools in other regions.  
Reflecting results for awareness, the sources most commonly accessed by teachers overall were the Cybersmart website (39.1%), the DET Portal (28.9%) and the Bullying No Way website (27%. The issues regarding the DET portal, as discussed in Section 4.6 should be taken into consideration with these results.  
Teachers from the Northern Territory demonstrated a higher propensity than other states to access a range of the key cyber-safety information sources: the Cybersmart website (56.7%) the Bullying No Way website (45.4%) the DET Portal (50.2%) Stay Smart Online Budd-e modules (35.4%) and the WISE UP TO IT DVD (21%). 
Teachers from New South Wales (48.5%) and Western Australia (44.3%) also demonstrated a higher than average propensity to access the DET portal for reasons previously noted. 
Victorian school teachers demonstrated a strong comparative tendency to access the Cybersmart website (48.7%), while South Australian teachers had a high tendency to access the Bullying No Way website (41.2%). 
Teachers from the ACT were the most likely to access the ThinkUKnow website (28.3%), compared to all other states and territories.
In terms of remoteness, schools in remote locations were more likely than all other geographic areas to have accessed the DET portal (66.5%), the Stay Smart Online: Budd-e modules (23.4%) and the WISE UP TO IT DVD (17.0%).
School sector and school level were not influential characteristics in determining the types of sites accessed by teachers. The only significant result was a very high level of government school teachers who had accessed the DET portal (41.3%), as compared to teachers from non government schools (5.9%)[footnoteRef:9], an expected outcome given the fact that this is a resource provided specifically for government school teachers by a number of state education departments.  [9:  It is possible that the 5.9% of ‘non government teachers’ who have accessed the DET portal have been previously employed in the government education sector. ] 
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Table 4.7.1:	Cyber–Safety Information Accessed by Teachers by State and Remoteness 
	
	Accessed at least one
	‘Cyber smart’ website
	DET
portal 
	‘Bullying  no way’ website
	Stay smart online: Budd e modules
	‘ThinkU Know’ website
	‘WISE UP TO IT’ DVD
	‘Lets fight it together’ website
	‘Smart online safe Offline’ website

	Total
	
	63.3% 
	39.1%
	28.9%
	27.0%
	10.4%
	8.7%
	7.5%
	8.1%
	5.2% 

	State
	New South Wales
	67.0%
	31.4%
	48.5%
	25.7%
	8.5%
	4.3%
	4.7%
	4.7%
	5.2%

	
	Victoria
	59.2%
	48.7%
	12.5%
	17.7%
	10.7%
	12.7%
	8.2%
	9.7%
	4.2%

	
	Queensland 
	58.5%
	35.3%
	22.3%
	34.4%
	10.6%
	7.8%
	7.6%
	10.4%
	7.0%

	
	South Australia
	61.8%
	43.5%
	3.5%
	41. %2
	8.9%
	9.7%
	15.3%
	10.1%
	6.7%

	
	Western Australia
	71.3% 
	40.1%
	44.3%
	23.6%
	12.9%
	10.9%
	4.9%
	7.8%
	2.4%

	
	Tasmania
	60.2%
	40.2%
	5.4%
	35.4%
	16.6%
	11.8%
	14.3%
	12.2%
	8.3%

	
	Northern Territory
	76.8%
	56.7%
	50.2%
	45.5%
	35.4%
	1.9%
	21.0%
	10.5%
	8.6%

	
	ACT 
	61.6%
	41.0%
	19.4%
	35.7%
	3.6%
	28.3%
	10.0%
	9.4%
	1.7%

	Remoteness
	Major Cities
	62.0%
	39.1%
	28.1%
	25.7%
	10.1%
	9.6%
	6.4%
	7.2%
	4.8%

	
	Inner Regional
	63.6%
	40.9%
	25.6%
	28.7%
	11.5%
	7.4%
	9.1%
	12.3%
	6.8%

	
	Outer Regional
	66.5%
	37.1%
	32.9%
	32.4%
	7.7%
	6.7%
	9.9%
	6.6%
	4.8%

	
	Remote
	84.2% 
	28.7%
	66.5%
	31.1%
	23.4%
	2.2%
	17.0%
	7.8%
	5.0%





Table 4.7.1 (Continued)	:        Cyber–Safety Information Accessed by Teachers by School Level and Sector 
	
	
	Accessed at least one
	‘Cyber smart’ website
	‘Bullying  no way’ website
	DET
portal
	Stay smart online: Budd e modules
	‘ThinkU Know’ website
	‘WISE UP TO IT’ DVD
	‘Lets fight it together’ website
	‘Smart online safe Offline’ website

	Total
	
	63.3%
	39.1%
	27.0%
	28.9%
	10.4%
	8.7%
	7.5%
	8.1%
	5.2% 

	School Level 
	Primary 
	66.1%
	43.4%
	27.4%
	34.9%
	13.2%
	7.5%
	4.5%
	6.8%
	4.1%

	
	Secondary 
	61.5%
	33.1%
	26.2%
	30.1%
	9.5%
	8.1%
	8.8%
	9.7%
	6.4%

	
	Both 
	60.8%
	41.3%
	27.7%
	15.1%
	6.6%
	12.3%
	11.0%
	8.1%
	5.2%

	School Sector 
	Government 
	68.3%
	37.5%
	28.6%
	41.3%
	11.2%
	8.1%
	7.1%
	7.5%
	5.1%

	
	Non- Government
(Catholic and Independent ) 
	53.9%
	42.0%
	24.0%
	5.9%
	8.9%
	9.9%
	8.3%
	9.3%
	5.3%
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[bookmark: _Toc286386680]Most Helpful Source of Information 
Overall, the Cybersmart website (41.3%) was the information source that was most commonly identified by teachers as the most helpful, followed by the DET portal (23.0%), and the Bullying No Way website (17.0%).
A number of distinct differences were noted amongst state and territories, with Victorian teachers (59.6%) markedly more likely than other states and territories to consider the Cyber smart website to be the most helpful information source. Meanwhile New South Wales teachers (42.6%) had a much higher tendency to nominate the utility of the DET Portal as most helpful. 
South Australian teachers (28.8%) were most likely to consider the Bullying No Way website to be the most helpful information source while ACT teachers had a much higher tendency to identify the ThinkUKnow website as the most helpful resource. 
Northern Territory teachers were significantly more likely than teachers from other states and territories to describe the Stay Smart Online: Budd-e Modules (31.8%) as the most helpful source of information about cyber-safety.  This result is in line with very high comparative levels of awareness and use of the Budd-e modules amongst Northern Territory teachers. This particular resource is actively promoted to Northern Territory teachers on the NT Department of Training and Education website with a recommendation that teachers utilise it in the classroom and the provision of direct links to access the resources, likely impacting on this result.[footnoteRef:10]  Northern Territory teachers were also the only state or territory to hold a higher than average perception that the Wise Up to IT DVD (12.7%) was the most helpful information source.  [10:  http://www.ict.schools.nt.gov.au/archived_info/archived_info/news_items/cybersafety.shtml] 

In terms of variations in school sector and school level, non government schools (55%) were significantly more likely than government schools (35.6%) to perceive the Cybersmart website to be the most helpful source of available information. In addition, teachers from schools that offered both primary and secondary schooling were more likely to describe the Cybersmart website (51.1%) as the most helpful resource, possibly driven by the fact that this website offers information and resources for a range of age groups.  
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	Most Helpful Information 
	‘Cyber smart’ website
	DET Portal
	‘Bullying  no way’ website
	Stay smart online: Budd e modules
	‘ThinkU Know’ website
	‘Lets   fight it together’ DVD
	‘Wise up to it’ DVD
	Smart online safe Offline’ website
	Other

	Total
	
	41.3%
	23.0%
	17.0%
	6.4%
	3.4%
	2.9%
	2.8%
	1.0%
	2.1%

	State
	New South Wales
	29.9%
	42.6%
	16.5%
	4.5%
	3.2%
	.9%
	.7%
	.9%
	0.9%

	
	Victoria
	59.6%
	6.7%
	10.7%
	7.3%
	3.7%
	4.0%
	3.6%
	1.5%
	2.8%

	
	Queensland 
	39.2%
	15.5%
	24.4%
	7.6%
	2.1%
	6.0 %
	2.9%
	.0%
	2.2%

	
	South Australia
	46.6%
	.2%
	28.8%
	1.9%
	4.4%
	4.4%
	7.7%
	2.8%
	3.3%

	
	Western Australia
	39.4%
	33.8 %
	12.9%
	6.0% 
	2.3% 
	1.2 %
	1.6%
	.2%
	2.2%

	
	Tasmania 
	48.9%
	2.2%
	19.4%
	16.0%
	.0%
	1.9%
	5.2%
	1.9%
	4.5%

	
	Northern Territory
	28.2%
	17.3%
	9.1%
	31.8%
	.0%
	.9%
	12.7%
	.0%
	0.0%

	
	ACT 
	32.6%
	6.3%
	19.0%
	.5%
	24.9 %
	3.2%
	5.9 %
	.0%
	7.7%

	Remoteness
	Major Cities
	42.3%
	22.0%
	16.3%
	6.4%
	4.6%
	2.9%
	2.2%
	1.1%
	2.3%

	
	Inner Regional
	40.0%
	22.1%
	18.1%
	6.5%
	1.5%
	2.9%
	3.1%
	1.6%
	2.5%

	
	Outer Regional
	48.3%
	22.3%
	21.9%
	2.8%
	0.0%
	2.9%
	4.0%
	0.0%
	0.7%

	
	Remote
	8.8%
	53.1%
	9.3%
	16.8%
	0.0%
	2.9%
	9.5%
	0.0%
	0.0% 



Table 4.8.1:	 Most Helpful Information Source by State and Remoteness  


	
	
	‘Cyber smart’ website
	DET Portal
	‘Bullying  no way’ website
	Stay smart online: Budd e modules
	‘ThinkU Know’ website
	‘Lets   fight it together’ DVD
	‘Wise up to it’ DVD
	Smart online safe Offline’ website
	Other

	Total
	
	41.3%
	23.0%
	17.0%
	6.4%
	3.4%
	2.9%
	2.8%
	1.0%
	2.1%

	School Level 
	Primary 
	42.8%
	22.1%
	15.0%
	9.4%
	3.0%
	1.7%
	2.0%
	0.7%
	3.3%

	
	Secondary 
	34.3%
	28.7%
	19.0%
	5.1%
	3.2%
	4.4%
	2.8%
	1.3%
	1.2%

	
	Both 
	51.1%
	14.5%
	17.7%
	2.5%
	4.2%
	2.9%
	4.6%
	1.2%
	1.2%

	School Sector 
	Government 
	35.6%
	31.0%
	16.5%
	6.7%
	2.5%
	2.1%
	2.6%
	.8%
	2.2%

	
	Non- Government (Catholic and Independent )
	55.0%
	4.2%
	18.2%
	5.9%
	5.3%
	4.8%
	3.2%
	1.5%
	1.9% 


Table 4.8.1(Continued):	Most Helpful Information Source by School Level and Sector 
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[bookmark: _Toc286386681]APPENDIX 1: METHODOLOGY
[bookmark: _Toc252531946][bookmark: _Toc253388228][bookmark: _Toc253492078][bookmark: _Toc256515863][bookmark: _Toc256515864][bookmark: _Toc273367183]The data was collected through a voluntary survey of teachers. Survey data was primarily collected via a 10-12 minute online questionnaire. Schools were provided with a username and unique school login which was required to access and complete the survey. The on-line survey was operated over a secure connection, ensuring that all data travelling over the network was encrypted. A small proportion of teachers in participating schools nominated to complete the survey instrument on paper.
Teachers were able to complete the survey at any convenient time from either home or school over the survey period.  
[bookmark: _Toc286386682]1.	Overview of School Recruitment Methodology 
Over 8,000 schools were approached to participate in the survey. The school sample was designed by ACER to provide a representative sample of teachers across all states and territories, primary and secondary levels of schooling, remoteness classifications, and Government, Catholic and Independent schools. 
Applications to undertake research were submitted to 8 State Education Departments and 24 Catholic Education Diocese Offices. These proposals were subject to extensive review of the methodology and ethical considerations of the proposed research. There is no formal research approval process for Independent schools. The process of writing and submitting research proposals, and receiving all approvals to proceed with the research took 4 – 5 months.
For some Catholic School Diocese the research agreement dictated that the Catholic school sector could be not identified in the reporting of results for the purposes of comparison with other school sectors. For this reason no specific results for Catholic schools are available. However the reporting of results merges Catholic and Independent schools into a category called ‘non government schools’ for comparison against ‘government schools’.  
Principals of participating schools were required to provide overriding consent for their school’s participation in the survey as dictated by research policies. Principals, and in some cases a nominated research coordinator, held responsibility for managing all research communications and information within their school. This involved the dissemination of information sheets and reminders/prompts to teachers at their school as provided by IRIS. No direct communication with teachers at participating schools was undertaken by IRIS. 
Postage Recruitment Process: 
Survey Information packages were sent via post to approximately 2,000 schools from the initial ACER school sample during the March – April period. The information packages contained a principal letter/information sheet, teacher information sheet, principal consent form and the State Education or Diocese approval letter where relevant to the area and sector of the individual school.   
To ensure that information packages had been received by school principals, IRIS researchers rang all of the schools to check that they had received the information package. In cases where principals had not received the information, it was then resent to the school via email (directly to the principal where possible). 
This process allowed IRIS to firstly identify school principals for whom the information package had not `arrived on their desk’, and secondly served as a valuable prompt for schools who had received the package but had yet acted to participate i.e  these phone calls typically generated a burst of consent forms arriving.          
Email Recruitment Process: 
Email transmission was then used as the mode of delivery of participation packages for most of the remainder of the sample as it was a quicker and more effective mode of information delivery for large numbers of schools. 
Information packages were sent to all remaining schools and again most of these schools were contacted via phone to determine whether the email package had been received and resent to a direct supplied email where not received by the principal.     
Combined Approach: 
The final provided sample of 500 schools were approached using a combined approach.  An information package was sent via post to each of the schools including hard copy surveys for self completion by teachers.  Postage paid envelopes were included for postage of surveys to IRIS.  In addition, all of these schools were sent a follow up email message which also provided the survey link and login details for survey completion online if they preferred, effectively providing two options for the survey could be undertaken. This approach elicited the highest response rate from schools. 
[bookmark: _Toc286386683]2       Identified School Recruitment Barriers  
A number of factors were identified as contributing to a much lower than expected response rate for schools. 
The primary factors that impacted on the response rate of schools to participate in the survey were:
· competing pressures on schools and teachers  
· blockages in transmission of information packages and in getting information to teachers  
2.1  Competing pressures on schools and teachers   
A recent Australian study identifies that the expanding role of teachers has clear implications for their capacity to take on additional tasks, “Teachers work today is multi-faceted as they undertake not only teaching but also matters associated with curriculum, students, parents, the school community and departmental initiatives”[footnoteRef:11] . Comments from principals across all school sectors who received information packages requesting participation in this voluntary survey reflected this reality.  [11:  Pillay.H,Goddard.R,Wilss.L,, Well Being, Burnout and Competence: Implications for Teachers, Australian Journal of Teacher Education, 2005, Vol.30,NO.2, pgs 22-34, ] 

The many direct refusals to participation from school principals were based on two main reasons:

1. Principals frequently noted that they had already been inundated with requests to participate in research studies and they were unable to commit to participate in any/anymore.

2. Principals felt that the workload of teachers at their school were currently too high to ask them to take on any extra tasks. In particular they noted that teachers were particularly unavailable for additional tasks during events such as NAPLAN testing.

The voluntary nature of the cyber-safety survey was also an issue, with mandatory surveys in government schools already commanding time in this school sector.   
It is worth noting that Independent schools who agreed to participate in the study were often able to deliver a large number of surveys per school. The fact that Independent schools frequently assigned a specific staff member (for example, head teachers, counsellors or academic advisors) to manage and actively encourage survey participation in their school appeared to influence this result.  This could be recommended as a protocol for this type of research which relies on a degree of active management within participating schools for successful response rates.  

2.2  Information Interruption 
The process of follow up phone calls to schools revealed that a large proportion of principals had in fact not seen or reviewed the information pack sent by IRIS to their school (this was evident for both postage and email transmission).  It was apparent that in many cases administration assistants at schools culled unrecognised information received by their offices or email security systems blocked the transmission of information.  
Once this problem was identified, it became essential to phone every school approached to organise direct re-sending of information where required. 

 
[bookmark: _Toc286386684]3       Weighting of Responses
The sample design involved disproportionate sampling from the states and territories, in particular an over-sampling of the territories and the smaller states, so that enough data from each state and territory would be collected to allow for regional comparisons. The achieved sample sizes varied between states and territories, due to different rates of non-response. For both of these reasons, weights were required for analyses which aggregated data to the national level, so that the contribution of the jurisdictions to the national results reflected the respective population sizes. 
The approach undertaken by ACER for weighting was to compare the distribution of the achieved sample with the population distributions across school level, state/territory, sector, location and sex. The population distributions were drawn from teaching staff data from the Australian Bureau of Statistics (ABS)[footnoteRef:12] (with respect to state/territory, school level, sector and sex), and the ACER Sampling Frame (with respect to location).  [12:  Australian Bureau of Statistics, 2010, Schools Australia 2009 (catalogue number 4221.0)] 

Weighting was conducted through a process of iterative proportional filling (also known as raking), which involves an iterative process where cell frequencies are adjusted to conform with marginal totals across two or more dimensions. In this case, the dimensions that were applied were teacher distributions across: 1) level by state by sector; 2) level by sex; and 3) location (major cities / inner regional / outer regional / remote). The raking was conducted using WesVar[footnoteRef:13] software. [13:  WesVar 4.2, Westat, Rockville, MD,2002] 

Table 4.1 compares the distribution of the weighted sample to the population across level and sex. 
Table 4.1: Weighted Sample across Level and Sex
	School Level
	Sex
	Teaching Staff FTE
(population)
	Population percentage
	Weighted Sample Percentage

	
	
	
	
	

	a. Primary 
	a. Male 
	24577
	19.5%
	19.5%

	
	b. Female 
	101415
	80.5%
	80.5%

	A Primary Total
	
	125992
	100.0%
	100.0%

	b. Secondary 
	a. Male 
	52141
	41.4%
	42.3%

	
	B. Female
	71063
	56.4%
	57.7%

	b. Secondary Total
	
	13204
	100.00% 
	100.00%


 Table 4.2 compares the distribution of the weighted sample to the population across location. The population reference is taken from population data for 2008-9 from the Australian Bureau of Statistics.[footnoteRef:14] [14:  Australian Bureau of Statistics, Regional Population Growth, Australia, 2008-09, cat. No. 3218.0  ] 


Table 4.2:  Weighted Sample across Location 
	Location 
	Population
Percentage
	Weighted Sample Percentage 

	
	
	

	Major City 
	69.0%
	68.6%

	Inner Regional 
	20.0%
	19.7%

	Outer Regional 
	9.0%
	9.4%

	Remote 
	2.0%
	2.3% 



The tables above indicate that the weighting has successfully brought the responding sample into line with the population nationally across several important dimensions. However, it should be noted that some population subgroups were represented by a small number of teachers, limiting the capacity to analyse and compare results across these subgroups. For example there were just nine responding Queensland Catholic secondary teachers, representing around 4000 teachers from this subgroup in the population. Other subgroups with a relatively small number of respondents included government primary school teachers from the Northern Territory and Catholic primary teachers from New South Wales.
An assumption behind the weighting approach described above is that the participating teachers adequately represent the population subgroup in which they belong. 
However, it is not possible to accurately determine the extent to which the responding sample represents the population as a whole, and small differences in survey outcomes should be treated with caution. 

[bookmark: _Toc286386685]
5       Respondent Profile 
Teacher Profile: Personal Characteristics 
A total of 2,088 teachers completed the survey. Tables 5.1, 5.2 and 5.3 demonstrate the final distribution of responses of teachers, grouped by age, sex, years spent teaching, academic qualification, levels taught and the nature of their current teaching position. 
The distribution of responses showed that overall the response was skewed towards females, reflecting the higher presence of female teachers in Australian Schools, particularly at the Primary level. The age profile demonstrates that a good spread of responses has been achieved across all age groups. 
Table 5.1	 Teacher Profile: Personal Characteristics  
	Profile of Participating  Teachers 
Personal Characteristics  
	Total

	Sex
	Male
	30.8%

	
	Female
	69.2% 

	Age 
	Under 25 years
	4.5%

	
	25 to 29 years
	12.8%

	
	30 to 34 years
	9.1%

	
	35 to 39 years
	12.4%

	
	40 to 44 years
	12.9%

	
	45 to 49 years
	13.9%

	
	50 to 54 years
	17.3%

	
	55 to 59 years
	13.1%

	
	60 years and older
	4.0% 





Of teachers responding to the survey, the majority (60.9%) had been teaching for more than 10 years. Further, the level of academic qualifications amongst the sample was high, with 38.3% indicating they had completed some type of post graduate qualifications.
The survey achieved an even spread of schooling levels taught in 2009, which supports the representativeness of responses achieved in this survey. The higher percentages reported within the secondary school levels taught reflects the teaching patterns of secondary teachers assigned to many classes across year levels, compared to primary school teachers assigned to one specific class. 
Table 5.2	 Teacher Profile:  Nature of Teaching Experience 
	Nature of Teaching Experience
	
	Total 

	Number of Years Teaching 
	Less than 5 Years 
	18.3%

	
	5-10 years 
	20.7%

	
	11-20 years 
	23.4%

	
	21-30 years 
	23.8%

	
	More than 30 years
	13.7%

	Highest Academic Qualification 
	Diploma
	8.7%

	
	Bachelor Degree 
	50.5%

	
	Post grad/Masters
	38.3%

	
	Other
	2.4%

	Levels Taught Last Year 
	Pre Year 1
	12.1%

	
	Year 1
	13.5%

	
	Year 2
	14.9%

	
	Year 3
	16.4%

	
	Year 4
	18.4%

	
	Year 5 
	20.2%

	
	Year 6
	21.1%

	
	Year 7 
	29.1%

	
	Year 8
	30.6%

	
	Year 9 
	30.9%

	
	Year 10
	33.5%

	
	Year 11
	32.0%

	
	Year 12
	29.8%

	
	 Other 
	7.6%




Table 5.3 demonstrates that a significant proportion of responses were received from classroom teachers in primary schools (38%) and from secondary school teachers in the traditional mainstream fields of English, maths, science, human society, environment and languages (31.1%). 11% of responses were received from teachers who specifically teach computer, technology and applied studies in a secondary school environment. 
Table 5.3: 	Teacher Profile Continued   Nature of Teaching Experience  
	Profile of Participating  Teachers 
Teaching Characteristics  Continued
	Total

	Nature of Teaching Position
	A classroom teacher in a primary school 
	38.0%

	
	A secondary School English/Maths /Science/Human Society & environment/Languages class room teacher 
	31.1%

	
	A Secondary School Computer, Technology and applied studies classroom teacher
	11 .1%

	
	A Secondary School PDHDE classroom teacher
	8.2%

	
	A Deputy Principal
	8.8%

	
	A Secondary School Life Skills classroom teacher
	6.0%

	
	Principal 
	5.3%

	
	Teacher Librarian
	3.2%

	
	A Music /Visual/Creative/Performing Arts Classroom Teacher  
	3.0%

	
	A Student Counsellor 
	2.1%

	
	Head Teacher/Head of House/Head of Department
	1.7%

	
	Special needs / special education 
	2.1%

	
	Year Coordinator 
	1.7%

	
	A religious Education Teacher 
	0.6%

	
	Other 
	7.6%





[bookmark: _Toc286386686]6.	Recommendations for a Future Approach
1. A suitable incentive offer for participating schools should be established prior to the school recruitment process. The nature of incentives should be established in discussion with DBCDE and ACMA and must remain `education related’ in accordance with research approval policies.  The offer of cyber-safety teaching packs to participating teachers provided a notable boost in survey participation. 

2. Extended timelines for data collection should be considered. The labour intensive nature of stimulating and encouraging interest in school participation impacted negatively on anticipated timelines.  

3. Survey participation rates were significantly lower than expected. A much larger school sample would assist to achieve the required responses within a shorter timeframe given the voluntary nature of the survey and low response rates. 

4. The most effective means of eliciting a response from schools to participate in the survey came from a ‘multi method’ approach – schools were sent hard copies surveys to schools for self completion with reply paid postage envelopes but were also  provided with login details enabling them to complete the survey online if preferred.  This provided schools with two alternatives for completing the survey and helped increase response rates. This approach would be recommended for future surveys with this population segment. 
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APPENDIX 2 	Survey
[image: LOGOSEPT1200dpi]

INTRODUCTION

Dear Staff Member 

IRIS Research has been contracted by Australian Government Department of Broadband, Communications and Digital Economy to conduct research into keeping children safe while they are online at school. 

The project aims to assist the Department in understanding cyber-safety and cyber security risks faced by children in schools to better inform policy responses and operate effective communication strategies for schools.

By completing the survey you are consenting to take part in this research. The survey will take approximately 15 minutes to complete and the information you provide will be treated as strictly confidential. No individual teacher and no individual school will be identifiable in the data analysis or results.

If you have any queries about the survey, please contact the Project Manager ………… on  02 42854446 or email……………

Yours Sincerely 


Q1	Which of the following best describes your school type?

1. Government
2. Catholic
3. Independent
4. other (specify)

Q2	Which levels of schooling does your school provide?

1. Primary
2. Secondary
3. Both

Q3	Which year levels did you teach last term?
TICK ALL THAT APPLY

1. pre Year 1
2. Year 1
3. Year 2
4. Year 3
5. Year 4
6. Year 5
7. Year 6
8. Year 7
9. Year 8
10. Year 9
11. Year 10
12. Year 11
13. Year 12
14. Other (please specify)

Q4	What is your sex?

1. Male
2. Female

Q5	Which category best represents your age

	1.	Under 25 years
	2.	25-29 years
	3.	30-34 years
	4	35-39 years
	5.	40-44 years
	6	45-49 years
	7.	50-54 years
	8	55-59 years
	9	60+ years

Q6	For how many years prior to this year have you been working in schools?

	__________	years






Q7	What is your highest academic qualification.

1. Diploma
2. Bachelor degree
3. Post grad dip/Masters
4. Other (please specify)


Q8	During the last 12 months were you ?

1. A classroom teacher in primary school

2. A Secondary School class room teacher in 
	2a 	English/Mathematics/Science/Human society and 					environment/languages
	2b	Personal development, health and Physical education
	2c	Computer, technology and applied studies
	2d	Life skills courses

3. A Deputy Principal 

4. A Student Counselor

5. Other (please specify, for example a Teacher Librarian)


Q9	Did any of the courses you taught over the past 12 months include a component where the students access the internet at school?

	1. Yes
	2. No	


Q10	Where have the students you have taught been accessing the internet when they have 	been required to do so for their work?

	1  School computer or school/personal laptop in classroom 
	2. School computer or school/personal laptop in computer laboratory
	3. School computer or school/personal laptop in school library
4. On their own laptop wherever they may be, including in school classes, in the
    playground, outside school, home 

Q11	How would you rate your own skills on the internet?

1.	Very competent
2.	Reasonably competent
3.   Not very experienced/not confident
4.   No internet skills


Q. 12	Do you apply any cyber-safety practices in your own use of the internet? 

	Yes/no

If yes, do you:
TICK ALL THAT APPLY

1. ensure that security software is installed, updated and used on computers you are using
2. have a strong password and change your password regularly
3. avoid opening emails or attachments that come from an unknown source
4. avoid providing personal information over the internet
5. block, ignore or report unwanted, annoying or threatening messages
6. Other – please identify

Q13	Which of the following best describes your level of concern about the risks to students when using the internet at school? 

1. Very concerned
2. Fairly concerned
3. Not very concerned
4. Or not concerned at all

Q14	Children’s cyber-safety issues refers to the protection of children when they are online or when they are using mobile phones from dangers such as  exposure to illegal or inappropriate material, stranger danger, identity theft, invasion of privacy, harassment and cyber-bullying.  

How would you rate your level of knowledge about children’s cyber-safety issues?
		
1. Well informed
2. Somewhat informed
3. Slightly informed
4. Un-informed

Q 15 	Have you spoken with or arranged for someone to speak with students in your classes 	about cyber-safety risks?
	Yes/no

Q16	Does your school have a system or process for handling reports of cyber safety incidents 	(for example exposure to illegal or inappropriate material, stranger danger, identity theft, invasion of privacy, harassment or cyber-bullying) which occur online or through the use of a mobile phone?

	Yes/no

	If yes, can you briefly describe the system or process?

Q17	In the last 12 months were any of the following types of situations formally reported to you by your class students about personal safety or security in the use of the internet at school or in the use of mobile phones?  (TICK ALL THAT APPLY)

1. Students receiving threatening or bullying emails, telephone calls or SMS/instant messages
2. Private or personal information posted on blogs or social networking websites 
3. Strangers making contact and asking students for his/her personal information (e.g. by email, instant messaging, in chat rooms, on social networking sites
4. Students accessing inappropriate websites or material (e.g self harm, sexually explicit and hate groups)
5. Students sending or receiving inappropriate messages such as “sexting”
6. Incurring financial loss via responding to unsolicited emails or messages on mobile phones or providing information on a website.
7. Student engaging in online gambling
8. Any others you are aware of (please specify)__________________
9. None

Q18	Of the situations you have indicated in the last 12 months, approximately how many of each type of situation were reported to you?

Q19	Which of the following situations best describes the nature of the most recent incident 	reported to you within the last 12 months, regarding a student’s personal safety or 	security on mobile phones or in the use of the internet?  (TICK ONE ONLY)

1. Students receiving threatening or bullying emails, telephone calls or SMS/instant messages
2. Private or personal information posted on blogs or social networking websites 
3. Strangers making contact and asking students for his/her personal information (e.g. by email, instant messaging, in chat rooms, on social networking sites
4. Students accessing inappropriate websites or material (e.g self harm, sexually explicit and hate groups)
5. Students sending or receiving inappropriate messages such as “sexting”
6. Incurring financial loss via responding to unsolicited emails or messages on mobile phones or providing information on a website.
7. Student engaging in online gambling
8. Any others you are aware of (please specify)__________________


Q20	What was the approximate age of the main child targeted in the incident?

5 	years
6	years
7	years
8	years
9	years
10	years
11	years
12	years
13	years
14	years
15	years
16	years
17	years

Q21	Were you directly involved in handling this cyber-safety incident at school? 
	
	1. Yes
	2. No

Q22	If yes, thinking about this cyber safety incident can you describe how it was addressed?

Q23	If no, are you aware of how the incident was handled (please describe)? 

Q24	If you were directly involved in handling the incident, to what extent did you feel you were able to access information to handle the situation and/or already had the skills to deal with the situation?

1. Feel could well access information/already had the skills
2. Could access some information/had moderate skills
3. Could access very little information/had little skills 
4. Could not find any information/feel had no skills 
5. don’t know

Q25	Does your school implement any of the following cyber-safety measures? 
TICK ALL THAT APPLY
1 	Educating students about cyber safety issues, including cyber bullying
2		Use of filters to block content considered inappropriate for students to access on 	the internet?
3		Blocking personal information from being posted or emailed
4		Limiting student web searches to only directed education purposes
5		Blocking of use of social network sites (e.g. face book, my space)
6		Making sure students use a strong password and change it regularly
7		Encouraging students not to share their passwords with other students
8		Supervising web pages that students can have open
9		Installing, updating and using security software
10		Providing information, web links and resources on cyber-safety to the student
11		Providing information, web links and resources to parents
12		Other (please specify)
13. 		Not aware of any measures

Q26	If you answered yes to any of the options above, for each measure please indicate how effective you believe it has been.

1 Not effective
2 Somewhat effective
3 Effective
4 Very effective
5 Unsure

Q27	Does your school have a policy about cyber-safety or keeping students safe online? 

1. Yes
2. No
3. don’t know

Q 28	How does the school administration support or promote the cyber-safety policy?

Q29	In the past 12 months have you accessed information on how to make students safer when they are using the internet or mobile phones?

1. Yes
2. No

Q30	IF YES
	How would you describe your level of satisfaction with the quality of the information you 	found? 
1. Highly satisfied
2. Satisfied
3. Dissatisfied
4. Highly dissatisfied
5. Don’t Know/Can’t say 

IF DISSATISFIED   : Why were you dissatisfied with the quality of the information you found?

Q31		Are you aware of any of the following cyber-safety information sources?  
TICK ALL THAT APPLY
1. Cybersmart  website
2. [bookmark: OLE_LINK1][bookmark: OLE_LINK2]ThinkUKnow website 
3. Bullying no way website
4. Lets fight it together DVD
5. Wise up to IT DVD
6. Smart online Safe offline website
7. Stay Smart Online – Budd.e modules
8. DET portal 
9. Any Other? (specify)______________ 
10. No

Q32	Which of these have you accessed?
TICK ALL THAT APPLY
1. None
2. Cybersmart  website
3. ThinkUKnow website
4. Bullying no way website
5. Lets fight it together
6. Wise up to IT DVD
7. Smart online Safe offline website
8. Stay Smart Online – Budd.e modules
9. DET portal
10. Other (specify)______________

Q33 If you have accessed any of these which did you find most helpful (select one only).
LOCATIONAL INFORMATION
LOCALITY
What State/Territory is your school in?
What is the school’s suburb or nearest town? 
What is the postcode of the school?


GENCOMMENTS
Do you have any general feedback you wish to share? If so please comment below ________________________________________________
As this is social research, you can be assured that it is carried out in full compliance with the Privacy Act and the information you provided is only used for research purposes.
END
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APPENDIX 3 :   ‘Other ’ Cyber-safety Practices employed by teachers 
Verbal instructions in ensuring students are aware of the threats that maybe subtly presented.                          
Use Virus free Macintosh OSX computers based on more secure UNIX platform                                               
Use various email addresses for particular purposes                                                                     
use public library or work computers only, which have security stuff installed                                          
Use on-screen keyboard to enter all passwords                                                                           
use of secure financial services                                                                                        
Use of browsers like Firefox . Read computer magazine which gives up to date info on security matters                   
use grey lists and education banning lists on web server                                                                
Use a Mac                                                                                                               
use a mac                                                                                                               
Up to date virus protection. Understanding how to check origin of websites                                              
two factor login for email; ssl only email access                                                                       
The school has security software installed- not me personally                                                           
the college has all of the above and I make sure they are working                                                       
Take time to understand privacy settings; use different password for banking and finance.                               
Strict facebook settings                                                                                                
Set high security settings on certain websites/programs                                                                 
selection of reputable websites. Avoidance of known websites with viruses                                               
Security Levels on Browsers                                                                                             
Secure router, varied passwords, no business use over unsecure networks                                                 
Remind students before lunchtime use of the lab computers re safety on the internet.                                    
Rely on the department for monitoring and accessing internet                                                            
Personally email others whose email practice i.e via facebook is not acceptable to me. This is not a public communication
Participation in cyber safety online video and discussion with Prep children                                           
Only use edu gov or other qualified sites (by my visiting them first)                                                   
Not use internet banking whilst on school network                                                                       
No tagging of facebook photos                                                                                           
no social netowrking sites                                                                                              
no not engage in social networking, keep computer secure                                                                
Never visit questionable website; DO NOT access social networking sites                                                 
never use a credit card on the net                                                                                      
Never leave my computer unlocked when unattended.                                                                       
Learn about new sites which may be detrimental to students                                                              
Keep up to date with security issues and new vulnerabilities                                                            
keep informed about risk factors and preventative/proactive measures to assist with cyber safety                        
instruct students on what to do and also checksearch strings for bad sites                                              
ignore pop ups requiring personal information, regular updates, have screens in clear view of staff                     
if i would not feel comfortable with my Grandmother looking over my shoulder i don't do it                              
i use a Mac, The OS is not subject to the huge security issues of the windows platform                                  
I have a strong password but I only change it once every year or so when we are forced to by DET                        
I ensure that my personal computer has security software installed but am not allowed to install software at school.    
i do not use nor will use internet banking for security reasons                                                         
I do not have any social networking sites.                                                                              
high security on Facebook- family only, no friends of friends                                                           
Have strong password  but do not change it regularly                                                                    
Have separate credit card just for internet use                                                                         
have blocked sites from networks                                                                                        
Have a strong password                                                                                                  
Fairly critical in assessment of links or search information about unknown websites prior to visiting same              
Erase browsing history regularly                                                                                        
Don’t add people  I don’t know on facebook or other social networks                                                        
Don't travel to unknown and suspicious websites                                                                         
Don't go on Facebook, MySpace etc                                                                                       
don't allow any students onto my facebook                                                                               
do not use sites known for poor security/viruses                                                                        
Do not use Hotmail or Myspace that students regularly communicate using                                                 
do not use Facebook etc                                                                                                 
Do not sign up to social network sites/blogs etc                                                                        
Do not participate in social networking sites                                                                           
Discuss with students about the danger to them and the computer hardrive                                                
Disable geo tracking on social networking, disable cookies, use strongest privacy settings available                    
delete unknown emailers and websites immediately without opening, use spam blockers, use anti-spyware and tracker programs    
choose not to use social networking pages such as facebook                                                              
Choose not to use social networking sites (personal use)                                                               
Check website security, and sources of websites                                                                         
Check for secure websites                                                                                               
Check anything suspicious with our ICT Manager                                                                          
Back up all my files                                                                                                    
Awareness raising through discussions etc.                                                                              
Avoid unnecessary interaction                                                                                           
avoid social networking sites unless for rare specific purposes                                                         
Avoid social networking sites and Internet banking                                                                      
avoid social networking sites                                                                                           
Avoid Signing up to Advertising Gimmicks                                                                                 
Avoid particular domains, stop applications which launch automatically, bank and similar separately to other browsing   
Avoid opening internet pages that are not relevant to my searching; only use secure sites when doing transactions       
Appropriate network firewalls and regular network scans.                                                               
Apply "friends only" privacy settings to Social Networking sites                                                        
Apple Computer                                                                                                          
always close the browser                                                                                                
All personal email is routed through gMail which has an excellent filter                                                
[bookmark: _Toc286386689]
APPENDIX 4:   ‘Other’ types of reported Incident 
A few children have used Facebook to "bully" another peer.                                                              
A student obtained another student's password, entered her assignment, erased her work, and left a rude message         
A student using another student's email account left open to send annoying emails to people.                            
A student's murder due to meeting a male through facebook and being tricked into befriending and meeting him            
Access by underage students to MA and R gaming sites (aware that Australian rating is not official)                     
Accessing facebook when students are under age. Accidently accessing inappropriate material when using search engines.  
Accessing masectomy photos online                                                                                       
All other incidents related to out of school access to internet or mobile phone.                                        
Bad question: these were not reported to me but I am aware of incidents reported to others.                             
Bullying on internet,mobiles etc                                                                                        
Bullying via sites like Facebook and Myspace.                                                                           
Children sending rude as in nasty e-mails to classmates(at a Year 1 level)                                              
Creation of fake network sites such as facebook                                                                         
Cyber bullying reported by students and parents has resulted from incidents occurring out of school hours.              
Cyberbullying on Facebook                                                                                               
Distribution of self taken inappropriate images, fraudulent identity use                                                
Downloading pornographic material onto mobile phone and then forwarding to classmates                                   
EBay purchasing inappropriate goods                                                                                     
emails forwarded to students by students at another school containing email addresses of both staff and other students. 
engaging in violent /inappropriate games                                                                                
facebook                                                                                                                
Facebook                                                                                                                
Facebook issues                                                                                                         
Fairly minor google searches for boobs, breasts, sexy girls                                                             
Friends accessing their Facebook page when left accidently logged in                                                    
I am aware of incidents but they were not reported to me directly                                                       
I am aware of instances being reported to Welfare Co-ordinators who have dealt with them, but not specifically to me.   
I am aware of most of these from student conversations, but few were "formally reported" by students                    
I have been aware of a couple of incidents but they have not been formally reported to me, other staff have dealt with  
I have had most of the above reported to me by my own child but not at school by class students.                       
I haven't heard formal reports personally, but I have heard things in the media of issues                               
I was notified of a student posting inappropriate images of herself from home which other students accessed.            
inappropriate messaging on Mushimonsters                                                                                 
Inappropriate face book comments                                                                                        
Incidents that came to my attention were related to cyber safety issues outside school time and not on school computers 
Interaction with social networking sites from a Yr 3 though sites not accessible from school.                           
Isolated cases of inappropriate messages being sent via email.                                                          
issues with images taken without knowledge and/or consent                                                               
It is not an area that I have a lot to do with and so could not comment specifically                                    
mainly teach ages 5 to 13, however, some in the senior primary years would send nuisance emails unless guidelines        
No incidents reported to me directly but other online bullying reported to Principal                                    
 Not aware of incidents at school but out of school there have been incidents                                            
Not by my class but from teachers and students whom I do not teach.                                                     
not formally, but informally as part of everyday conversation with students these were raised                           
Not reported to me personally but I am aware that some cyber bullying has occurred.                                      
One girl stole other passwords and wrote inappropriate and threatening messages to others                               
One student accessing another's email account and sending an email pretending to be them. Email not exactly bullying    
Online gaming e.g. rune scape                                                                                           
Only children searching 'rude' words that were then blocked on our filter.                                              
Other students using another students password, setting up a social networking account in their name                    
Parent reported bullying messages on social networking site                                                             
Parents are reporting to us about cyberbullying involving mobile phones & Face Book on home computers.lying involving  
Peers writing inappropriate comments to blogs.                                                                          
pop ups about gambling and sex with explicit offers that are innapropriate.                                             
Posting explicit photos of themselves on internet myspace profile                                                       
posting information about staff on facebook                                                                             
Posting photos on Facebook believing they are private when in reality they are not.                                      
reports from other students/parents/teachers re student misuse outside of school hours                                 
Requests from strangers to be friends on game sites                                                                     
Silly rather than malicious EMails.                                                                                     
Small country school and thankfully none of the above                                                                   
some low level bullying via text messaging                                                                              
some students found some violent sites which were monitored and blocked quickly                                         
Staff subject to FaceBook attack                                                                                        
Student bringing inappropriate material to school via a USB                                                             
Student having identity stolen in online multiplayer game - world of warcraft                                           
Student sending bullying emails                                                                                         
students being bullied through facebook. Students have not accessed facebook at school but impacts school life          
Students being targeted by Facebook groups, unwelcome comments on status updates                                        
students complained about being taken off a friends moshie monsters page                                                
students contacting others without permission, or sending unwanted emails                                               
Students did not report any of the above and observation of work incidents not observed.                               
Students doing a search for images on Google and inappropriate images come up                                          
Students hacking accounts and making communications under the name of another student.                                  
Students hacking into other students email accounts and sending nasty emails as them                                    
Students having bullying statements posted on social networking sites.                                                  
Students logging on as other students and destroying work or sending rude messages to others logged on as another person
Students manipulating less able students into giving their password.                                                    
Students photoshopping images of others for the purpose of humiliating them.                                            
Students posting unkind messages to others on networking site.                                                          
Students recorded other students on video mode of their mobile pone without permission and distributed it               
Students subject to ridicule because of information they have on facebook pages etc                                     
Students talking to unknown people on facebook                                                                          
Students were discussing accessing inappropriate websites (they didn't actually do it).                                 
Students with special needs - ie aspergers - targeting students via cyberbullying, fixating, obtaining passwords       
students would report such incidents to our Student Services department or Housemaster or Counsellor                    
Suspect instances of sexting but students did not confirm or deny my suspicions.                                        
The messaging involved inappropriate language and images, racist and homophobic comments and bullying.                  
Threats through facebook                                                                                                
Underage students using social networking sites such as facebook                                                        
Use of foul language(SMS). Accessing 18 games                                                                           
use of premium email                                                                                                    
using another person's identity to send messages once caught.video of sexual acts and forwarding to boy/girl friend     
Using others internet passwords, Deleting students work when working on unblocked shared drives.                        
using proxies to bypass security on school network                                                                      
Video fights                                                                                                            
We are a distance high school students do not work onsite but we have had inappropriate comments made in our e-classroom 
We can wrist bands put on the school grounds asking students to text it to find out what "Jerry" knew about them        
we have had a couple of issues with staff and students using social networking sites                                   
Website made about one student that made fun of him. It was spread throughout the class                                 
While am aware of some of these incidents within the school, none of the students in my classes have reported such in   
While many of these have not happened at school, situations like this are definitely happening outside of school hours  


[bookmark: _Toc286386690]APPENDIX 5:   Why Dissatisfied with Cyber-safety Information 
Appears very misdirected and inappropriate for what teenagers actually do and how they actually think.                   
Far too vague: information on this topic needs to be specific                                                           
Not specific enough                                                                                                     
Information is generally trivial                                                                                                                                                                  
Did not appear to be easily digested and transferred to students   
Badly written, or for wrong target audience                                                       
Treated 15 year old students as if they are 8  
Students find it condescending/patronising.  Tend to ignore the advice anyway.                                                                                                               
Not age appropriate                                                                                                     
Not always age appropriate for younger students - great stuff for older students though                                  
Not Appropriate to the Primary School, Mostly just for Teens                                                            
Not many resources available. Not stage specific, could only find resources for stage 5, nothing much for stage 4 
We are just beginning to address these issues and need more concise primary school student information                   
Mostly it is pitched at too high a language level or too vague.                                                          
Not school friendly                                                                                                           
It was at a very simplistic level and was not aimed for a senior audience.    
Not always situation specific                                                                                                                                   
Superficial.        
Too general, not focused                                                                                                
Too general, obvious solutions not realistic in most contexts                                                           
Was not explicit or really presented real information.                                                                  
Wasn't practical and not really appropriate for a class of 23 students                                                  
I felt there was a lack of information for students                                                                     
Insufficient information                                                                                                
Too wordy and not relevant as information is rather technical and/or unappealing to students       
Mostly highly theoretical and assumes that students will be compliant which they frequently are not.                                     
Was limited. Didn’t seem to be a content rich unit.   
Difficult to access material that has sufficient impact to alter student thinking in terms of mobile phone safety.                                                                                                                                            
The realities of my classroom were not discussed.  The exact boundaries for student behaviour were not discussed.        
The style of presentation and format tended to be aimed at younger children.                                            Gives statistics on cyber bullying, but no advice on how to prevent it.                                                 
It didn't tell me how to help the kids, especially the ones who believe they are immune to risk.                        
There are no clear do or do not rules. There are no guidelines for what classroom teachers can do to stop students      
Receiving lots of information on the problems but not enough on concrete steps to follow. 
Lots of talk of do this do that but little in the way of this will be the consequence for this behaviour.   
The Info can be very difficult to action especially with regard to mobile phones and internet accounts.  
Information mainly states the potential dangers, which any informed member of society is generally aware of.                                                                                                           
 There is not enough good quality information available outside the school setting for high schools                      
Where to after that is the main problem.... Info was either overwhelming or news based. 
Out of date, and targeted to the wrong audience       
The information quickly becomes out of date.                                                                            
The only thing I found was a package made in 2000 by a govt dept which is now out of print and no more are available    
Everything changes so rapidly.                                                                                                                                                         
There is very little information available and there is so little we are able to do as educators to protect children.        
It was in the form of a lecture during a year level assembly and the info was rushed.                                   
The PD that the school provided by an outsider was ok but not overly informative                                                                   
We need something that doesn't get in the way of curriculum interests some staff do not se e the danger    
A lot of looking. A single official site needed                                                                  
Discovered it was toothless.  No legal redress for some offences eg posting recorded conversations on YouTube.           
Access to presenters to speak with staff, students and parents is limited                               
 Most of it relates to having a computer in a central spot at home. A family area is not the ideal place to study!                                                                                                               
I don't think there is any information that really helps. There is a lack of supervision/role models.                                                                                 
Probably disappointed that after receiving a receipt that ACMA hasn't got back to us on a visit to our schools.
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APPENDIX 6 	General Comment from Teachers  
All teachers were invited to provide make a general comment about any aspect of cyber-safety and e-security.  Verbatim Comments are listed below under the main themes that emerged.

Importance of Cyber-Safety Issues 
The problem seems huge and as a teacher at times I feel that beyond dealing with the immediate there is little I can do. There is a sense of standing before the tidal wave of technology, waving your hands around and asking it to stop.     
A both a parent & teacher this has become an important issue in the lives of young adults & their parents.                                                                                                                                                     
A real issue that requires support from State Government                                                                                                                                                                                                       
 Cyber safety is an extremely important issue. I'm glad data is being gathered on the issue. It will help to inform us all of what's being done so that we can plan effective strategies to deal with it.                                                       
Cyber safety is critically important. Identity theft is just one of the major issues that many of our students are going to confront in years to come.                                                                                                         
Cyber safety is one of the largest, most concerning issues in schools today. Difficulty is getting parents to attend workshops and read materials sent in Newsletters etc, many seem oblivious of what their daughters our school are accessing and            
Cyber safety is becoming a bigger priority for us in the Upper Primary years, not majorly through necessity, but more for educating children before they reach high school. However the idea of digital citizenship and its many facets is starting to be c     
Good survey. Many issues in our school dealt with at PCA level. Not aware of cyber bullying unless it is raised in discussion with one of the PCAs on our staff.                                                                                               
Good survey and the need is not going to go away (for cyber safety initiatives).                                                                                                                                                                                   
Good to hear you are acting and including people in process and finding information from people rather than just getting information from other sources which are not always factual. Well done and keep up the good work.    
I am very concerned about cyber safety. I believe it is an ever increasing problem in schools and out of schools but impacting on schools. Parents’ awareness and information is critical. The general public need to be made very aware of the consequences. 
I am becoming aware of the huge issue of Cyber Bullying. I am concerned about the potential damage it can cause to peoples lives. Community awareness is vital!  
I believe cyber bullying etc is becoming increasingly abused by younger students i.e Year 7 and 8 whereas the older student's seem to have less issues. Either way it needs to be addressed as a very serious manner.         
 I think cyber-safety is just so important and as teachers we need to be more aware of just what young people are doing online and then educate them to safety online at all times                                                                              
I think the issue is understated in our community - partially because of the different ways in which older people communicate and how much more they value privacy. Education is needed for both teachers and students.                                        
I think this is a very important issue. I'm really impressed with the ACMA site and also Donna Cross's work in this area                                                                                                                                       
 Important Stuff. I am frequently surprised at the naivety of students      
As a counsellor I hear lots of incidents regarding on line/ phone harassment. Its easy to join in. Young people are more likely to voice harsh opinions in type than face to face. One of the worst aspects is the public airing of stuff. 
The measures to establish and maintain online safety for school communities cannot be underestimated! Misuse of the internet can have far reaching consequences for all parties involved, especially the emotional health of victims.                          
It is a concern and it is good to see more is being done about it.                                                                                                                                                                                             
 It is difficult to keep up with the young people regarding the internet today- our school is doing a good job in attempting to do this. This issue is a major issue for our young people today.                                                                
Keep the exposure and advertising of the need to be always cyber-safe.                                                                                                                                                                                        
Keep up the great work. This is really important for our school communities.                                                                                                                                                                                  
Issue of cyber bullying of great concern. Hope something useful comes out of this survey
This is a message that we need to keep giving regularly.  However, quite often the message is not heard by young people until they are affected negatively.                                                                                                    
This is a serious issue. The highest concern I have is identity theft. Students share photos, birthdates and personal information readily on line.    
This is a very important issue and I am glad you are addressing it, thank you.                                                                                                                                                                                 
 This is a worthwhile survey.                                                                                                                                                                                                                                       
This is a great idea. If you can inform us of these findings that would be extremely useful. The data can be used in planning for the future. Keep up the good work!                                                                                            
This is a very important issue and schools and parents need to keep themselves fully informed about the dangers facing children in an online world. 
Up to date Australian information is good as we have trends and statistics from the USA in some information provided.  
                                                                                                                                
This is an important issue that all schools need to deal with but also we need to know what responsibilities and limitations we have in terms of legal aspects and moral aspects as teachers.                                                                   
This is an important topic that needs to be constantly reflected on and spoken with staff and students about in schools.                                                                                                                                       
This is an issue we need to be continually proactive on & stay up-to-date & well informed; particularly with authentic eg's of situations that kids can relate to.                                                                                             
This is one of the biggest and most important challenges we face, as parents and educators, with this generation of children. Cyber communication is 24/7..... There is no way to escape its influence. 

I think this is an area where education to students, parents and teachers is paramount. It is very serious and relatively 'unaddressed'.  I thank you for looking into this.   

This is such a rapidly developing area and as our awareness increases the school and individual teachers try to keep up and keep the students as safe as possible.  It is ongoing.                                                                               
This issue has increasing ramifications for schools but we also needs to support of parents and governments in the fight to keep our children safe. The pressure on teachers to fulfill all roles is overwhelming at times. I welcome any support available.    
Cyber-safety is an area of growing concern, we are addressing the issues. Children are good at hiding issues/problems because they know that if you tell a parent the will be banned from using the computer.                                                  
Cyber-safety is a big issue in most schools but is generally not too bad in my school since we don't use computers with the children too much. However, I do regard it as a seniors issue and I think websites/ knowledge on cyber-safety should be encouraged.       
Very thorough survey. Led me to some other online resources I was not aware of.                                                                                                                                                                                
Thanks for taking the initiative to research this increasingly pivotal area within schools.                                                                                                                                                                    
Thanks for the opportunity to participate. My participation has made me realise that I could further increase my knowledge by researching some of the web sites listed. A whole staff PD would update and assist teachers…

 Thanks for the survey, made me think about whether our school had a specific policy on cyber safety. This is an issue that will only continue to grow; educating not only our students but all staff members on being cyber smart is the best way to tack…     
Students need to be involved in this feedback alongside adults. There are some very informed and savvy students whose voice will benefit the quality of the research.                                                                                 
Thank you for doing the research, I think it is very valuable.                                                                                                                                                                                                  
Thank you for your efforts in challenging this increasing risk area for children                                                                                                                                                                                

Usage of and Required Educational Resources/ Information 

Usage: 
A few teachers from our school went to a Professional Development about cyber-safety by Michael Carr-Gregg. It was excellent; he gave us heaps of information and some excellent websites for us to share with our students and their parents. 
Had a guest speaker visit our school yesterday from Australian Communications and Media Authority and it is incredible how many different ways students can be cyberbullyed and how young students are accessing this technology.                           
We had someone present to us on cyber-safety which was excellent. My question is whether the powerpoint that was used during this presentation is at available to us to use in ongoing professional development personally.                                                                                                                                                                                 
We are having a parent information day on Sunday 29 Aug relating too many of these issues.                                                                                                                                                                     
We are having the cyber-safety team from the federal government to deliver information to our school community tomorrow. This is on the recommendation of our GO who went to a workshop earlier in the year.  
It is something desperately needed…
 The seminars that were conducted by Dr Michael Carr- Gregg were fantastic. It would be great if there was some way of getting this information out to more parents e.g. youtube, facebook                                                                                                                                                                                                               
Attended a parenting conference "Next Generation" in June this year police spoke of cyber safety and bullying - very informative.                                                                                                                              
Federal government sessions for students, staff and parents are very good.                                                                                                                                                                                            
Recently had ACMA Cyber-safety professional learning which was excellent and has really provided great resources and info. Very motivating and relevant. Hope to have all staff in serviced next and parents and students sessions.                              
Highly dissatisfied with ACMA services. Several unanswered phone calls-wanted to establish a community forum on the central coast. Spoke to them at Generation Next Conference but then phone calls not returned
The ACER information talk on cyber-safety was very inspiring and educational.  Thank you!   
This is a very important area.  I attended a workshop ran by Dr Michael Carr-Gregg and was given an excellent range of information.  
I contacted someone at ACMA and asked for more leaflets to be sent to me about 2 months ago with no reply to my email.  My year 7's were keen to take info home but I ran out of leaflets.  The kids who don't have a computer at home still need the info.     
I was fortunate enough to attend a cyber safety workshop which was excellent. The information gained from this was vast. From this we organised an information session for our school community and for our older students. All schools should attend this type of workshop.
We had a very good speaker come out to talk to parents at a parent/teacher night on cyber safety. Unfortunately not many parents took advantage of it, but those who did really found it informative.                                                          
I have found the animated videos aimed at teaching children about cyber safety most effective.                                                                                                                                                                 
I felt that the language used by the officer was interesting and informative; however I spent some time explaining some of the language into simpler terms for the year 3 and 4 students.                                                                      
I found the session presented to our school on "Cyber Bullying" extremely informative.

I have experienced an excellent cyber-safety workshop which allowed me to think about the issue and to access further information. Now students use phones to source the internet/facebook. We need a way to block the use of facebook on the school site. I   
I have found that students & parents will listen to credible people about cyber safety issues. e.g. Detective as opposed to a teacher. Over the last 4 years I have organised various people from the IT industry to chat to students & parents.     
Resources produced for the cyber safety pack sent to school look great very well designed in a format that the students will like.                                                                                                                             
The cyber-safety presenter was a real eye opener for me thank you.                                                                                                                                                                                              
 We need to do much more!   A site which has some great video resources - is Netsmartz.org.                                                                                                                                                                    
This is an extremely important topic.  The resources available to teach students about cyber-safety are excellent and the students really enjoy using them.  They are learning a lot about the topic.  Probably parents need to learn a lot more about the topic.  
Newspaper articles have been informative and I read them to my year 8 tutor group hoping to increase their knowledge in this area.                                                                                                                             
Wise up to IT DVD was very good and we showed it to the whole grade 7 as a way of making them aware of Cyber safety                                                                                                                                            
Our local area has run Cyber-smart workshops through Australian Communications Authority on Cyber-safety                                                                                                                                                         
The website materials and training provided by ACMA and cyber smart is extensive, of a high quality and age appropriate.     
                                                                                                                                  
Requirements/Requests: 
Appreciate more resources on the topic as I actually have a computing task that students complete on the topic so a wider range of resources would be excellent.       
Would be good to get these resources and websites sent out to schools so that we can continue to educate students                                                                                                                                              
Brochures & DVDs are great to spread the word of cyber safety in our changing world.                                                                                                                                                                           
A lot more work needs to be done here. Greater information is appreciated. 
A copy of all of the cyber-safety sites and DVDs would be handy.                                                                                                                                                                                               
Hope you can keep us up to date on the 'latest and greatest' ways students find to cyber bully so that we can try to keep on top of it!!                                                                                                                       
Found no information for dealing with parents who cyber-bully other parents or their children. Need more information about the legal issues, is cyber-bullying illegal? Have to keep at it all the time, keep it in their faces
Cyber-bullying is a huge problem amongst high school students.  This has greatly affected my own daughter and I want to be able to educate primary age students so they are prepared for what happens in high school.  I need access to good resources.         
I am looking forward to receiving the information pack.                                                                                                                                                                                                        
I feel that the resources available for primary school students was very limited                                                                                                                                                                               
New resources be forwarded to schools                                                                                                                                                                                                                          
                                                                                                                                                            
Posters with the 'valuable' websites clearly shown and a 'message' for displays around the school in classrooms.                                                                                                                                               
Practical resources would be good to have safe website with real examples that can be used with kids - have done this in a trial situation but unaware of site being available in an open way.                                                                   
Students need something visual (i.e videos) that show them how to be more cyber-safe                                                                                                                                                                            
Resources provided by ACMA are excellent.                                                                                                                                                                                                                      

The cyber safety talks for the Australian Media and Communications people should be expanded.                                                                                                                                                                    I think schools need more resources to help teach students how to be safe on the internet and also how to combat cyber bullying.                                                                                                                               
 I think workshops and speakers for children and parent groups is very valuable.  Parents particularly need information and guidance as school environments can be controlled more than outside access. More online programs for a variety of age groups. 
    I think Cyber-safety should be more formally addressed at schools on an annual basis. We had someone come out last year but it should be a regular thing - I suppose that's up to the school to organise though. 
It is essential that the ACMA's Online Safety programs (Think U Know) is made more available to regional school more frequently. We have been trying to access their presentation for our parents and student community unsuccessfully for the last two years.                                                                                                                                                                               It is really important to run cyber-safety instruction rounds by the government in the current education condition.                                                                                                                                                   
It would be helpful to have a consultant visit the school to discuss cyber-safety with students at the school                                                                                                                                                  
It would be helpful to have an experienced group of people who could deliver a cyber safety programme to young adults that was presented in an informative and interesting way.  
                                                                            
More education on cyber safety, more dedicated time required                                                                                                                                                                                                  More information regarding legal implications and ways of resolving disputes would be very helpful.                                                                                                                                                            
More needs to be done to educate students- even having access to special guest.                                                                                                                                                                                
It is certainly a growing issue and I am certain that we do not fully understand the impact this is having on student's lives. I think a traveling road show should be visiting all schools and briefing teachers about the things they need to be looking     
I've recorded the names of the anti-cyber-bullying websites listed in your survey for future use with my students.                                                                                                                                              
                                        
Thank you I look forward to seeing some further resources on cyber bullying, if there are any school policies on cyber-bullying I would like to see them as well, thanks.                                                                                        
Love to get a copy of the cyber safety websites I clicked before I could write them down                                                                                                                                                                       
 Would like to be able to access more PD for staff (especially the younger staff).    
The government need to run more cyber-bullying workshops for teachers                                                                                                                                                                                          
The level of information and effectiveness varies greatly between primary and high school students     
  Those resources given at the end were very handy. it would be good to get a copy of them to have a read through in detail 
We have put our name down to have ACMA come to speak with students parents and staff there is a long waiting list for this to happen and not certain when it will happen.  Left in the dark until notified then due to the long wait.
We have tried to book a speaker to speak to parents, teachers and students through ACMA but have not been able to as yet. One Head of School attended the Cyber Bullying Conference run by the AMF which he found very useful
There are so many good resources out there but there does tend to be quite a bit of overlap in content. I do appreciate the need to continually reinforce the concepts but it can get kids shutting off. 
                                                                                  

Need for Parental Support/ Education  
                                                                                                                        
Concerned with parents lack of knowledge and discipline as well as students. Parents allow their children internet access without checking on them and children subsequently have bullied others online.                                                       
 Cyber safety practices have to be a home/school partnership approach. Some families are very liberal with the sites they allow their children to visit and those children can't understand why school disapproves of them visiting/using them.                 
Cyber-safety is of most concern outside the school environment at home. More information to parents is needed.                                                                                                                                                 
Cyber-safety needs to be followed through at home. Many parents do not supervise their children on the web and do not use filters at home.                                                                                                                     
 A surprising outcome of the 2 parent evenings set up to explore the issue of being Cyber smart was that they were  poorly supported by parents.       
We have attempted to have several parent workshops. Those who attend find them extremely informative but it is so difficult to get lots of parents to attend.                                                                                                   
Cyber-safety needs to be taught to children when they first access computers and their parents made more aware of the dangers                                                                                                                                  
 Cyber-bullying program was run at the school for parents, but did not get a huge turn out.  The program itself was good, but getting to the people is tough!                                                                                                    
Cyber-safety at school needs to be seen as a back-up to what is taught in the home. In the same way that "stranger danger" and "road safety" start at home and is re-enforced at school, then cyber-safety needs to be begin at home.
 I find that parent on-line behaviour is also a huge factor and I am not sure how / who is responsible for this.                                                                                                                                                
For any education to be effective, parents must understand the risks and be willing to follow up at home. So many students have unsupervised access at home, and parents don't understand the risks.
I feel schools do their best in regards to cyber-safety. It's parents who need educating and informing. Many have no idea what their children get up to on computers, basically because the children usually know more about computers than parents.            
I think most cyber bullying could be prevented if parents used the same level of internet protection as we do at school. Education of parents in what devices can actually access the internet, and the variety of things that can happen to children on the   
 Safety increases when teachers and parents work together. Parental must increase their vigilance when their children are using the net. Too many students admit their parents are not aware of what they do online. 
 While schools have a role to play in ensuring students are cyber-safe, parents should also be taking responsibility for educating their children about cyber-safety.                                                                                           
 We need support of parents. Students with phones with internet access make the schools position untenable. It is bigger than Ben Hur and is a growing problem which takes up a lot of time and resources                                                        
 While it is essential that all students are aware and school supports cyber safety we are often limited when parents have different values and beliefs.  Parental/ home support is essential.                                                                   
More emphasis needs to be stressed to parents as from conversations not all parents take this seriously   
It is a matter of educating parents. We have had instances of parents putting stuff about school on facebook, criticising other parents. We as adults need to set an example regarding cyber-safety 
It's too hard to get parents to take responsibility for children outside of school                                                                                                                                                                                     
It is very difficult to interest parents in making their children's online experiences safe. Very few parents of students engaged in this negative behaviour have an appropriate level of understanding of the technology nor do they supervise their children Safety of students begins at home with supportive parent guidance.                                                                                                                                                                                             
The biggest challenge is educating parents regarding how to keep their children safe on-line        
                                                                                                                                                         
School based measures will have only a limited effect. Perhaps even deferring to parents, not in my back yard mentality! To improve the overall reality, parents need to be encouraged to take more care over what their offspring are allowed to access       
   Parents feel it's the responsibility of the school to monitor and act against cyber bullying. I feel this school monitors and protects students well. However, despite information being given to parents they seem to not utilise this information.            
Parents generally do not provide good supervision when their children are on-line at home.                                                                                                                                                                     
Parents need to be better informed and have more control over the student's actions at home.                                                                                                                                                                   
Lack of parent empowerment seems to be the biggest problem.  Parents feel powerless to do anything                                                                                                                                                             
 It is very important to keep our children safe from this type of abuse and at school, this is generally done, however it is not at school the push needs to come, it is from the home and parents taking the time/caring to look after their children          
 The need to engage parents far more in issues associated with Cyber safety.                                                                                                                                                                                    
When speaking to the students I teach, 9 and 10 year olds, it is parents that are allowing them to use social networking sites such as Facebook and purchase their mobiles. 
 You mention Cyber-bullying only as a school behaviour. Even to the extent that we attempt to limit opportunity for cyber-bullying whilst at school, we still deal with the fall-out of behaviours which have come about through home-based access by students   
 The school is handling the issue very well. What is required is a higher level of responsibility being taken by parents for their child's access to these technologies and then a commitment to active supervision.       
The main problem with keeping students safe when it comes to cyber safety is a lack of parental knowledge of what their children are doing. Some kids will have 5 SIM cards and borrow phones from friends when parents think they have taken the phone etc.  
Children up to year 10 should not be allowed unsupervised internet usage at home. A parent or responsible adult must be present.                                                                                                                                                                                                                           

Cyber-Safety and Cyber-Bullying Outside of School Environments 

A lot of cyber bullying happens through facebook outside of school, but the repercussions come into school.                                                                                                                                                     
Cyber-safety would appear to be an issue for students way from school. Lots of control on usage in schools 
I believe cyber-bullying is rampant from home computers.  
I believe this is a problem in schools, but children are mainly targeted in their own time at home and on their home phones and computers, which is hard for schools to police.  We just need to educate them as best as possible.                             
I feel our students are well protected at school but it is outside of school that they are most vulnerable.                                                                                                                                                    
I'm not aware of it being an overly big issue within the school grounds ... however home computers are a different issue.                                                                                                                                      
Almost all of the instances of bullying and unsafe use of internet/mobile phones/social networks have occurred outside school.  The issues still affect us at school.  Parents sometimes participate in unsafe/unhelpful use of social sites.        
It can create issues in the school environment when students post comments on the social network sites at home after school hours and on the weekend and because they do not see the person face to face until they get to school then issues arise. 
 Unlike at school, many students are using the internet unsupervised at home  and as a result are being exposed to inappropriate, unsafe material, as well as posting personal information on social networking sites.                                          
Students learn cyber-safe behaviours and apply them in the school context but not outside school. It is difficult to get them to transfer their knowledge beyond school.
The main problem I had was when they wrote on personal pages outside school and brought the information back to class                                                                                                                                          
This is a major problem faced by our students and much goes unreported.  Schools are also being expected to respond to events that have occurred at home, while parents appear to not know how to manage the situation. This issue is increasing.         
  
The biggest issue is what happens out side of school - bullying that occurs online at home, that we end up having to deal with. The other big issues is the use of proxy servers that bi pass our block!! We just can't block them all!!                  
While schools attempt to inform students of the dangers, monitor internet access on school grounds, address cyber bullying or inappropriate internet/mobile phone use etc it is difficult for schools to control or prevent this offsite/outside school.      
  Cyber-safety issues outside of school - how do you deal with it? Teachers not being aware of cyber-safety or lacking the confidence in using the internet/technology. There needs to be a greater push/awareness campaign by local/federal govt.                

Facebook Issues 
	
Dumbfounded by number of under age students accessing facebook.                                                                                                                                                                                                
Facebook-students are online chatting and posting messages on walls. It is difficult for teachers/schools to stop cyber-bullying when parents choose not to supervise the actions of their kids regardless of all of the education our school has provided. 
I believe students below 16 should not be able to use facebook etc sites as they do not have the understanding of the internets capacity and the dangers associated with its use.       
I am concerned about facebook in particular. From general student discussion I think the problems associated with it are blossoming and the negative ramifications are increasing. Unfortunately with parental consent there is little that schools can do.  
 I am very concerned about the number of Primary school aged children on Facebook and similar social networking sites                                                                                                                                           
My concern is how easily children 12 and under can access facebook and other social networking sites via the internet/mobiles phones and how there is not enough advertising, resources and education for parents to keep up with the times in general.               
Our school has found it extremely hard to keep up with the social networks (face book) and some of the young teacher getting involved with and socialising with students it has created conflict, bullying and gossip- it feels like a run away train!         
 Increasing issue for teachers - especially comments on teachers on facebook.  
Very concerned for high school children with cyber-bullying/liberties take on facebook and other networking sites. I have seen teenagers shattered and unable to cope with images and information posted via sms or computers. 
 We are in the process of organising a parent info session re: cyber safety. After surveying our senior students we found that all were using facebook (all too young!).
 The problem we are having is not in school but outside the school. Facebook has become a major problem for us and parents. The owners of this social site are not being held accountable for all the damage that is being caused by students using it inappropriately.  
An ongoing concern, we struggle to deal with issues. Volume of issues rising daily. Students now have 'free' facebook on phones; newest concern is facebook pages targeting students, often accessed during class time without teacher knowledge. 
Social networking telephone plans are our greatest problem at school with students having 24/7 use and access. Also we ran a parent awareness workshop and only one parent turned up out of a school of over 900 students.                                     
 Please introduce some control over social networking sites like Facebook especially when unofficial sites can be set up in a school's name and inappropriate comments made affecting the school and some students. 
The students and parents are aware of the legal age for accessing facebook but parents and students alike DON'T care and still allow their children to participate. What else can be done?                                                                        
The facebook organisation has stated in its public policy that no pupil under the age of 14 years is permitted to join facebook. We have informed parents of this statement. Hence, it is illegal (technically) for any child in primary school to be on facebook.         
The biggest issue we have is cyber-bullying through facebook. This has become increasingly difficult to manage since Mobile Phone providers started offering plans that include free facebook access. Simply getting students to put their phones away.                                                                                                                                                                                                          
                                                                                                                       
Mobile Phones  
Biggest risk factor is out of our control - student use of mobile phones and the free social networking packages that seem to be associated with their mobile phone plans. Phones are in use ALL day.                                                          
I consider mobile phones to be the greatest risk.                                                                                                                                                                                                              
Mobile phone safety and social networking safety seems the most crucial aspects of cyber safety for secondary age students.  they treat the mediums as an extension of their lives and give little thought to consequences or reactions of others.             
Since banning the use of mobile phones was started, the problems with cyber-bullying have disappeared off the radar.        
                                                                                                                             
Mobile phones are hard to supervise and most cyber bullying I am aware of happens on them. Our students may do things on their home computers and if the results are sent to a bullied student's email, and it is reported, the school does it's best          
Mobile phones should be banned from all schools.                                                                                                                                                                                                               
More needs to be done with mobile phones - facebook and other social networks can be accessed through phones at any time - more education needs to be available to students, parents and teachers to make all aware of the very real dangers.                  
Most of our bullying and student issues now involve cyber bullying or inappropriate usage of technology. The advent of I-phones has made it difficult for parents and schools to monitor student cyber activities closely.       
Students increasingly bring their own technology to school...I-phones, laptops etc. We can't police these!                                                                                                                                                     
Many of the concerns in school are less to do with students accessing the internet through school systems, and more to do with their uncontrolled (and possibly uncontrollable) accessing of the internet through their personal resources, such as mobile phones.          
Students with access to mobile phone technology are able to circumvent internet access restrictions on school computers. Phones are now standard with internet access and as such, any education needs to occur before students reach senior schooling.       

Technologically Sophisticated Students 

I am worried that students can by pass our system safety features by bringing in their own laptops and internet connections  
  Kids are too smart when it comes to internet access! You block access to a website one minute, and the next minute they're back on it, leaving you thinking "what the?"                                                                                        
 Students are amazingly adept at finding proxys to get around school filters. Also whilst facebook, within the school, is banned it is free on their mobile phones. So deterring or prohibiting is somewhat effective but I think education is the key. The     
Students are more computer/cyber savvy than a lot of teachers. There needs to be a greater emphasis on student awareness for the message to be given clearly. Also, training for educators that require it should be easily accessed.                          
Students are much more media-savvy than they are given credit for. Restricting access to content does not help.                                                                                                                                                 
Because there is always a margin of risk when the students are using the internet, adult supervision is essential. Teachers cannot trust only on security systems... The students always find another way to get any information or game.                      
Students are really computer literate and find ways around most blocks and use their phones to harass each other because it takes less courage to talk and argue on the phone.                                                                                 
Students are very tech savvy and are able to find ways around the blocks etc installed by DET NSW. As soon as they are found and then block they know they can simply find another way to access facebook etc. Not to mention phones with internet access.  
It is very hard to keep up with kids and technology. They have more time to play with it and learn the nuances of its use while we seem to be in continual catch up mode!                                                                                      
While much is being done - students are very good at using technology for their own advantage. The Schools can only do so much and do need assistance                                                                                                          
With regard to blocking of internet websites at school I find this difficult as students know how to circumvent this.                                                                                                                                             
Schools block and students find ways around blocks. I've used several newspaper articles from The Age this year about effects of cyber/phone bullying on individuals. Lots of discussion e.g.  lots of 'scenarios to prepare kids.   
Too many students deliberately bypass our filters and other access control systems and thus willfully place themselves at risk.                                                                                                                                 
 Students are able to bypass blocks though they are hard to supervise with a ratio of 1:30.                                                                                                                                                                     
 The DET puts many measures in place to protect students. However, IT-smart kids can easily get around these. I feel that teachers need more education / training to try to keep up with the kids!                                                              
Students seem to find ways around 'blocking' that schools might put up. They often are much more prepared to try to find ways around things than follow specific instructions.      


Student Lack of Awareness/Concern                     

I think students are very vulnerable re their lack of knowledge of what their personal information and photos might be used for in the future.      
In general the real problem is to get kids to realise that social cyber sites take up information forever and that they can be tracked on computer or mobile inappropriate usage.      
Informing and educating students needs to be regular as we became blasé and forget to work safely. Children need to be constantly reminded to be cyber smart and how!    
 I think a lot of young people are not cautious enough and are sharing personal information without being fully aware of the possible consequences.                                                                                                                        Teenagers think that they are bullet-proof. It will never happen to them. All the warnings are for "other people".                                                                                                                                                    
Our students have had plenty of information about Cyber safety but being teenagers, many choose to ignore this and are of course titillated by the idea of doing something that adults have deemed risky, unsavory, dangerous or illegal.                     
 Whilst schools can implement procedures to help keep students safe on line and educate students about safe internet/ mobile phone strategies they will make their own decisions. For many it is the "it won't happen to me" mentality that wins through.                                                                         
It seems that although much information is provided to students from various areas, there is still a sense that it will not happen to them.  It is very difficult, with the access that students have to sophisticated technology.       
 Regardless of what you do to inform students of the ramifications of inappropriate online behaviour on social networking sites they appear to be unable to curtail their behaviour not unlike a drug addict.   
You can give all the information possible but you can't prevent stupidity, arrogance or the blindness of people in trusting their 'friends'. Any of these programs will be only effective with those who take note of it. Empowerment, resilience,             
 It is very difficult to convince students that there are any dangers from using the internet/phone. They have grown up with it, they do as they please. they do not have the ability to turn off at night and do without it. little home supervision.          
It is well and good developing resources and instructing students about cyber-safety but yet another matter to actually get them to change their cyber behaviours. Like most teenagers unless they experience it or do it anyway despite all the instruction   
This is a difficult and challenging area. My concern is that teenagers don't believe the issues of safety are as serious as we think they are. Thus, they continue to take risks with sharing their passwords and involving themselves in inappropriate online behaviour.                    
Despite the information, students continue to trust their friends both male and female and continue to share passwords and use unsafe practices on social network sites especially facebook                                                                    
Students generally don't take enough care when on the internet                                                                                                                                                                                                 
Even when students are part of session on cyber safety they think it wont happen to them. So have a tendency to ignore some of the basic rules.   
Due to the constant changes in Cyber Space, keeping up with Cyber Safety in almost a full-time job. Also, regardless of the amount of information about keeping safe, some students will not believe the information refers to them. 
 More education needed in terms of Social networking sites. Students need to be informed that no matter what information they put out there it will always be there. Students need to be made aware that they have a web imprint.                           
  It seems a big issue that needs to start at home and the students have no idea that what they write is their as a digital footprint for life.    
                                                                                                          
Issues for Primary Schools / Younger Students       

It is a little tricky teaching young children about being safe on the internet, but I feel it is important and appropriate to begin exposing them to this information.                                                                                         
Many junior high school bullying carries on from primary schools where the bullying issues haven't been addressed strictly enough.                                                                                                                             
 Much information we receive is directed at High school students and therefore inappropriate for my students                                                                                                                                                    
 With the early years, the children don’t have free access to internet sites, sites are chosen for them and passwords only used by adults to log in when necessary.   
This is a growing issue in primary schools and is beginning at a younger age than parents realise due to their own lack of technology use/knowledge.  Children have a contorted view of being safe on a computer and have access to phones etc from an early   
Primary student use of technologies out of the school seems to be where most issues of bullying and safety risks occur. While these do not occur at school they have direct effect and consequences in the students peer groups.       
As a YR 3 teacher I am not confronted by as many issues as a year 7 teacher would.
As I teach Kindergarten I probably am not as well informed about cyber bullying and dangers as teachers that teach older students but I realize that even children as young as 5 can be on line and will endeavor to explore some of the anti cyber bullying  material.
  As this has become a bigger issue over the past decade we have incorporated a rotation into our safety day event for k-6                
If I worked with older students (i.e. older than 7 years) I would integrate it and make it more of a focus in my teaching  
I teach in the lower primary where cyber- bullying and mobile phone bullying has not yet become a problem.                                                                                                                                                      
 I am not sure how much is done in lower years on the use of the Internet.                                                                                                                                                                                                                                                                                                                                                                                                                                                                        
          

Internet Filters in School Environments:      
Too many sites are blocked that are actually beneficial to student learning e.g. our class blog. Our homework is also emailed and allocated sites cannot always be accessed to students. 
We have many conflicting interests at the college.  I'm for controlling internet access and banning sites but many staff and school administration are not.  Thus we have constant problems with a perception of duty of care.  
 The use of proxy websites makes it difficult to block many inappropriate sites, in particular Facebook. Students frequently access the site and it is a constant job for both myself as an IT teacher to monitor the use, and the IT Administration to attend.      
  The filters applied by the department are too stringent and create problems during research but the lack of problems with inappropriate websites means they are effective. The handing in of phones is great as it eliminates the entry of inappropriate images 
 While some filtering is political reality, ultimately end goal should be for students/families/schools to have skills & knowledge to moderate own use/be aware of the risks. Currently social networking sites i.e. U-tube/Facebook are blocked by our department.               
Proxy servers make it difficult fro schools to 100 block inappropriate content                 
Although the school continually blocks sites that are felt to be inappropriate, the blanket blocking quite often makes it very difficult to make use of particularly worthwhile Web 2.0 tools such as Ning, Glogster and Diigo. 
 I find it very irritating that Youtube was blocked for teacher access. It is a very useful site and teachers should be allowed to access it.                                                                                                                    
 Filters etc can let some material through. Supervision is essential. Blocking sites i.e. Youtube is annoying when there are great things on it to show students. Constantly frustrated by what is blocked. Students only allowed in lab with a teacher supervisor.  

Individual School Approaches/Policies to Cyber-bullying 
Due to the incidents that have happened teachers are prepared to work on a unit of cyber-bullying later this term with the Teacher Librarian driving the content.                                                                                               
Explicit, well informed, teaching of cyber safety issues and appropriate supervision has created a positive online culture at our school. Being proactive is important, rather than waiting for issues to arise before addressing them.  
Our school DOES have a school policy in regards to the safety and use of ICT, which all students are required to sign before gaining access onto the school network.                
I can see that schools and parents need to work together to protect the students.                                                                                                                                                                              
I can tell staff at our school are trying really hard to support our students with 'cyber issues' and I appreciate it       
I found when teaching IT, students are very aware but needs to be constantly taught and revised all year                                                                                                                                                       
I have a feeling that our school would be ahead of a lot of other schools due to our great IT department and commitment to IT and IT security.                                                                                                                 
 I have suggested a number of times that we need a school policy about cyber safety but there has been no progress in developing one.                                                                                                                            
 I still believe e-safety should be embedded into the curriculum from, primary.  It's fine to have students utilising technology but it is not when they are very innocent about the dangers involved.                                                          
I strongly support the government initiative to impose responsibility on ISPs to filter material that can be harmful to young people.                                                                                                                          
 I think it is very important that we keep staff, as much and if not MORE up to date on the issues as we have a duty of care to keep students safe. Having systems in place that are effective and user friendly is important!!         
We have been using a Moodle session on Cyber bullying which has been very useful.                                                                                                                                                                              
As the teacher librarian & computer coordinator, I specifically teach internet safety to all classes. This means that we know all students have been taught how to stay safe on the internet. We have an internet policy which all students know about. I      
At our school we are actively educating students about the dangers associated with being online and how to stay safe online. I cannot stress enough the importance of putting in place a program that explicitly teaches these skills
We have dedicated IT staff on site at the school, which makes all the difference in terms of implementing and maintaining a workable IT program.                                                                                                                
We have excellent technicians that constantly monitor what students access and have in place a policy that allows email communication between teachers and students only. This was implemented in response to student bullying via email.                      
 I feel we are beginning to make some progress. This year we had someone come in and talk to the year 7's and year 10's and it was extremely well received. We need to make it available to all year levels and try and get all parents to come to the parent     
I try to raise awareness regarding the present issue through my Ethics class where I have moved from simple bullying to cyber-bullying as an ethical problem.                                                                                                  
It does not seem to be a big problem within the school community. Once in a while it bubbles to the surface however it is appropriately dealt with by common sense and appropriate discussions.             
Our school actively promotes safety. The parents have had the opportunity to participate in two workshops re cyber-safety. The students in Year 5 and 6 devoted a term's learning about this. Staff have had access to Professional Development through ACMA    
Our school is in the National Youth Advisory Group on Cyber safety and this has certainly increased the understanding that many of the students have on cyber bullying. It has meant they have access to workshops from the team.                           
Our school has a proactive approach to cyber bullying.                                                                                                                                                                                                         
Our school has conducted a program on safety on the internet through the library sessions. I am not sure of the name of it but it was very good.    
 We also use SuperclubsPlus to help with cyber safety. We are starting to target programs at younger levels                                                                                                                                                      
We are currently investigating software such as Netbox Blue to further enhance our on and off site monitoring in light of our 1:1 laptop program in Year 9.Many parents are reluctant to allow students to have the laptops without such protection.
We are in the process of formulating a Digital Citizenship program which will encompass cyber bullying and cyber threats. This will not be initiated until next year, but I think it will be a good beginning.                                                 
We continue to work on this problem and find it necessary to constantly update to keep ahead of the game.                                                                                                                                                      
We have just finished our personal development unit on cyber-safety and found the resources we used to be very helpful.                                                                                                                                         
The school I am at is currently undergoing a review of cyber-safety                                                                                                                                                                                            
The local Police Youth Liaison Officer has been wonderful coming to talk to students when issues have arisen                                                                                                                                                   
The school is taking action to update it's cyber-safety policy and I believe it will be at a more than satisfactory standard by the start of the school year in 2011. Education of the students at all year levels will also be very important. 
The executive at my school are proactive in this area. The students are reminded of their responsibilities. If an incident occurs it is QUICKLY dealt with.                                                                                                  
Our School has in serviced staff and provided all students and staff to presentations by Cyber Bullying experts Susan McLean, Dr Michael Carr-Gregg, QLD Police Child Protection etc                                                                         
Our school is currently forming a Cyber-Safety team. To help educate the students and the parents about Cyber Safety.                                                                                                                                          
My team leader has contacted someone about cyber bullying but is yet to get a reply so our school is trying to organise some PD for teachers and some education for students. Thanks                                                                          
Our school is in the process of adequately addressing cyber-bullying in our curriculum and policies                                                                                                                                                            
Our school is in the process of revisiting our policies to develop a more comprehensive cyber-safety policy.                                                                                                                                                    
Our school is making efforts to keep up to date and implement Cyber Safety. I believe we address these issues effectively. I personally have been to a cyber safety PD with two other teachers and we continue to talk about things we can implement into our school. 
Our school takes a no tolerance level to bullying in any form.  We have very clear Policies regarding all forms of bullying.                                                                                                                                  
School is currently undertaking policy development in this area and hence accessing all available information                                                                                                                                                  
Superclub has significant impact on educating our students on cyber-safety and accessing the internet. Have also had excellent feedback from cyber-safety education sessions. We have run for parents and students at the school
Pleased we have resource support to educate parents as interest & mobile phone usage has become a social issue which impacts on our classroom dynamics & does upset/disturbs our students.                                                                     
It has made a huge difference being able to access a grant to support the cyber-bullying educational initiative                                                                                                                                                  As a primary school we are just beginning to see issues for our older students. I feel we need to do more to educate our students about safe and responsible technology users.                                                                               
Of all the safety measures implemented, the only ones that have made a real difference are discussing issues with students and keeping an attentive eye/ear while they access online resources.                                                                
Found the local police very helpful. They were keen to come out and talk to year 9 students on many issues. They also provided me with a lot of information that I could use for following up with students throughout the year                                
 At first it was difficult to attain Police involvement, as most do not see it as a serious issue, or do not know how to handle cyber-safety. However, a new officer arrived at the local station that was eager to assist.                                       
In the process of developing an intensive program and ensuring our policies are up to date. Also developing a student advisory cyber group            
Department effectively manages most issues to do with cyber-safety.                                                                                                                                                                                            
DET provides filters and blocking of social networking sites
                                                                                                                                                                                                   
Suggested Cyber-Safety Approaches/Initiatives/Assistance    
Sending policies around to school that are already written so we can modify to suit us
A code of cyber conduct for all school students Australia wide would be helpful to help avoid any misuse of the internet. Parents would appreciate the same. As a principal I get lots of questions from parents about how to manage their children's use of   
A national "School ICT policy" guide or example might give all a great reference point for their own policy.                                                                                                                                                   

It would be nice to have a standardised Cyber Policy for all schools to follow/implement. Any school specific issues can address in a separate part of the policy.                                                                                       
Approach at an school level is haphazard. A consistent uniform and systematic approach and education should be implemented in year 7 as a compulsory module which is then continued to year 10.  I think that young people should be bombarded with reminders of how dangerous the Internet and social Networks can be if they are not careful and any kind of research into ways to make this successful is most appreciated. Thank you.                       
There is a strong need for a DET policy on how incidents should be handled, especially with underage students accessing Facebook. Using facebook at home yet reporting incidents at school.                                                                    
Greater Departmental (DET) sanctions for students engaged in cyber crime .... especially cyber bullying. Namely IMMEDIATE suspension (without question --- as a mandatory Departmental Policy) for proven cyber crime.. either via social networking site         
Most of the cyber safety issues we deal with occur outside of the College. Some clarification on how the school should respond, the extent to which we should get involved, and where we stand legally would be good. 
Schools should have more outlines on how to behave in an online learning environment.                                                                                                                                                                          
There is not enough non electronic sources available for teacher planning with in units of work and outcomes need to be more explicit Australia wide...hopefully the National Curriculum will address this as it is lacking in the private sector compared to t 
There should be specific units of work that are aimed at one terms focus to be implemented as part of PDHPE and written by teachers. Parents should be made responsible. Someone should be prepared to bite the bullet and stop high school students taking p 
The curriculum is so crowded. It would be encouraging if Cyber sensitivity could be enshrined in the new National Curriculum so that formal staff & time could be resourced.        
It is very important to share the newest information as IT has changed very quickly in a short time.                                                                                                                                                           
I think my students are becoming very aware of the issues involved in protecting themselves on line. I think this needs to be addressed each year as are protective behaviours in the PDHPE curriculum.                                                        
Implement induction sessions with students during each term to remind them about cyber-safe practices                                                                                                                                                           
We really need to use social networking in schools for the purpose of furthering education. Until these great tools we have are used for genuine purposes, students will continue to be lost online. 
 The greatest cyber safety measure is education.  Rather than blocking sites, we need to educate children to make wise choices and to feel confident to be able to tell an adult if they receive or see anything inappropriate e.g. if they are being cyber bullied   
As educators we need to keep up with the realities however, most important, is that we need to educate parents and students to exercise caution and make wise decisions. It is pointless and unjust to limit or deny access to technologies. 
Schools, families and the community, should be responsible for educating young people about cyber safety. It is not helpful to block social networking sites, YouTube, mobile phone use etc at school.   They are part of our world.
The internet is a wonderful tool if used appropriately- we have an obligation to teach all our students how to use it effectively and safely                                                                                                                   
I think the average age of teachers suggest that we are way out of our depth with understanding the use of ICT as a networking and bullying tool. We need PD to get up to speed. We also need PD to teach us how to teach kids to keep safe. Guest speakers in. 
Importance of explicitly teaching cyber safety is growing and must start in early school years. my own kids are teenagers and have gone thru school with access to loads of technology and no explicitly taught guidelines, other than what they are taught     
I would think it very important that teachers have the facility to know and monitor exactly what each student is doing at any time on the internet. It is technically possible, but our school does not provide this facility.       
                                                                         
 Now that technology is becoming the most predominant factor in student's lives I feel it is important that school address these issues on a regular basis and in a way more attracting/appealing to the students                                               
Maybe symposiums be held to teachers about getting information and sharing this information to students effectively?                                                                                                                                           
I think Staff and students should be made aware of cyber-bullying, the consequences, how to keep safe                                                                                                                                                           
It is vital that we get the message out to students and to parents. It is also vital that staff know. ED Qld are good at this with zero tolerance on bullying.                                                                                                 
We need all the help we can get at schools.... we need funding for parent programmes and experts who can help us!!!  Cyber-safety is recognised as a huge challenge to us all, now we need to empower parents to ensure their children are safe.  
 We are under resourced - time and money to do this properly                                                                                                                                                                                                    
Schools need more resourcing in dealing with this spirally problem. There needs to be an independent body that helps children with issues. As cyber bullying usually occurs outside of school, schools find it very difficult to deal with bullying online.   
It is very difficult for Schools to stay ahead of the game. They have limited money to address this problem and while students are 'educated' this does not always change their behaviour.       
                                                   
We need to have a coordinated and sequenced approach to ensuring students are provided with cyber safety information and activities at each year level                                                                                                          
Initiatives are 'catch up'; they lag behind what students are actually doing, and how they are thinking.  More suitable for educated 35 year olds; who already understand a little about privacy.  There is no 'connected thinking'.  
 We must Educate, Educate, Educate our students and our own children. We must continually revise what is accepable/unacceptable,safe and unsafe practices with all forms of technology. Consequences for gross infringements should be severe. Need more effective ways of reporting offensive on-line material, particularly when it is on social networking sites e.g. bebo facebook. Perhaps some kind of a hotline to contact                                                                                Kids need to be better informed on the consequences of cyber bullying from a legal perspective.                                                                                                                                                                
Young people need genuine legal protection from cyber-bullying.  
Kids who are involved in cyber bullying towards others seem to think they are above the law and don't seem concerned about any legal consequences, only really concern is losing their phones or being grounded.                                                
There is a need for external support i.e. police to deal with incidents outside of the School. Schools can not deal with the volume of incidents outside of school.                                                                                              
I believe cyber-safety is important, but I think overall education for students and parents of effective use of the web as information provider and social network mechanism is how it should be tackled, rather than just focusing on the dangers. 
I believe we need to continually refer to cyber-safety issues with students, parents and staff. However, it must not become 'too familiar' a reference, as it will lose the required impact to bring about the required continual change.  
Student Continuity is key, making sure children don't feel alone and that something can be done                                                                                                                                                                
Now that students in Years 9 and 10 have access to laptops, programs like Vision, etc have become ineffective, as a teacher must physically patrol the students' use of programs.  More training and information needs to be available to teachers .
Continued reminders about being smart and safe on the web, and while using mobile phones, is important to ensure we don't get careless with our safety as IT becomes more and more integrated into our daily lives.   
I would like to see a Unit of work developed for primary and secondary students to use.                                                                                                                                                                        
I would like to see more cyber safety in yr 7 and 8. 
I welcome any professional development in this area.                                                                                                                                                                                                           
I would appreciate more education in this area. i.e how to respond to incidents and how to prevent issues arising                                                                                                                                              
I would like to know more on this issue
 
   Other Comments:                                                                 
The technology world presents management issues for the young (and not so young)and has changed the way all think and how learning takes place within the brain...re-wiring the brain.  We are introducing a digital citizenship course as part of Values      
There is a lot more to do. Many subtle things are less understood and students need to be included in discussions not told about decisions                                                                                                                     
When do teachers have time to process everything on this very concerning issue?                                                                                                                                                                                
Where is the leadership on values? Is anyone talking about our culture and what we see as healthy behaviour or is it all simplistic procedures/policies?  e.g. Do I continue to make a personal call on borderline behaviour such as such as piercing,         
Whilst it is important for this type of education to occur in Schools, like many of our "issues" that occur in Schools, they are a reflection / snap shot of our greater community. In terms of internet security, bullying etc...                                                                                                                                             As students move further into the technology era and the social media world, schools need to educate and inform students and parents about the changing world and the implications involved. It is the schools responsibility to apply the knowledge needed.                                                  It is difficult to monitor issues of cyber bullying. Particularly when students are reluctant to mention this to teachers.                                                                                                                                     
How can I implement cyber-safety into my day to day dealings with students - in particular when issuing an assessment task that requires research?                                                                                                             
I am aware that cyber bullying is a major issue but am not aware of how to intervene or deal with it at the school level.                                                                                                                                      
Libel defamation cases on the increase/rise through silly comments being posted. People are now suing for libel defamation and winning                                                                                                                         
Main concern is the use of TAFE passwords which are unrestricted and allow those students doing TVET courses to access material otherwise unavailable to them using their DET logon and password. This allows MSN messenger, facebook and other blocked mater   
One of the big challenges for schools is the various issues that arise using ICT.  Sometimes occurs at school, sometimes at home.  Managing the different components of this is challenging. I also predict it is going to become more of an issue. All our efforts for both individual and year groups are undermined by the same few students who repeatedly offend online. There are many others who obliviously continue to expose their personal details and that of their friends.            
Students do seem somewhat reluctant to use the internet to carry out research when directed to do so. They seem to prefer that the teacher do the research and present a hand-out which tells them the situation. 
Cyber crimes are new and ever changing and it is difficult to predict and police.                                                                                                                                                                          
Apart from internet sites at school which students will tell about, all other incidents have been brought to school by parent                                                                                                                                  
As I have a 9 yr.old boy, I will now make it a priority to inform myself, both at my school, and at my son's school.                                                                                                                                             
Community approach works all people being vigilant not just a school issue. Gender separate assemblies to let girls know of realities of sexting/ social information being posted online being there forever and no control. Legal side. Difficult balancing the use of technologies (e.g. MP3s) for recreation that can also be used for learning 
Don't have any issues with year 3/4 students that I teach but have heard about a handful of incidents with year 5/6 students at my school and year 7 students at my daughter's high school                                                                     
Excellent research has been and continues to be conducted by Professor Donna Cross, Director of the Child Health Promotion Research Centre, WA.                                                                                                                                                                From my experience, vigilance is more useful than whole class lessons.  This means that a student may be counseled at the time they break the rules, not in a class situation which may be out of context.                                                                                                                                                                                                                                                                                 Given my age, it is important that I keep up with developments, and at least appear to know as much as the students. I am not aware of certain practices within the school as we do not use the internet in my subject area. This does not mean the school doesn't have more guidelines in place regarding cyber threats etc than what I know of. 
I am personally much more concerned about the possibility that an inflated perception of online risks is being used to curtail civil liberties. I believe that the way forward is to allow open access to information, to permit students to use technology    
I am probably a bit more into this than other staff because I am completing a Masters in Law specialising in cyber law, and focusing on cyber bullying and sexting for a major essay this semester.                                                              
I currently have limited access to computers & the internet because I am in a more practically based subject, however, next year our students will be purchasing laptops so all of these issues will become paramount across all subject areas. I feel that the way things are going compounded by Gen Y etc, we have potential for melt down/disaster re humanity and compassion. Time out is really non existent. Everything is available at any time to anyone, if they know how to get it. Blade Runner.       
I find it interesting that the programs that put students at risk and that we warn against are now being used in the Ultranet. A little contradictory!                                                                                                         
I find the flash up advertising extremely annoying and at times inappropriate - surely these should be banned!  My students have been on perfectly safe sites, when they've been bombarded with lingerie adds!  Or 'lose weight' adds showing bare                                                                                                                                                 I have found that students who have inappropriate pop-ups (for example) are scared to let me know, they think they will get in trouble. I think that we as educators need to teach the kids that if it occurs we need to know to stop it from happening a       
 I have become aware that students are in other classes posting information about other students which is upsetting them and making them no want to come to school. This information does not come directly from the students but is second or third hand.
 I have not had students formally report incidents of bullying or bother online, but many students bring up incidents during class discussions regarding bullying behaviour by others, especially in the context of online game environments. 
I rarely use school computers. I prefer students to do internet research under their parent's supervision.    
I think we have better things to worry about than adding a new policy that will take time and effort away from our students. As long as students are safe, that is what is important. Parents, not educators, need to take more responsibility for education.                                                                                                                                   In the overall context of my role cyber safety, though obviously significant and important, is a minor concern. Internet addiction, however is far more of a concern. It's a question of salience. I haven't been involved with sufficient cases.          
At this stage I only feel comfortable giving children a specific website to go to. I do not allow them to search for themselves                                                                                                                                
 Having taken part in this survey, I realise that I am not being true to my students and should strive to educate myself further on cyber safety etc to ensure their safety.  It is certainly something I will look into.    
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