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This is a useful survey of the landscape, with the questions naturally arising from such a review. It is a good compilation of what we know about the industry, adding to the heap of specifics but not organising it, nor providing a vision. As such it is a bottoms-up approach, but there is no overall integrating theme or framework of what the digital economy is, where it is going, or what the government can do to facilitate. It lacks the unifying theme of a top-down approach. 

Let me try to present a different approach, one which starts with delineating an organising framework for the formulation of government policy; and then identifying the core opportunities for Australia and how to move forward to implement them. 

Why don’t we talk of an electricity economy, or even a gas or water economy? 

The reason is that these are really utilities, distributed by a complex network structure, that facilitate life and safety and that feed into the general economy. So too is the digital economy. Indeed it is like the other networks of sea, road, rail and air where companies can introduce their various vehicles, respond to people’s needs, and grow their businesses and the economy. 

So what is the digital economy? It is that part of the overall economy that is underpinned by a commodity called ICT, uses a delivery network (like the NBN or other digital network), and which should be readily accessible to all of the population. 

What it delivers is access to data and knowledge, from anywhere on the globe, in near real time, and communication across the globe in a variety of modes. And as the world moves to a ‘knowledge economy’ it will be the biggest driver of new business models. It is this that should be the focus for government. 

Just as water, gas, electricity, and transportation have led to numerous new business models which continue to evolve, so too will the digital economy constantly evolve new ways of doing business and new ways to contribute to the overall economy. This gives us a point of departure. 

Government needs to develop a framework to create opportunities and to mitigate risk

This provides the government with a portfolio of real strategic options, and the strategic flexibility for industry to create national value from exercising those options. 

In a time of strategic uncertainty, government needs to position the country to capture emerging opportunities; it needs to build platforms for success -- not individual products. 

In practical terms the role of government is to provide infrastructure and services (NBN or other), ease participation (rules and taxes), guarantee a secure environment (regulations & agencies), and ensure equal opportunity at reasonable cost (equal access). Or put more simply, easy, safe, and affordable access to the global Internet. 

From this (or a similar structural framework), one can then formulate the approach of government on several levels, where the interconnections become self-evident. 

Once these basic things are done, the key issues are those of what makes Australia unique in the global digital economy, how it can compete, and how it can establish a favourable balance of payments in the digital economy. 

I will start from the point where the basics are in place. Australia is unique in that it is one nation occupying a large island continent, with stable government and governance, a well educated populace, with vast areas of sparsely populated land open to the sun throughout the year. So how do we use these attributes? 

Data is growing at an exponential rate; so too is the storage of that data. And with cloud computing (and the concomitant further commoditisation of ICT) there will be a distinct trend to ever larger repositories of data. What is missing is the security of that data. We are seeing a galloping increase in lost, stolen, or inadvertently released data. This can have far reaching consequences for citizens, corporations and governments. 

Moreover, data farms and the servers that store, maintain, recover and service the data are becoming more and more energy hungry, and green power for ICT is a way to reduce the impact of the carbon footprint of the digital economy. 

So this becomes a key area where Australia can lead the world. It could provide a safe location to store much of the world’s data, backed up by world class data security, and run by solar power for both operations and for cooling. There is perhaps no other country on the world that offers this combination. 

Indeed, the timing is right for such an approach. Data is the fastest growing aspect of the Internet -- some estimates putting it as high as a doubling every four months. This is compounded by a convergence of services on the Internet -- software-as-a-service, thin client computing, and cloud computing. All of these trends are combining to produce the notion of ICT as a commodity -- you will plug into the Web and buy what software, services or bandwidth that you need at any point in time. The one significant aspect of all this is who handles and stores the data? Again we see that the trend is already towards larger and larger repositories, which brings with it the requirements of data protection, identity protection, and data distribution. And because people are becoming ever more sensitive to data security due to the large number of breaches, there will be a growing trend to geographically position large data repositories in countries that have a secure and stable government, good commercial practice and regulations, and good technology to protect the data. Few countries in the world can match Australia in all of those requirements. 

Furthermore large data repositories have very large energy requirements both for running the servers and for cooling the equipment. This means that ICT has an ever growing carbon footprint, so there will inevitably be a growing push to use clean renewable energy for ICT. Again Australia is in a prime position, the more so if Australia becomes one of the leading world data repositories since, with a global emissions trading program, Australia can gain global credits for lessening the world’s ICT carbon footprint. 

Should governments pick commercial winners? In general, no. The role of government in the commercial sense is to provide the strategic opportunities and options for its citizens, either individually or corporately, to participate, innovate, and to generate profitability. This is the essence of a democratic economy. 

However, the government itself can often take the lead and show by example. This is certainly true with the digital economy where much of the government’s business is being put online. Moreover government services are becoming Internet centric -- health, education, and social services. Hence the government itself could lead the way in demonstrating large, secure, and green data repositories, thereby generating innovative techniques that could be used to place Australia in the forefront of this part of the digital economy. 

The aspect of data security, both preventing identity theft and personal data loss, and the security of online commerce and online operations is a particular opportunity. 

Australia has the world’s highest incidence of cybercrime (Ipsos). 39% of Australians have been the victim of cybercrime (versus 28% of Americans). These range from not receiving goods paid for, to credit card fraud. This may be due to the fact that Australians are very active online users (99.5% of home PC’s are connected to the Internet) and many use it for daily transactions (banking, shopping, etc). Hence the importance of protecting users from threats. This applies to home users, businesses and to government users. 

It is interesting to note that 25% of US computers are infected (OECD study). This is due to 10% not having any protection, and 50% of those who do having inadequate protection, including not updating their protection. Trusted sites like Google, Facebook etc can infect by drive-by downloads; hence real-time protection is required which necessitates a full security suite. 

And over two thirds of the top 100 sites in the Internet host malicious code or redirect users to malicious sites (Websense Security Labs State of Internet Security Q3-Q4 2008 ). Malicious web sites have increased by 46% in calendar year 2008. 

Such web exploits can undermine the very fabric of Internet commerce.  

Hence the expansion of the digital economy will be directly tied to the security of the Internet and its data -- obviously a key area where Australia can gain prominence. 

And in the wider sense, cyber security can be a key profit generator for Australia. It can be applied to homeland security, critical infrastructure protection, and the protection of utilities and their distribution networks. As well as leading the way, Australia can play its part in preventing a cyber 9/11. 

The other area where the government can lead and provide huge benefits to the nation is in the area of the environment. The key to managing the environment is to be able to monitor it in real time, across the full extent of the country. This implies the use of satellites, geospatial information systems, and tying it all together, ICT. This is but one part of a larger application set related to remote sensing, which can be used for many commercial and governmental outcomes including agriculture, mining, supply chains (RFID) and Defence to name but a few. 

For example, small satellites with relatively simple sensors can measure and monitor many of the data sets that we need to combat changes in the climate, including rainfall, soil water content, river flow and water use, deforestation, salinity, etc, not to mention data relating to the natural disasters of floods and bushfires. This can start as a relatively small program of one small satellite, and can be expanded as specific uses, sensors and cost benefits become more refined. It is perhaps ironic that Australia which suffers the largest extremes of climate has no satellite of its own to monitor such a vast continent -- we are dependent on the generosity of others for such data. 

Lastly, the world is fast moving to what is called analytics. This is best seen in the advertising and marketing industries where all types of data, including those from social sites, are captured, mined, and trends discerned. These trends then determine the types of advertising and marketing, sometimes even down to the individual level. 

All this shows that it is well nigh impossible to predict the shape of the Internet in five years time. Who five years ago would have predicted Facebook, MySpace, Flickr, Twitter, mashups, Google Earth, or any of the other applications that have recently come online? It is the new uses and applications applied to the Internet that will form the basis of commercial advantage, where major advances will come in combining various applications in different ways, and where interdisciplinary research will define the cutting edge of progress. 

This in turn shows that asking a too detailed set of questions in terms of what the government should do is fraught with risk, for it implies that someone can predict the shape and form of the Internet in the future. As one example, the whole issue of net neutrality still needs to be decided. This is a complex topic involving a grab bag of concepts ranging from content, regulations, residential versus corporate networks, modes of communication, and a tiered service concept. All of these issues can be handled by a careful analysis of how other networks have evolved, how they are regulated, and how they contribute to the national wealth. A subset of this is specifying which categories of Public Sector Information will be the most useful. 

The measure of success therefore can only be deduced in hindsight, using such gross quantifiers as GDP directly attributed to the digital economy, a better environment, or better services delivered by the government. The real key is to provide the opportunity for all to participate and the freedom for all to innovate new applications. 

It is important to remember in conclusion that the digital economy is not separate and distinct from the normal economy; rather it is an enabler and facilitator across the whole economy, producing new opportunities, new business models and greater productivity and efficiency, and requires the same type of regulatory structure.

Australia must therefore integrate technology transparently into its broad economic strategy for capitalising on areas where Australia has a natural competitive advantage. 

For we are seeing a paradigm shift of the combination of cheap sensors, cheap computing power, and cheap ubiquitous connectivity that will transform the way we live, our health, our entertainment, our businesses and indeed our lifestyle. Microchips will be everywhere. We will live in a world of pervasive networks. Where data and information resides will no longer matter -- as long as it’s easily accessible and secure. This is both a threat and an opportunity for Australia. 
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