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1 SUMMARY
Australian ISPs welcome opportunity to respond to the Digital Economy Future Directions Consultation on the strategies to be adopted for the optimal development of the digital economy in Australia.

As the providers of day to day access to the Internet for the Australian population, we believe we are uniquely placed to provide comments on the development of the digital economy.

The area of most concern to Australian Service Providers is that addressed in Section 4 of the Consultation, concerning the regulatory framework within which the Internet Industry operates.
In this response we address the Government’s questions on this important area and also reiterate other issues which we consider to be fundamental to the continued successful development of the digital economy in Australia.

2 ENSURING AUSTRALIA’S REGULATORY FRAMEWORK ENABLES THE DIGITAL ECONOMY

	2.1 Should the existing Copyright safe harbour scheme for carriage service providers be broadened?


	Support for the proposal to extend the Copyright Act safe harbour scheme


(a) Australian Service Providers support the proposal to widen the existing Copyright safe harbour scheme to include websites such as social networking sites and user generated content sites.

(b) The current Copyright Act safe harbour scheme is the result of Australia entering into the Australia-USA Free Trade Agreement in 2004 and is based on the regime in the US Digital Millennium Copyright Act 1998. Currently, the safe harbour protections only apply to ‘Carriage Service Providers’ as defined in section 87 of the Telecommunications Act 1997 (namely, persons supplying a listed carriage service to the public (such as Internet Service Providers, ‘ISPs’).

(c) This is despite the text of the Australian-USA Free Trade Agreement and the text of the US Digital Millennium Copyright Act extending the application of the safe harbours more broadly to “service providers”. 

(d) Many online service providers now provide transmission, hosting and caching services similar to ISPs, such as universities and online content platforms.  Extending the existing safe harbour scheme to all providers of online services would benefit both copyright owners and online service providers. This would harmonise the Australian safe harbour scheme with the US scheme, where all content providers are subject to the US take down regime and therefore fall within the US safe harbour protections. It would also provide greater protection to copyright owners and to consumers.
	Benefits of the Copyright Act safe harbour scheme


(e) We would also like to take this opportunity to emphasise to the Australian Government the importance of maintaining the current safe harbour scheme for ISPs. 
(f) The safe harbours were introduced to ensure that ISPs were given protections from liability when carrying out certain activities. This was in part due to the recognition that the internet is an essential educational and commercial tool, and that ISPs play a unique role in providing internet services to the community. The preservation of safe harbour protection is essential for ISPs to continue to provide innovative internet services to the Australian population. 

(g) The safe harbour scheme currently limits the liability ISPs when:

· Transmitting (Category A)

· Caching (Category B)

· Hosting (Category C); and

· Providing a link to material (Category D)

(h) The scheme has a system of conditions to entry and in-built checks and balances, which ensure that the interests of copyright owners, users and ISPs are taken into account.  For example, compliance with the take down and reinstatement process set out in the Copyright Act is a condition to entry to the safe harbours for Category C activities.

(i) The effect of the safe harbours is that ISPs have limited liability for damages for copyright infringement arising out of the relevant proscribed activities.  However, they can still be subject to Australian Court orders (for example, an injunction to stop providing services to a person or requiring them to terminate an end user’s account).

(j) These provisions are also a recognition that ISPs are merely ‘conduits’ for the transmission of internet content by end users and that they cannot control whether the content passing over their networks is infringing or non-infringing. 

(k) We urge the Government to resist calls from rights holders to implement any type of scheme which introduces ISP liability for actions carried out by ISP customers. Such liability imposes an onerous obligation on ISPs to protect the private property rights of private corporations and is inconsistent with the concept of the internet as an accessible communications platform.

(l) Similarly, we are strongly opposed to the rights holders’ calls for the introduction of a notice and disconnection scheme.  Given the Government’s policy recognition that fast broadband access is a national priority for Australian consumers and businesses, it seems to be a retrograde step for ISPs to be required to implement a proposal to terminate that broadband access based on mere allegations of copyright infringement.

(m) Proposals for the implementation of a notice and disconnect scheme are inconsistent with the Government’s desire to encourage consumer confidence in using the internet. Because the proposed scheme is based on mere allegations of infringement and does not include provisions for proper judicial consideration, there is considerable scope for it to be manipulated, which could stifle the digital economy.
(n) For example, businesses or individuals could misuse a notice and disconnection scheme to reduce competition or stifle freedom of expression by alleging that a competitive business, or a person who is criticising an organisation, or a person involved in a family law dispute, is infringing copyright and seeking to have their Internet access terminated.

(o) The attached submission dated 9 April 2008 sets out our concerns on a notice and disconnection scheme in detail.

	2.2 Does Australia’s Copyright Law unreasonably inhibit the operation of basic and important internet services? If so, what are the nature of such problems and practical consequences? How should these be overcome?


	Sections 39B and 112E of the Copyright Act


(a) Sections 39B and 112E of the Copyright Act set out the fundamental proposition that Service Providers, like carriers, should not be required to monitor or police the activities of their end users. However, the current campaigns by rights holders seek to alter this position and to make ISPs accept liability even where they are acting as mere conduits. 
(b) Service Providers would benefit from the Government’s confirmation that they are not the internet police and are not required to monitor their customers’ use of the internet. This is not the role of commercial organisations but of the Government or its legislative bodies.
(c) Service Providers are concerned any alteration from the current position aimed to assist copyright owners could lead to ISPs being forced to adopt a policing role for other types of internet content in addition to copyright works. 
(d) The precedential effect of such a change in policy is very worrying and could ultimately impact all portal providers, web 2.0 hosts, online auction sites and anyone who serves as an intermediary between end users and almost any form of online activity.
	Embracing new technologies


(e) We also wish to take this opportunity to highlight to the Government the important role that technologies such as peer to peer file sharing play in the development of the digital economy.

(f) P2P file sharing is a legitimate means of transferring information from one location to another in an efficient and cost effective manner
.  Whilst we acknowledge that 
P2P file sharing can be used for illegitimate purposes, it is important to understand that it is not possible to conclude that particular P2P traffic is legitimate or illegitimate, simply on the basis of the volume of the traffic.

(g) In addition, we are concerned that the notice and disconnection schemes proposed by rights holders will drive file sharers towards encryption.  This may habituate internet users and application developers to encrypt everything as a matter of course and make it effectively impossible to determine what (or, indeed, whether) people are trading.
(h) If onerous consequences incentivise end-users to hide their behaviour, P2P sharing will very rapidly move to a fully-encrypted model, whereupon nobody, including rights owners, will be able to determine who is sharing what.

(i) The wider implications of any shift to encryption of internet content will go beyond copyright infringement.  For example, socialising end-users to expect and support encryption has clear negative connotations for any law enforcement agencies who wish to utilise telecommunications interception capabilities - what use is an interception warrant if its end result is an encrypted bitstream?




















































� Section 116AC to section 116AF of the Copyright Act.


� � HYPERLINK "http://www.readwriteweb.com/archives/p2p_potential_future_applications.php" ��http://www.readwriteweb.com/archives/p2p_potential_future_applications.php� � HYPERLINK "http://www.clickz.com/showPage.html?page=858221" ��http://www.clickz.com/showPage.html?page=858221� 
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