
Yahoo! Submission to Department of Broadband, Communications and Digital Economy Consultation on Measures to Increase Accountability and Transparency for Refused Classification Material
About Yahoo!
Yahoo! is a leading global internet brand and one of the most trafficked internet destinations worldwide.  Headquartered in Sunnyvale, California, and with its European HQ in Switzerland, Yahoo!'s global network includes 25 world properties and is available in 13 languages. Yahoo! provides online products and services, offering a variety of services essential to users’ life with ‘social networking’ features. These comprise Flickr (photo sharing), Yahoo! Video (commercial and user generated video sharing) and Yahoo! Answers (knowledge sharing).  Yahoo! has entered into a joint venture with Seven Media Group in the Australian market called Yahoo!7.
Terms of Reference
As part of the introduction of Internet Service Provider (ISP) filtering, the Minister for Broadband, Communications and the Digital Economy, Senator Stephen Conroy, has made a commitment to consult publicly on the process that leads to Refused Classification (RC) material being placed on the RC content list for the purposes of mandatory ISP filtering and how those decisions can be reviewed. Additional transparency and accountability processes that are adopted would, as far as practicable, also apply to material put on the RC content list from overseas lists of child abuse material obtained from highly reputable overseas agencies.
Public comment is invited on the options set out in the consultation paper for increasing accountability and transparency of the RC content list.
Submission
The Minister for Broadband, Communications and the Digital Economy has recently announced measures to require ISP level filtering of overseas-hosted internet material classified RC under the National Classification Scheme. We welcome the Minister’s invitation for consultation on the proposed policy.  
1. Scope of Content to be Filtered
Mandatory filtering of RC material is a significant Australian public policy proposal that should matter to every parent, young person, school and business. A discussion designed to achieve an appropriate balance between increasing the protection of children online, preserving the benefits of a free, neutral and open Internet and empowering adults to make a decision for themselves, and their children, around what digital content they have access to is critical to the implementation of this policy.
RC material includes child sexual abuse imagery, bestiality, sexual violence, detailed instruction in crime, violence or drug use and/or material that advocates the doing of a terrorist act.  We are concerned that the scope of content to be filtered is too wide.  Yahoo! are entirely supportive of any effort to make the Internet a safer place for children, however mandatory filtering of all RC material could block content with a strong social, political and/or educational value such as:
· Safe injecting and other harm minimisation websites, 
· Euthanasia discussion forums, 
· A video on creating graffiti art, 
· Anti-abortion websites, 
· Gay and lesbian forums which discuss sexual experiences,
· Explorations of the geo-political causes of terrorism where specific terrorist organisation, and propaganda is cited as reference material.  
Clearly some of this content is controversial and, depending on one’s political beliefs, rather offensive however we maintain that there is enormous value in this content being available to encourage debate and inform opinion.  
Furthermore, the existing classification regime has developed in a piecemeal and reactionary manner with little regard to or basis upon empirical evidence around public attitudes or expert studies into how consumers interact with media, and particularly digital media.  The recently released paper titled “Untangling the Net: The Scope of Content Caught by Mandatory Internet Filtering”[footnoteRef:2] provides several examples where knee jerk regulatory reactions to ‘controversial’ content have been entirely out of step with broader public opinion. [2:  Untangling the Net: The Scope of Content Caught by Mandatory Internet Filtering by Professors Catherine Lumby, Lelia Green and John Hartley 2009] 

Yahoo! urges the Government to review the RC category within the existing classification regime, the scope of content that has been positioned within this category, and its applicability to online media.
2. Measures to Increase Transparency and Accountability of the Filtering List
The consultation paper states that a new list of RC content will be created which is made up of a combination of (i) websites which are the subject of a complaint to the ACMA and found to include RC material, and (ii) international lists of websites hosting child sexual abuse material from highly reputable overseas agencies (presumably agencies such as the UK based Internet Watch Foundation (IWF)).  Yahoo! has direct experience with the IWF and their black list of websites containing illegal images of children and affirms that it is indeed a highly reputable agency.  Yahoo!’s conviction that the IWF is a highly reputable agency is attributable to many factors, some of which include:
a. The IWF is an industry and government funded organisation and as a result there is clear accountability to these stakeholders through the IWF Funding Council and the IWF board of directors.     
b. Despite receiving government funding, the IWF remains completely independent of government.
c. There is a clear and well communicated process which is followed by the IWF when new websites are added to their list and a review process where websites that are on the list can request to be removed from it.
It does not appear to have been determined which of the ACMA or the Office of Film and Literature Classification would be charged with managing the proposed RC list, but we have concerns around either body’s ability to take on these significant responsibilities given their current resource levels.  Moreover, we are concerned that both of these agencies have a clear accountability to government but not to the Internet industry.  
Of the six options outlined in the consultation paper designed to improve transparency and accountability, Yahoo! have a strong preference for a combination of options five (review by an independent expert and report to Minister and Parliament) and six (review by industry group of RC content list classification process).   The independent expert could sit on the same review panel as industry representatives and work in conjunction with the wider panel in reviewing the application of the list and the process and timelines for appeals and reviews.   This would introduce a level of accountability to the industry and hopefully provide a window of transparency into how the list is compiled and how the review process is working in reality.  This option does not however address our concerns around the resource levels of these two agencies or their independence from key stakeholders.  
Yahoo! also supports the adoption of option three (blocking notification page and appeal mechanism) and option four (incorporation of content from international lists) as a means of improving transparency and accountability.  
3. Education and Awareness
The general public’s faith and confidence in the list will no doubt be aided by a nationwide, coordinated education campaign about the role and application of the filter.  Yahoo! would like to highlight our strong support for a broader education campaign across all demographics (including mandatory curriculum for school aged children) designed to increase awareness around Internet safety more generally.  Such a campaign should call attention to the broad range of filtering applications already available to the public either as off the shelf software applications or through ISPs that will not only seek to block URLs but will also allow parents control over who their children are interacting with online.  A filter which only blocks URLs will not address the threat of children being approached by predators in chat rooms,  through Instant Messaging software, or within social media applications.  In addition, the dissemination of illegal images of children through peer to peer file sharing networks will also be left untouched by the Government’s current filtering proposal.   There are a number of filtering tools already available to families that seek to meet these challenges, in addition to URL blocking, however research tells us that parents are either unaware of these filters or are unsure of how to implement them.   A government policy which required ISPs to switch a more expansive filter on by default with all new subscribers would make great strides in increasing the safety of Australian children online.   
Yahoo! strongly believes that parents would respond very positively to more information and education around the tools that are currently available in order for them to make better more informed decisions around how to manage their children’s online consumption.  
4. Safer Internet Group Coalition
Yahoo! Australia has recently joined a small coalition of organisations who share some concerns with the Government’s current Internet filtering proposal.  The core principles emerging out of this coalition can be found here.  Several of the themes from this submission are echoed within these principles.  Yahoo! is completely supportive of Government’s efforts to create a safer online environment for children, however we remained concerned about key elements of the current policy on Internet filtering.  We would welcome further discussion with the Department on these matters and are committed to constructive engagement in the implementation of this policy.
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Samantha Yorke
Legal Director
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